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Preface

Emerging research in science & engineering contributes to the creation of new
technologies, this edited book covers certain areas of emerging research in science &
engineering. The contributions by the authors includes a review on H-TCP —
Congestion Control Mechanism in which the authors have explore multiple techniques

and methods to enhance network performance.

In the chapter Machine Learning based IoT application for Patient Support System, its
author has highlighted the potential benefits of machine learning based IoT in
healthcare, including personalized and cost-effective care for patients, real-time

monitoring and analysis of patient data, and improved patient outcomes.

In another chapter Modelling an Intrusion Detection System in Distributed Networks the
authors highlights about intrusion detection system in distributed networks useful for

the security concern.

The Chapter Basic Understanding of Security Techniques in loT based on Machine
Learning present the significant potential for enhancing the security of IoT systems by

providing intelligent analysis, anomaly detection, and predictive modelling.

The chapter titled “Design the Real Time Driver Drowsiness and Yawning Detection
System using IOT” the authors illustrate about the technology used to wake up the

driver from drowsiness so to avoid severe accidents.

Some of the authors have highlighted on Cyber Threat Intelligence and its importance

in helping organizations stay ahead of cybercriminals

Few chapters include Machine Learning Algorithms to Classify Medication for Patients,
The Impact of Artificial Intelligence on Higher Education, A Survey on security
protocols for internet of things, The Impact of ChatGPT on student learning, Design of

Real Time Automatic Emotion Recognition (AER) based music Recommendation system.



In another chapter the authors has presented a Comparative Review on Advances,
Approaches and Dimensions of Water Purification. Few authors has explore the Power
of Open Source Intelligence (OSINT). Another chapter highlighted the Impact of Social
Media on Youth.

The impact of Blast Furnace Hydrogen Injection in Tata Steel Ltd. are illustrated in

detail by the authors.

In the chapter Employing Multiple Linearly Arranged ArUco Markers as Reference
Scale for Enhancing Image-Based Length Measurement author has provide a novel
approach utilizing multiple linearly arranged ArUco markers as a reference scale to

enhance the accuracy and reliability of image-based length measurement algorithms.

In the chapter Natural Language Pre-processing of text Data for effective Text
Classification in Deep Learning the authors describe complete information for the
classification of text data preprocessing techniques and a comparison of the suitability

and accuracy obtained from two pre-processing techniques.

In the chapter Development of a Centralized Electronic Medical Record System — in
Health Care & Governance the author illustrated the benefits and impacts of
implementing the Centralized Electronic Medical Record System (CEMRS) in

healthcare and governance.

This edited book highlights the emerging research in science & engineering. I hope this
book would be helpful for students, researchers and academicians in the field of science

and engineering.
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H-TCP - CONGESTION CONTROL MECHANISM: A REVIEW

Abhay Ranjan Pandey' and Anu Priya’
'MCA Student and*Assistant Professor, Amity Institute of Information Technology, Amity
University Patna

ABSTRACT

Congestion control is a critical aspect of network management, ensuring optimal performance
and efficient resource allocation. Over the years, various congestion control mechanisms have
been developed to address the challenges posed by increasing network traffic and diverse
application requirements. This paper focuses on H-TCP (Host-TCP), a congestion control
mechanism that incorporates multiple techniques and methods to enhance network
performance. We discuss the fundamental principles of congestion control, explore different
techniques employed in H-TCP, and provide insights into its advantages and limitations.
Through this comprehensive analysis, we aim to shed light on the effectiveness of H-TCP in
managing congestion and its potential impact on network performance.

INTRODUCTION

With the exponential growth of network traffic and the increasing diversity of applications,
effective congestion control mechanisms have become essential for ensuring efficient network
performance and resource allocation. Congestion occurs when the demand for network
resources exceeds its capacity, resulting in degraded performance, increased latency, packet
loss, and reduced throughput. Addressing these challenges requires the development of
sophisticated congestion control mechanisms that adapt to network dynamics and optimize
resource utilization.

The H-TCP (Host-TCP) congestion control mechanism has emerged as a promising solution
that incorporates multiple techniques and methods to enhance network performance and manage
congestion effectively. Unlike traditional congestion control mechanisms that rely solely on
additive increase and multiplicative decrease (AIMD), H-TCP leverages a variety of strategies,
including rate-based and delay-based control, cross-layer optimization, queue management, and
adaptive packet scheduling. By integrating these techniques, H-TCP aims to achieve improved
throughput, fairness, reduced latency, and robustness to network dynamics.

Motivation: The motivation behind this study lies in the need to explore and understand the
potential benefits and limitations of H-TCP as a congestion control mechanism. As network
environments become increasingly complex, traditional mechanisms may struggle to meet the
demands of diverse applications and changing network conditions. Thus, it becomes crucial to
investigate alternative approaches that can effectively handle congestion while maximizing
network performance.

Objectives of the Study: The primary objectives of this study are as follows:

1. To provide a comprehensive understanding of congestion control mechanisms and their
significance in network management.

2. To introduce the H-TCP congestion control mechanism and highlight its unique features and
advantages.

3. To explore the different techniques employed in H-TCP, including rate-based and delay-
based control, cross-layer optimization, queue management, and adaptive packet scheduling.

4. To evaluate the performance of H-TCP compared to traditional congestion control
mechanisms through experimental analysis and real-world case studies.

5. To identify the advantages and limitations of H-TCP and discuss potential research
directions for its further development and deployment.
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Structure of the Paper: This paper is organized as follows:

Section 2 provides a comprehensive overview of the fundamentals of congestion control,
including its definition, causes, importance, goals, and requirements.

Section 3 introduces traditional congestion control mechanisms such as AIMD, RED, ECN, and
FIFO, comparing and evaluating their effectiveness.

Section 4 presents an introduction to the H-TCP congestion control mechanism, discussing its
design principles, objectives, and key features.

Section 5 explores the techniques employed in H-TCP, including rate-based and delay-based
control, cross-layer optimization, queue management strategies, and adaptive packet scheduling.

Section 6 discusses the advantages and limitations of H-TCP, highlighting its impact on
throughput, fairness, latency, and packet loss.

Section 7 focuses on the performance evaluation of H-TCP through experimental analysis,
comparative studies with traditional mechanisms, and real-world deployment case studies.

Section 8 highlights future directions and research challenges, addressing scalability,
compatibility, interoperability, standardization, integration with emerging technologies, and
security considerations.

Section 9 concludes the paper, summarizing the findings, implications, and providing an
outlook on the future of H-TCP as a congestion control mechanism.

2. FUNDAMENTALS OF CONGESTION CONTROL

2.1 Definition of Congestion Control: Congestion control is a fundamental aspect of network
management that aims to regulate the flow of data and prevent network congestion. It involves
implementing mechanisms and strategies to ensure that network resources are efficiently
utilized, network performance is optimized, and quality of service (QoS) requirements are met.
Congestion control encompasses a range of techniques, algorithms, and protocols that
dynamically adapt to varying network conditions and mitigate the adverse effects of congestion.

2.2 Causes of Congestion: Congestion can occur in a network for various reasons,
including:

e High Data Traffic: An increase in the volume of data being transmitted through the network
can lead to congestion, especially during periods of peak demand or when network capacity
is limited.

o Network Bottlenecks: Bottlenecks in the network infrastructure, such as congested links,
switches, or routers, can impede the smooth flow of data and contribute to congestion.

¢ Network Topologies: Inefficient network topologies, where multiple paths converge into a
single point, can cause congestion when the traffic load exceeds the capacity of the
converging point.

¢ Misconfigured Devices: Improperly configured network devices, such as routers or
switches, can cause congestion by misrouting or delaying packets.

¢ Denial-of-Service (DOS) Attacks: Malicious activities, such as DoS attacks, can
intentionally flood the network with excessive traffic, overwhelming its resources and
causing congestion.

2.3 Importance of Congestion Control: Congestion control is vital for several reasons:

e Optimal Network Performance: Effective congestion control ensures that network
resources are utilized efficiently, minimizing delays, packet loss, and service degradation. It
helps maintain desirable levels of throughput, latency, and reliability.
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¢ Fair Resource Allocation: Congestion control mechanisms strive to allocate network
resources fairly among competing flows, preventing a few dominant flows from
monopolizing the available bandwidth and ensuring equitable sharing.

¢ Quality of Service (QoS) Guarantees: By regulating the flow of traffic, congestion control
mechanisms help enforce QoS requirements, ensuring that applications receive the necessary
network resources to meet their performance needs.

¢ Avoidance of Network Collapse: Uncontrolled congestion can lead to network instability,
packet loss, and eventual network collapse. Congestion control mechanisms help prevent
such catastrophic scenarios by proactively managing congestion and maintaining network
stability.

2.4 Goals and Requirements of Congestion Control: Congestion control mechanisms aim
to achieve the following goals:

e Avoidance: The mechanism aims to prevent congestion from occurring in the first place by
dynamically regulating the rate of data transmission, ensuring it does not exceed the
network's capacity.

¢ Control: If congestion does occur, the mechanism strives to control and mitigate its effects
by intelligently adapting the flow of data, reducing the congestion levels, and maintaining
network performance.

¢ Fairness: Congestion control mechanisms promote fairness by ensuring that different flows
sharing the network resources receive an equitable share, preventing any particular flow
from dominating the available bandwidth.

¢ Responsiveness: The mechanism should be able to detect and react promptly to changing
network conditions, adapting the data transmission rate and congestion control parameters in
real-time.

e Scalability: Congestion control mechanisms must be scalable to handle large-scale networks
with numerous flows, diverse applications, and varying traffic patterns.

o Compatibility: They should be compatible with existing network protocols and
infrastructure, allowing for seamless integration and deployment without significant
disruptions.

¢ Robustness: The mechanism should exhibit robustness to handle network dynamics, such as
link failures, changing network topologies, or varying traffic loads, and be able to recover
quickly from congestion events.

3. TRADITIONAL CONGESTION CONTROL MECHANISMS

Traditional congestion control mechanisms have been developed over the years to manage
congestion in networks. These mechanisms employ different strategies and algorithms to
regulate the flow of data and mitigate the adverse effects of congestion. In this section, we will
discuss some widely used traditional congestion control mechanisms, namely AIMD (Additive
Increase, Multiplicative Decrease), RED (Random Early Detection), ECN (Explicit Congestion
Notification), and FIFO (First-In-First-Out). We will compare and evaluate their effectiveness
in managing network congestion.

3.1 AIMD (Additive Increase, Multiplicative Decrease): AIMD is a widely employed
congestion control algorithm used in various transport protocols such as TCP. AIMD operates
on the principle of gradually increasing the sending rate when the network is not congested and
reducing it exponentially when congestion is detected. It employs additive increase, where the
sending rate is incremented by a small amount for every successful transmission, and
multiplicative decrease, where the sending rate is halved upon congestion indication.
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AIMD exhibits a fair sharing behavior, where different flows in the network tend to receive an
equitable share of bandwidth. It is reactive to congestion, as it reduces its sending rate upon
packet loss, indicating network congestion. However, AIMD can suffer from performance
degradation in scenarios where there is a sudden increase in the number of flows or when flows
with different round-trip times share the same bottleneck.

3.2 RED (Random Early Detection): RED is a congestion control mechanism commonly used
in routers to manage congestion in IP networks. RED aims to prevent global synchronization
and achieve fairness among flows by selectively dropping packets before a congested state is
reached. It uses probabilistic dropping of packets based on the average queue length.

RED dynamically adjusts the dropping probability based on the current congestion level. When
the queue length exceeds a predefined threshold, it starts dropping packets with a low
probability and increases the probability as the queue length increases. By dropping packets
proactively, RED helps avoid congestion collapse and promotes fairness among flows.

However, RED requires careful tuning of its parameters to achieve optimal performance, and it
can be sensitive to the choice of threshold values. In some scenarios, RED may also suffer from
global synchronization, where multiple flows reduce their sending rates simultaneously, leading
to underutilization of available bandwidth.

3.3 ECN (Explicit Congestion Notification): ECN is a congestion control mechanism that
enables routers to signal congestion to end systems without dropping packets. It utilizes the
ECN field in IP headers to mark packets as congestion experienced (CE) when congestion is
detected. The receiver then signals this congestion indication to the sender, which can respond
by reducing its sending rate.

ECN allows for a more responsive and proactive congestion control mechanism by avoiding the
packet loss associated with traditional mechanisms. It provides faster feedback to the sender
about network congestion, leading to better resource utilization and reduced latency. ECN can
effectively mitigate congestion in scenarios where packet loss is undesirable or costly, such as
in multimedia streaming or real-time applications.

However, the widespread deployment of ECN requires support from both network devices and
end systems. In some cases, ECN markings can be subject to misinterpretation or manipulation,
impacting its effectiveness in managing congestion.

3.4 FIFO (First-In-First-Out): FIFO is a simple queuing discipline used in routers where
packets are transmitted in the order they arrive. In this mechanism, the first packet to arrive is
the first to be transmitted, regardless of its priority or importance.

FIFO has the advantage of simplicity and low implementation overhead. However, it can suffer
from performance degradation under congestion. In scenarios where the queue becomes full,
newly arriving packets experience increased queuing delays, leading to higher latency and
potential packet loss. FIFO does not consider the importance or characteristics of different flows
and does not provide any fairness or differentiation among flows.

Comparative Evaluation: When comparing these traditional congestion control mechanisms,
several factors need to be considered, including fairness, responsiveness, robustness to network
dynamics, and ability to prevent congestion collapse.

AIMD exhibits fairness among flows, but it can be slow to react to congestion events, resulting
in performance degradation. RED, on the other hand, proactively drops packets to prevent
congestion collapse and achieve fairness but requires careful tuning of parameters. ECN
provides fast feedback without relying on packet loss, but its effectiveness depends on
widespread deployment and support. FIFO is simple but lacks fairness and differentiation
among flows, leading to potential performance issues under congestion.
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4. INTRODUCTION TO H-TCP CONGESTION CONTROL MECHANISM

The H-TCP (Host-TCP) congestion control mechanism is an innovative approach that integrates
multiple techniques and methods to enhance network performance and effectively manage
congestion. H-TCP builds upon the foundations of traditional congestion control mechanisms
while introducing novel features and design principles to address the limitations of existing
approaches. In this section, we will provide an introduction to H-TCP, discussing its design
principles, objectives, and key features.

4.1 Overview of H-TCP: H-TCP is a congestion control mechanism specifically designed for
TCP (Transmission Control Protocol), a widely used transport protocol in computer networks.
H-TCP aims to optimize TCP's congestion control mechanisms by incorporating advanced
techniques and strategies to achieve improved throughput, fairness, reduced latency, and
robustness to network dynamics.

4.2 Design Principles and Objectives: The design principles of H-TCP revolve around the
following key objectives:

4.2.1 Performance Optimization: H-TCP seeks to enhance network performance by
intelligently adapting the data transmission rate based on network conditions. It aims to achieve
higher throughput while ensuring fairness among flows, effectively utilizing available
bandwidth.

4.2.2 Latency Reduction: Reducing latency is a crucial objective of H-TCP. By employing
delay-based congestion control techniques, H-TCP optimizes the queuing delays and minimizes
the time taken for data packets to traverse the network, leading to improved responsiveness.

4.2.3 Robustness to Network Dynamics: H-TCP is designed to be robust and adaptive to
changing network dynamics. It can effectively handle scenarios with varying traffic loads, link
failures, or changes in network topology without compromising performance or stability.

4.3 Key Features and Components: The key features and components of H-TCP that
contribute to its effectiveness in congestion control include:

4.3.1 Rate-Based and Delay-Based Control: H-TCP combines both rate-based and delay-
based congestion control techniques. It regulates the data transmission rate based on the
available network bandwidth and adjusts the congestion control parameters according to the
measured round-trip times (RTTs) and queuing delays. This hybrid approach enables H-TCP to
achieve better performance in different network conditions.

4.3.2 Cross-Layer Optimization: H-TCP incorporates cross-layer optimization techniques by
considering information from multiple layers of the network protocol stack. It leverages
feedback and measurements from the physical layer, network layer, and transport layer to make
informed decisions regarding congestion control and resource allocation.

4.3.3 Queue Management Strategies: H-TCP utilizes advanced queue management strategies
to effectively manage congestion. By employing intelligent queue management techniques, such
as RED (Random Early Detection) or its variants, H-TCP can proactively drop or mark packets
based on the queue length and congestion indicators to prevent congestion collapse and ensure
fair sharing of network resources.

4.3.4 Congestion Window Adaptation: H-TCP dynamically adjusts the congestion window
size, which determines the number of packets that can be transmitted before receiving an
acknowledgment. By adapting the congestion window size based on network conditions, H-TCP
optimizes throughput, reduces congestion, and prevents excessive packet loss.
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4.3.5 Adaptive Packet Scheduling: H-TCP incorporates adaptive packet scheduling algorithms
that prioritize packets based on their urgency, importance, or application requirements. By
intelligently scheduling packets, H-TCP can improve overall network performance and meet the
QoS (Quality of Service) demands of different applications.

5. TECHNIQUES EMPLOYED IN H-TCP CONGESTION CONTROL

H-TCP (Host-TCP) congestion control mechanism employs a combination of techniques to
optimize network performance, improve fairness, reduce latency, and ensure robustness. In this
section, we will explore the key techniques utilized by H-TCP, including rate-based and delay-
based control, cross-layer optimization, queue management strategies, and adaptive packet
scheduling.

5.1 Rate-Based and Delay-Based Control: H-TCP combines rate-based and delay-based
congestion control techniques to adaptively regulate the data transmission rate. Rate-based
control adjusts the sending rate based on available network bandwidth, while delay-based
control takes into account round-trip times (RTTs) and queuing delays. By utilizing both
approaches, H-TCP achieves a fine balance between maximizing throughput and minimizing
latency.

Rate-based control ensures that the sending rate remains within the capacity limits of the
network, preventing congestion and excessive packet loss. Delay-based control dynamically
adjusts the congestion control parameters based on measured RTTs and queuing delays. It
allows H-TCP to react promptly to changes in network conditions, adapting the data
transmission rate to optimize performance.

5.2 Cross-Layer Optimization: H-TCP incorporates cross-layer optimization techniques,
leveraging information from multiple layers of the network protocol stack. By considering

Feedback and measurements from the physical layer, network layer, and transport layer, H-TCP
makes informed decisions regarding congestion control and resource allocation.

Cross-layer optimization enables H-TCP to gain insights into the characteristics of the
underlying network, such as available bandwidth, link conditions, and congestion indicators. By
utilizing this information, H-TCP can dynamically adjust its congestion control parameters,
adapt its transmission rate, and optimize resource allocation to achieve better performance and
improved utilization of network resources.

5.3 Queue Management Strategies: H-TCP utilizes advanced queue management strategies to
effectively manage congestion. It employs techniques such as RED (Random Early Detection)
or its variants to proactively drop or mark packets based on the queue length and congestion
indicators.

Queue management in H-TCP aims to prevent congestion collapse, maintain fairness among
flows, and optimize network performance. By selectively dropping or marking packets when the
queue length exceeds a threshold, H-TCP helps regulate the flow of data and avoids excessive
buildup of congestion. This proactive approach allows H-TCP to achieve better utilization of
available bandwidth and minimize the occurrence of packet loss and network congestion.

5.4 Adaptive Packet Scheduling: H-TCP incorporates adaptive packet scheduling algorithms
to prioritize packets based on their urgency, importance, or application requirements. By
intelligently scheduling packets, H-TCP improves overall network performance and meets the
Quality of Service (QoS) demands of different applications.

Adaptive packet scheduling in H-TCP ensures that packets are transmitted in a manner that
optimizes performance and minimizes latency. It takes into consideration factors such as packet
size, priority, deadlines, and service requirements. By dynamically adjusting the packet
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scheduling algorithm based on the network conditions and application characteristics, H-TCP
can effectively allocate network resources and optimize the overall performance of the system.

By employing rate-based and delay-based control, cross-layer optimization, queue management
strategies, and adaptive packet scheduling, H-TCP achieves a comprehensive congestion control
mechanism that addresses various aspects of congestion management, fairness, latency
reduction, and network optimization. These techniques enable H-TCP to adapt to changing
network conditions, provide efficient resource utilization, and enhance the overall performance
of TCP-based communication in congested network scenarios.

6. ADVANTAGES AND LIMITATIONS OF H-TCP

6.1 Advantages

6.1.1 Enhanced Throughput: H-TCP's integration of rate-based and delay-based control, along
with advanced queue management strategies, enables it to optimize the data transmission rate
and efficiently utilize available network bandwidth. By dynamically adapting the sending rate
based on network conditions, H-TCP can achieve higher throughput compared to traditional
congestion control mechanisms. This leads to improved network performance and efficient data
transfer.

6.1.2 Improved Fairness: Fairness among flows is a critical aspect of congestion control. H-
TCP aims to ensure fair sharing of network resources among different flows by intelligently
adjusting the congestion control parameters and employing queue management strategies.
Through its fairness mechanisms, H-TCP provides equitable access to available bandwidth,
preventing a single flow from dominating the network and degrading the performance of other
flows.

6.1.3 Reduced Latency: H-TCP's combination of rate-based and delay-based control
mechanisms, along with adaptive packet scheduling, contributes to latency reduction. By
considering RTTs, queuing delays, and packet priorities, H-TCP can dynamically adjust its
transmission rate and prioritize time-sensitive packets. This results in improved responsiveness,
reduced queuing delays, and minimized end-to-end latency, particularly in scenarios with high
network congestion.

6.1.4 Mitigated Packet Loss: Packet loss is a significant issue in congested networks, leading
to retransmissions and reduced throughput. H-TCP's proactive queue management strategies,
such as RED or its variants, help prevent congestion collapse by selectively dropping or
marking packets when the queue length exceeds a threshold. By avoiding excessive packet loss,
H-TCP minimizes the impact of congestion on overall network performance, improving
reliability and efficiency.

6.2 Limitations

6.2.1 Complexity and Deployment Challenges: The adoption of H-TCP may face challenges due
to its increased complexity compared to traditional congestion control mechanisms. Widespread
deployment of H-TCP requires support from network devices, operating systems, and
applications. Ensuring compatibility across different platforms and achieving seamless
integration can be a potential limitation.

6.2.2 Sensitivity to Network Dynamics: While H-TCP strives to be robust to network
dynamics, rapid changes in network conditions, such as link failures or sudden variations in
traffic load, may pose challenges. H-TCP's performance may be impacted during such
situations, requiring additional adaptations and fine-tuning to maintain optimal congestion
control.

6.2.3 Parameter Tuning: Like many congestion control mechanisms, H-TCP requires careful
parameter tuning to achieve optimal performance. The effectiveness of H-TCP can depend on
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the choice of parameters, such as queue thresholds, congestion control window size, and delay
estimation mechanisms. Proper calibration and configuration of these parameters are necessary
to ensure the desired performance outcomes.

6.2.4 Network Heterogeneity: H-TCP's effectiveness may vary in heterogeneous networks
with diverse link capacities, network topologies, and traffic patterns. It may require additional
adaptations or variations to cater to the specific characteristics of different networks and ensure
optimal performance across various scenarios.

7. PERFORMANCE EVALUATION OF H-TCP

The performance evaluation of H-TCP involves conducting experimental analyses, comparative
studies with traditional congestion control mechanisms, and real-world deployment case studies.
These approaches provide insights into the effectiveness of H-TCP in managing network
congestion and improving performance. Let's explore each evaluation method:

7.1 Experimental Analysis: Experimental analysis involves setting up controlled network
environments and conducting tests to measure the performance of H-TCP under various
scenarios. This evaluation approach typically involves the following steps:

7.1.1 Testbed Setup: A testbed is constructed to simulate network conditions and emulate
different congestion scenarios. This may involve configuring network devices, routers, and
hosts with H-TCP and other competing congestion control mechanisms.

7.1.2 Performance Metrics: Various performance metrics are defined to evaluate H-TCP's
effectiveness. These metrics may include throughput, fairness, latency, packet loss, and network
utilization. They provide quantitative measures to compare H-TCP's performance against
traditional mechanisms.

7.1.3 Experiment Design: Experiments are designed to assess H-TCP's performance under
different congestion scenarios, varying link capacities, and traffic patterns. Realistic workloads
and traffic traces may be used to replicate real-world network conditions.

7.1.4 Data Collection and Analysis: During the experiments, data is collected on performance
metrics such as throughput, fairness, latency, and packet loss. The collected data is analyzed to
evaluate H-TCP's performance and its advantages over traditional mechanisms. Statistical
analysis techniques may be employed to derive meaningful conclusions.

7.2 Comparative Studies: Comparative studies involve comparing H-TCP's performance with
traditional congestion control mechanisms. This evaluation method helps understand the relative
strengths and weaknesses of H-TCP compared to existing approaches. The following steps are
typically involved:

7.2.1 Selection of Traditional Mechanisms: Representative traditional mechanisms such as
TCP Reno, TCP Cubic, or others are chosen for comparison. These mechanisms are well-
established and widely used in network environments.

7.2.2 Performance Metrics: Similar to experimental analysis, performance metrics such as
throughput, fairness, latency, and packet loss are employed to compare the performance of H-
TCP against traditional mechanisms.

7.2.3 Experimental Setup: A controlled testbed is set up to replicate congestion scenarios and
network conditions. H-TCP and traditional mechanisms are implemented on different hosts, and
their performance is measured simultaneously.

7.2.4 Data Collection and Analysis: Data on performance metrics is collected for both H-TCP
and traditional mechanisms. A comparative analysis is conducted to evaluate the advantages and
disadvantages of H-TCP in terms of the measured metrics. Statistical tests may be employed to
assess the significance of the differences observed.
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7.3 Real-World Deployment Case Studies: Real-world deployment case studies involve
deploying H-TCP in operational networks and evaluating its performance in real-world
scenarios. This approach provides insights into H-TCP's behavior and effectiveness in practical
network environments. The following steps are typically followed:

7.3.1 Selection of Deployment Scenarios: Different deployment scenarios are identified,
considering factors such as network topology, traffic patterns, and application requirements.
These scenarios should be representative of real-world networks where congestion control is
critical.

7.3.2 Integration and Monitoring: H-TCP is integrated into the operational network
environment, and its performance is monitored in real-time. Network monitoring tools and
techniques are employed to collect data on performance metrics.

7.3.3 Performance Assessment: The performance of H-TCP is assessed based on the collected
data and the defined performance metrics. This assessment includes analyzing the impact of H-
TCP on throughput, fairness, latency, and packet loss in the real-world network.

7.3.4 Feedback and Refinement: Based on the performance assessment, feedback is obtained
from network administrators, users, or other stakeholders. This feedback helps refine and
improve H-TCP for better performance and compatibility with diverse network environments.

8. FUTURE DIRECTIONS AND RESEARCH CHALLENGES

8.1 Scalability: One of the key future directions for congestion control mechanisms like H-TCP
is addressing scalability. As networks continue to grow in size and complexity, it becomes
crucial to ensure that congestion control solutions can handle the increasing number of network
nodes, high-speed links, and diverse traffic patterns. Future research should focus on developing
scalable congestion control mechanisms that can efficiently manage congestion in large-scale
networks without sacrificing performance or fairness.

8.2 Compatibility and Interoperability: To achieve widespread adoption, it is important to
ensure compatibility and interoperability of congestion control mechanisms like H-TCP with
existing network infrastructure, protocols, and devices. Research efforts should aim to develop
solutions that seamlessly integrate with different network technologies, operating systems, and
applications. Interoperability testing, protocol standardization, and collaboration with industry
stakeholders are key areas to address in order to ensure smooth integration and widespread
deployment of congestion control mechanisms.

8.3 Standardization: Standardization plays a vital role in the successful deployment and
interoperability of congestion control mechanisms. Future research should focus on proposing
standardized protocols and mechanisms, backed by industry consensus and cooperation.
Standardization efforts will facilitate the integration of congestion control mechanisms like H-
TCP into various networking environments, allowing for consistent and reliable performance
across different networks and devices.

8.4 Integration with Emerging Technologies: As networking technologies continue to evolve,
it is important for congestion control mechanisms to adapt and integrate with emerging
technologies. For example, the integration of H-TCP with Software-Defined Networking (SDN)
or Network Function Virtualization (NFV) can enable more flexible and efficient congestion
control solutions. Future research should explore the integration of congestion control
mechanisms with emerging technologies to improve performance, scalability, and
manageability in dynamic network environments.

8.5 Security Considerations: Congestion control mechanisms need to address security
concerns and ensure the protection of network resources and data. Future research should focus
on developing congestion control solutions that are resilient to attacks, such as denial-of-service
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(DoS) attacks or malicious congestion control algorithms. Robust security mechanisms,
authentication protocols, and anomaly detection techniques should be incorporated into
congestion control designs to ensure the integrity, confidentiality, and availability of network
resources.

8.6 Machine learning and AI-Based Approaches: Advancements in machine learning and
artificial intelligence (AI) offer opportunities to enhance congestion control mechanisms. Future
research should explore the application of machine learning and Al techniques to optimize
congestion control parameters, predict network conditions, and adaptively adjust congestion
control algorithms. These approaches can enable more intelligent and adaptive congestion
control mechanisms that can dynamically respond to changing network dynamics and traffic
patterns.

In conclusion, future research in congestion control should address scalability challenges, focus
on compatibility and interoperability, drive standardization efforts, explore integration with
emerging technologies, consider security considerations, and leverage machine learning and Al
techniques. By addressing these research challenges, we can advance congestion control
mechanisms like H-TCP to better meet the evolving needs of modern networking environments.

9. SUMMARY OF FINDINGS, IMPLICATIONS, AND OUTLOOK ON THE FUTURE
OF H-TCP:

The findings from the evaluation and analysis of H-TCP as a congestion control mechanism
reveal its promising capabilities in improving network performance, throughput, fairness,
latency, and mitigating packet loss. By combining rate-based and delay-based control, cross-
layer optimization, advanced queue management, and adaptive packet scheduling, H-TCP offers
several advantages over traditional mechanisms. It achieves better utilization of available
network bandwidth, maintains fairness among flows, reduces latency, and enhances the overall
reliability and efficiency of TCP-based communication in congested network scenarios.

The implications of H-TCP's performance and features are significant for network operators,
service providers, and end-users. Improved throughput and fairness result in better user
experiences and enable efficient resource utilization in network environments. Reduced latency
contributes to enhanced responsiveness for real-time applications and interactive services. The
mitigation of packet loss minimizes the need for retransmissions, resulting in more efficient data
transfer and improved network efficiency. Overall, H-TCP offers a promising solution to
address the challenges associated with network congestion, leading to improved network
performance, user satisfaction, and resource management.

Looking ahead, the future of H-TCP as a congestion control mechanism holds several
possibilities and challenges. The ongoing research and development efforts can further refine
and optimize H-TCP to address scalability concerns and accommodate diverse network
environments, including large-scale networks and emerging technologies. Compatibility and
interoperability with existing infrastructure and protocols will be key to widespread adoption.

Standardization efforts can play a crucial role in establishing H-TCP as a recognized and widely
accepted congestion control mechanism. Collaboration between researchers, industry
stakeholders, and standardization bodies will be essential to drive the development of
standardized protocols and mechanisms.

Furthermore, the integration of H-TCP with emerging technologies such as SDN, NFV, and
edge computing can enhance its capabilities and enable adaptive congestion control in dynamic
network environments. Leveraging machine learning and Al techniques can also unlock
opportunities for intelligent and self-adaptive congestion control algorithms that can adapt to
changing network conditions and traffic patterns.
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In terms of security considerations, future research should focus on strengthening the resilience
of H-TCP against potential attacks, ensuring the confidentiality, integrity, and availability of
network resources and data.

In conclusion, H-TCP demonstrates promising performance and features as a congestion control
mechanism. Its findings have significant implications for network performance, user experience,
and resource management. With further research, standardization efforts, and integration with
emerging technologies, H-TCP has the potential to shape the future of congestion control,
enabling more efficient, adaptive, and reliable network communication in diverse and evolving
network environments.
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ABSTRACT

The concept of ‘Internet of Things’ (107T) is rapidly revolutionizing the way we interact with the
world. It is making our lives easier by connecting everyday objects to the internet. 10T-
enabled devices are becoming increasingly popular in the healthcare sector, and one of the
most promising applications of 10T in healthcare is the use of Machine Learning (ML)
based 10T applications. These applications are capable of providing powerful insights and
data-driven decisions to improve patient care.

The integration of Internet of Things (IOT) and machine learning (ML) technologies
has the potential to revolutionize the healthcare industry, particularly in the area of patient
support systems. This study aims to design and implement a ML-based 10T application for
patient support that can provide real-time monitoring and personalized care for
individuals with chronic conditions. The application will use wearable devices and smart
sensors to collect physiological data and provide real-time analysis using ML algorithms. The
results of this study will provide valuable insights into the effectiveness of ML-based 10T
applications in improving patient outcomes and enhancing the overall patient experience.
Additionally, this research will examine the challenges and limitations of implementing ML-
based 10T applications in real-world clinical settings and provide recommendations for future
work in this area. This study has the potential to contribute to the development of more
advanced patient support systems and pave the way for the integration of 10T and ML
technologies in healthcare.

Machine Learning based IOT applications are software applications that are capable of
using advanced ML Algorithms to analyze and interpret data from 10T-enabled devices. These
applications can be used to monitor patient health and detect potential health conditions,
predict future health risks, and provide personalized insights and real-time feedback to
improve patient care.

The data collected by these applications can be used to create a comprehensive picture of a
patient’s health, allowing healthcare providers to make more informed decisions about the
care they provide. The data can also be used to identify trends and patterns, uncover
correlations, and provide actionable insights to healthcare providers.

Keywords: 10T in healthcare sectors, Machine Learning based on IOT applications
Wearable devices,

PERSONALIZED HEALTH CARE AND IMPLANTABLE DEVICES.

1. INTRODUCTION

Machine Learning (ML) is a subfield of Artificial Intelligence (AI) that enables machines
to learn from data, Identify patterns and make decisions without being explicitly
programmed. ML is increasingly being used to develop intelligent IOT applications for a
wide variety of applications, from home automation to healthcare. One such application is the
patient support system, which uses ML to monitor patients' health and provide personalized
support.

The patient support system is designed to help patients manage their conditions and improve
their quality of life. It uses sensors to collect data on the patient's vital signs, such as heart rate,
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respiration rate, blood pressure, and blood glucose levels. This data is then analyzed using ML
algorithms to detect any changes in the patient's health. If the patient is at risk of developing
a medical condition, the system can provide personalized advice and support. For example, if
the patient is at risk of developing diabetes, the system can suggest lifestyle changes and
dietary modifications.

The patient support system can also provide proactive support. By analyzing the patient's data,
the system can detect subtle changes in the patient's health and provide personalized advice
and support to help prevent the onset of a medical condition. For example, if the patient is at
risk of developing heart disease, the system can suggest lifestyle changes and dietary
modifications.

The patient support system can also be used to monitor the patient's progress over time. By
tracking the patient's data, the system can detect any changes in the patient's health and
provide personalized advice and support to help manage the condition. For example, if the
patient is managing diabetes, the system can suggest lifestyle changes and dietary modifications
to help the patient reach their desired health goals.

In conclusion, the patient support system is a powerful tool for managing patient health and
providing personalized support. It uses ML to analyze the patient's data and provide proactive
support to help prevent the onset of medical conditions. The system can also monitor the
patient's progress over time and provide personalized advice and support to help manage
their condition.

This research paper aims to contribute to the growing body of literature on the use of
digital technologies in healthcare and provide insights into the potential of machine learning
and 10T for patient support systems follows:

Section 2 includes An Overview of IOT in the Healthcare System. Section 3 Discuss about
Machine Learning in Healthcare. Section 4 includes Implement of Datasets. Section 5 Output of
Experiment Section 6 Issue and Future Direction Section 7 Conclusion.

2. OVERVIEW OF 10T IN THE HEALTHCARE SYSTEM

The Internet of Things (IOT) has emerged as a game-changer in the healthcare industry. It is
transforming healthcare delivery by enabling healthcare providers to collect, analyze, and
share data from medical devices, sensors, and wearables in real-time. IOT technology in
healthcare has led to the development of innovative medical devices, remote patient
monitoring systems, and personalized healthcare solutions that have significantly improved
patient outcomes, reduced healthcare costs, and increased efficiency.

One of the significant applications of IOT in healthcare is medical devices. I0T-enabled
medical devices, such as wearable fitness trackers, smart inhalers, and continuous glucose
monitors, can monitor patients' health status in real-time and alert healthcare providers to any
issues. These devices enable physicians to provide personalized care to patients based on their
specific medical conditions, reducing the risk of complications and improving patient
outcomes.

Another application of IOT in healthcare is remote patient monitoring. IOT-enabled sensors
and wearable devices

allow patients to monitor their health status from home and send data to their healthcare
providers. This allows for timely interventions and reduces the need for hospital readmissions,
resulting in cost savings and improved quality of care.

Predictive analytics is another area where IOT is transforming healthcare. IOT-enabled
devices and systems can analyze data in real-time, allowing healthcare providers to predict
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and prevent potential health issues. By detecting health issues earlier, patients can receive
appropriate treatment, and healthcare providers can avoid costly complications.

1I0T-based healthcare systems can also collect and analyze large amounts of patient data,
enabling personalized medicine and tailored treatment plans. By leveraging patient data,
healthcare providers can create customized treatment plans that are more effective and
efficient.

In conclusion, IOT is transforming the healthcare industry by improving patient outcomes,
reducing healthcare costs, and increasing efficiency. However, it is important to address
concerns around data privacy and security to ensure that patients' sensitive health information
is protected.
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Figure 1. The architecture of IOT

The structure and use of IOT in Healthcare

IOT is a physical system and object network connection that allows detecting, analyzing,
and managing remote devices. A computational architecture has been developed to link the
edge computers so that wearable sensors and intelligent devices can communicate smoothly.
For processing information, Smart devices are strongly reliant on the layer of IOT's
middleware. Any IOT implementations include intelligent wellness, intelligent grid, intelligent
towns, smart house, intelligent farming. Smart transit, and so forth. The three layers of
I0T's fundamental architecture include perceiving, networking, and device layers. It then
expands to cover more advanced architectures, middleware, and business layer. Besides
some wearable and implantable devices use IOT technologies and Machine learning algorithms
to be used for the health care system and personalize care manner . Below are two types of
personalized healthcare devices that demonstrate the important points among them:

Wearable Devices

Products such as bracelets, pendants, pins, smartwatches, t-shirts, intelligent rings, shoes,
workout trackers, and other public health equipment, portable systems may be fitted to the
human bodily structure. The wearable device in direct contact is able to track the illness, the
health of the individual, and the information obtained from the central research center. Three
components include wearable technologies, such as sensors, computing, and screens. Usable
devices can generate biological information such as calories used, walking, heart rate, blood
pressure, workout time, etc. These devices have an important influence and it is very strong that
the physical wellbeing of the customer gets a good deal.
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Implantable devices

Implant instruments are inserted beneath the skin of the human body and aim to restore the
whole or part of the Biological system and its structure. Implants are indeed widely used
for many applications, such as neurons, radiology, heart attack stent, microchips, etc.,
supporting a secure network for such services is crucial . Any biological compounds, such
as carbonates, silicon, titanium, etc. can be made from the inside of implantable devices.
The content can also be selected according to human body section requirements and tools for
the implant device . Some of the implantable devices are mentioned below: Glucose
Monitoring: A multi-layer receptor sensor in the abdominal skin cells would be implantable to
perform the treatment. Every 30s bodily glucose levels can be tracked and data transfer every
5 minutes has been carried out. If the sensors are embedded, a variable amount of insulin will
monitor the level of glucose. Implantable Neural Stimulators: These forms of neural influences
guide the human being's electrical signals. To reduce pressure from cell structure or brain

3. Discuss about Machine Learning in Healthcare

Machine learning is a subset of artificial intelligence that enables computer systems to
automatically learn and improve from experience without being explicitly programmed. In
healthcare, machine learning has emerged as a powerful tool for analyzing and predicting
patient outcomes, identifying patterns and anomalies in data, and developing personalized
treatment plans.

One of the significant applications of machine learning in healthcare is in medical image
analysis. Machine learning algorithms can analyze medical images, such as X-rays and MRI
scans, to identify potential health issues and make accurate diagnoses.

Machine learning is also used in clinical decision support systems, which analyze patient data
and medical records to recommend treatment plans and predict potential health issues. This
enables healthcare providers to provide personalized care to patients based on their specific
medical conditions, resulting in improved patient outcomes.

Another application of machine learning in healthcare is in drug discovery. Machine learning
algorithms can analyze large amounts of data to identify potential drug targets and predict the
efficacy of drugs, reducing the time and cost of developing new treatments.

Overall, machine learning has the potential to revolutionize healthcare by enabling
personalized medicine, improving patient outcomes, and reducing healthcare costs. However,
it is important to address concerns around data privacy and security and ensure that machine
learning algorithms are transparent and unbiased.

Machine learning is classified into the following groups , as seen in Figure 2
A. Supervised Learning.
B. Unsupervised Learning.

C. Reinforcement Learning.
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Figure 2. Machine Learning Classification Technique

Supervised Learning- Supervised learning is a machine learning technique that involves
training an algorithm on labeled data to make predictions on new, unseen data. The algorithm
learns to recognize patterns and relationships between the input and output data during the
training process. This technique is commonly used for tasks such as classification and
regression, and is applied in various industries, including healthcare, finance, and marketing.
It involves data collection, preprocessing, model training, evaluation, and deployment.
Ensuring that the labeled data used for training is representative and unbiased is critical for
preventing the perpetuation of any existing biases in the data.

Unsupervised Learning- Unsupervised learning is a machine learning technique where the
algorithm learns to identify patterns and relationships in unlabeled data without any
predefined output. The algorithm tries to find the underlying structure in the data and cluster
similar data points together. This technique is commonly used for tasks such as anomaly
detection, data compression, and dimensionality reduction. Unsupervised learning involves
data preprocessing, model training, and evaluation. It can help discover new insights and trends
in the data, but it can also be challenging to interpret and evaluate the results. It is often used in
fields such as finance, healthcare, and natural language processing.

Reinforcement Learning-Reinforcement learning is a type of machine learning where an
algorithm learns to make decisions through trial and error in an environment where it receives
feedback in the form of rewards or penalties.

The algorithm interacts with the environment by taking actions and observing the
outcomes, with the goal of maximizing the cumulative reward over time. Reinforcement
learning is used in various fields, such as robotics, game playing, and healthcare, and involves
defining the environment, state space, action space, and reward function, and training the agent
using a reinforcement learning algorithm. While powerful, reinforcement learning can be
challenging to design and ensure ethical policies.

Here we had done experiments using 5 algorithms
1. KNeighborsClassifier
2. DecisionTreeClassifier

3. RandomForestClassifier
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4. Logistic Regression
5. Support Vector Machine
6. Naive Bayes

KNeighbors Classifier- KNeighbors Classifier is a type of machine learning algorithm
used for classification problems. It belongs to the family of instance-based learning or lazy
learning algorithms, which means that it doesn't try to create a generalized internal model
during the training phase. Instead, it simply stores the training data and uses it to classify new
instances based on their similarity to the training data.

KNeighbors Classifier is a type of machine learning algorithm that is often used for
classification problems, including heart disease prediction. In the context of heart disease
prediction, the KNeighbors Classifier algorithm can be used to classify patients as having or
not having heart disease based on their various attributes or features.

The KNeighbors Classifier algorithm works by examining the characteristics of the patients in
the training dataset and finding the k-nearest neighbors to the patient being classified. The
algorithm then assigns the class of the majority of the k-nearest neighbors to the patient
being classified. In other words, the KNeighbors Classifier algorithm looks at the features of
the patients in the training dataset and determines which patients are most similar to the patient
being classified.

The KNeighbors Classifier algorithm can be applied to heart disease prediction by training
the algorithm on a dataset of patients who have previously been diagnosed with or without
heart disease. The features used in this dataset might include factors such as age, sex, blood
pressure, cholesterol levels, and smoking habits, among others.

DecisionTree Classifier-Decision Tree Classifier is a type of machine learning algorithm
used for classification problems. It is a type of supervised learning algorithm that builds a
decision tree from the training data to make predictions on new data.

Decision Tree algorithms can be used in heart disease prediction by building a decision tree
model from a dataset of patients who have previously been diagnosed with or without heart
disease. The features used in this dataset might include factors such as age, sex, blood
pressure, cholesterol levels, smoking habits, and other medical conditions, among others
criterion. The resulting decision tree can be interpreted to reveal the important features
that contribute to the prediction of heart disease.

For example, the decision tree might indicate that patients who are older than a certain
age, have high blood pressure, and smoke are at higher risk of heart disease. Based on this
information, healthcare professionals can take appropriate measures to manage the patient's
risk factors, such as prescribing medication to lower blood pressure, recommending lifestyle
changes to quit smoking, or monitoring the patient more closely for signs of heart disease.

Random Forest Classifier- Random Forest Classifier is a type of machine learning algorithm
used for classification problems. It is an ensemble learning method that builds a set of
decision trees and combines their predictions to make a final prediction.

The algorithm works by randomly selecting a subset of the features and a subset of the
training data for each decision tree. It then builds a decision tree using the selected features
and data. The resulting set of decision trees is called a forest.

To classify a new data point, the algorithm traverses each decision tree in the forest and
obtains a prediction. The final prediction is then based on the majority vote of the individual
tree predictions. In other words, the algorithm combines the predictions of multiple decision
trees to improve the overall accuracy and reduce overfitting.
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Random Forest Classifier algorithm has several advantages. It can handle high-dimensional
data, missing values, and noisy data. It can also be used for feature selection, which is the
process of selecting a subset of the most relevant features for classification. In addition, it is
less prone to overfitting than individual decision trees, making it a more robust and accurate
classifier.

Random Forest Classifier algorithm has been widely used in various applications, such as
image and speech recognition, bioinformatics, and finance. It is also used in predicting the
outcome of medical conditions, such as predicting the risk of heart disease or the likelihood of
a patient having a certain type of cancer.

In heart disease prediction, Random Forest Classifier can be used to build a model that takes
in a set of features, such as age, sex, blood pressure, and cholesterol levels, among others,
and predicts whether a patient is likely to have heart disease or not. The algorithm can be
trained on a dataset of patients who have previously been diagnosed with or without heart
disease and tested on a new set of patients to evaluate its accuracy and effectiveness.

Logistic Regression- Logistic Regression is a commonly used statistical modeling technique
that is also applied in the field of machine learning for classification problems. It can be used to
predict the likelihood of an event or outcome based on a set of input variables or features.

In the context of heart disease prediction, Logistic Regression can play a significant role. By
analyzing a dataset of patients with known heart disease outcomes and their corresponding
features (such as age, blood pressure, cholesterol levels, etc.), Logistic Regression can estimate
the probability or likelihood of a patient having heart disease.

The Logistic Regression algorithm models the relationship between the input variables and the
probability of the binary outcome (heart disease or no heart disease) using the logistic function.
It calculates a set of coefficients that represent the contribution of each input variable to the
prediction of the outcome.

The trained Logistic Regression model can then be used to predict the probability of heart
disease for new patients based on their feature values. By setting a suitable threshold, the model
can also classify patients into binary categories (e.g., "high risk"” or "low risk") based on their
predicted probabilities.

The advantages of Logistic Regression in heart disease prediction include its simplicity,
interpretability, and computational efficiency. It provides insights into the importance of
different features and can help identify risk factors associated with heart disease. Additionally,
Logistic Regression can handle both categorical and continuous input variables, making it
applicable to a wide range of data types commonly found in medical datasets.

Support Vector Machine- Support Vector Machine (SVM) is a powerful machine learning
algorithm that can be utilized in heart disease prediction. SVM is particularly effective for
binary classification problems, making it suitable for distinguishing between patients with and
without heart disease.

The role of SVM in heart disease prediction is to find an optimal hyperplane that best separates
the two classes of data points (i.e., patients with heart disease and patients without heart disease)
in a high-dimensional feature space. The hyperplane is positioned in a way that maximizes the
margin, which is the distance between the hyperplane and the nearest data points from each
class. This allows SVM to achieve a good generalization performance and robustness to noisy
data.

SVM can handle both linearly separable and nonlinearly separable datasets through the use of
kernel functions. These functions transform the original input space into a higher-dimensional

Dr. Shraddha Prasad and Dr. Harmeet Kaur 18



Emerging Research in Science & Engineering ISBN: 978-81-19585-14-4

feature space, where the data points may become linearly separable. Commonly used kernel
functions in SVM for heart disease prediction include linear, polynomial, and radial basis
function (RBF) kernels.

Once the SVM model is trained on a labeled dataset of patients with their corresponding
features, it can make predictions for new patients. By analyzing the position of a new patient's
feature vector relative to the learned hyperplane, SVM can determine whether the patient is
likely to have heart disease or not.

The advantages of SVM in heart disease prediction include its ability to handle high-
dimensional data, its robustness to outliers, and its ability to capture complex relationships
between features. However, SVM's performance can be influenced by the choice of kernel
function and the tuning of its hyperparameters, which need to be carefully selected to achieve
optimal results.

In summary, SVM plays a crucial role in heart disease prediction by effectively separating
patients with heart disease from those without it in a high-dimensional feature space. Its
flexibility in handling both linearly and nonlinearly separable data makes it a valuable tool in
this domain.

Naive Bayes- Naive Bayes is a machine learning algorithm based on the principles of Bayes'
theorem and probability theory. It is commonly used for classification tasks, including heart
disease prediction.

The role of Naive Bayes in heart disease prediction is to estimate the probability of a patient
having heart disease based on a set of input features. It calculates the conditional probability of
heart disease given the observed feature values using Bayes' theorem.

Naive Bayes assumes that the features are conditionally independent of each other given the
class label (heart disease or no heart disease). This "naive" assumption simplifies the calculation
of probabilities and allows for efficient and scalable computations.

To train the Naive Bayes model for heart disease prediction, a labeled dataset of patients with
their corresponding features is used. The algorithm estimates the prior probabilities of heart
disease and no heart disease, as well as the conditional probabilities of each feature given the
class labels.

During prediction, Naive Bayes calculates the posterior probability of heart disease for a new
patient based on their feature values. It assigns the patient to the class (heart disease or no heart
disease) with the higher posterior probability.

The advantages of Naive Bayes in heart disease prediction include its simplicity, fast training
and prediction times, and good performance with high-dimensional data. It can handle both
categorical and continuous features, making it applicable to various types of medical data.

However, Naive Bayes may make the naive assumption of feature independence, which may not
hold true in some cases. This can affect the accuracy of the predictions, especially if there are
strong correlations between the features. Despite this limitation, Naive Bayes is still widely used
in heart disease prediction and other classification tasks due to its simplicity and efficiency.

In summary, Naive Bayes plays a role in heart disease prediction by estimating the probabilities
of heart disease based on observed feature values. Its simplicity and efficiency make it a useful
algorithm for classification tasks, including heart disease prediction.

4. Data Sets of Heart Prediction
There are several datasets available for heart disease classification using machine learning.
Some popular datasets include the Cleveland Clinic Heart Disease Database, the Framingham
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Heart Study Dataset, the Statlog (Heart) Dataset, the Long Beach VA Medical Center Dataset,
and the Hungarian Institute of Cardiology, Budapest Dataset. These datasets consist of various
clinical, demographic, and laboratory attributes of patients. They provide a valuable resource for
training and evaluating machine learning models in the domain of heart disease classification.
Researchers and practitioners can utilize these datasets to develop and test predictive models for
identifying and diagnosing heart disease accurately.

Data contains

e age - age in years

e cp - chest pain type

sex - (1 = male; 0 = female)

e trestbps - resting blood pressure (in mm Hg on admission to the hospital)

e chol - serum cholestoral in mg/dl
o fbs - (fasting blood sugar > 120 mg/dl) (1 = true; 0 = false)

e restecg - resting electrocardiographic results

¢ thalach - maximum heart rate achieved

e exang - exercise induced angina (1 = yes; 0 = no)

e oldpeak - ST depression induced by exercise relative to rest

¢ slope - the slope of the peak exercise ST segment

e ca - number of major vessels (0-3) colored by flourosopy
e thal - 3 = normal; 6 = fixed defect; 7 = reversable defect

e target - have disease or not (1=yes, 0=no)

age sex «cp trestbps chol fbs restecg thalach exang oldpeak slope ca thal target
0 63 1 3 145 233 1 0 150 0 23 00 1 1
1T 37 1 2 130 250 O 1 187 0 35 0 0 2 1
2 4 01 130 204 0 0 172 0 1.4 2 0 2 1
J 86 1 1 1200 236 0 1 178 0 038 2.0 2 1
4 57 0 0 1200 354 0 1 163 1 0.6 2 0 2 1
5. Output
Heart Disease Frequency for Ages
2 target
-0
-1
b
8
£
4
2
o
BERARABRAEFIII I ELETTRANDNIRER B 628858 8RRREEER

Fig. output of dataset

Age
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This code uses the pandas library to perform a cross-tabulation between the "age" and "target"
columns of a Data Frame. It then creates a bar chart to visualize the frequency of heart disease
occurrences for different age groups. The chart is saved as "heartDiseaseAndAges.png" and
displayed on the screen. This code helps to understand the distribution of heart disease cases
across different age ranges, providing insights into any potential relationships between age and
the presence of heart disease.

6. Open Research Issues and Future Direction for ML and IOT in healthcare

Machine learning (ML) and Internet of Things (IOT) are transforming healthcare by
providing real-time data and personalized care to patients. However, there are still many open
research issues and future directions for ML and IOT in healthcare.

One research issue is developing interpretable and explainable ML models for healthcare.
Explainable ML models are critical to building trust and improving transparency in healthcare
decision-making. Another issue is designing secure and privacy preserving IOT systems that
protect sensitive patient data.

Future directions for ML and IOT in healthcare include expanding the use of wearable
devices to monitor and manage chronic diseases such as diabetes and heart disease.
Additionally, ML and IOT can be used to improve. Patient outcomes by predicting and
preventing adverse events such as hospital readmissions and medication errors.

Another future direction is developing personalized medicine using ML and IOT. By
analyzing patient data, ML models can provide tailored treatment plans that are specific to each
patient's needs.

7. CONCLUSION

In conclusion, we have covered a range of topics related to machine learning (ML) based
Internet of Things (IOT) patient support systems (PSS). We have discussed the potential
benefits of using ML and IOT in healthcare, including personalized and cost-effective care
for patients, real-time monitoring and analysis of patient data, and improved patient
outcomes.

However, we have also recognized the challenges associated with developing and deploying
ML-based IOT PSS, such as data privacy and security concerns, the need for interpretable
and explainable ML models, and regulatory and ethical considerations. Despite these
challenges, we believe that ML-based IOT PSS hold tremendous promise for transforming
healthcare and improving patient outcomes. We encourage you to continue exploring this
exciting field and to consider how ML and IOT can be applied to your own work in healthcare.
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ABSTRACT

The Internet of Things (I0T) has witnessed remarkable growth, connecting billions of devices
and transforming various industries. However, this proliferation has also raised concerns about
the security and privacy of 10T systems. Machine learning (ML) techniques have emerged as a
potential solution to enhance 10T security. This seminar paper provides a basic understanding
of security techniques in IOT based on machine learning. We explore the unique security
challenges posed by IOT, the role of ML in addressing these challenges, and specific ML-based
security techniques such as anomaly detection and intrusion detection. By comprehending the
principles and applications of ML in IOT security, readers can contribute to the development of
robust security mechanisms for 10T systems.

INTRODUCTION

The rapid proliferation of the Internet of Things (IOT) has revolutionized the way we interact
with our surroundings, enabling seamless connectivity and automation in various domains such
as healthcare, transportation, smart homes, and industrial systems. However, the widespread
adoption IOT devices has also raised significant concerns regarding the security and privacy of
the data exchanged within these interconnected networks. As the number of IOT devices
continues to grow exponentially, so does the potential for malicious attacks and vulnerabilities
that can compromise the integrity and confidentiality of sensitive information. [1]-[3].

To address these security challenges, researchers and practitioners have turned to machine
learning (ML) techniques as a promising approach to enhance the security posture of 10T
systems[1]. Machine learning algorithms have proven to be effective in identifying patterns,
detecting anomalies, and making intelligent decisions based on data analysis. By applying ML
techniques to IOT security, we can leverage the power of data-driven insights to detect and
mitigate potential threats in real-time.[2].

This seminar paper aims to provide a basic understanding of security techniques in IOT based
on machine learning. We will explore the intersection of IOT and ML, discussing the unique
security challenges posed by IOT environments and the potential applications of ML algorithms
in mitigating these challenges. Additionally, we will delve into specific ML-based security
techniques, such as anomaly detection, intrusion detection, and predictive modeling,
highlighting their relevance and effectiveness in the context of IOT security[3].

The structure of this paper is as follows: Firstly, we will provide an overview of IOT and its key
characteristics, emphasizing the security implications associated with the interconnectivity and
heterogeneity of IOT devices. Next, we will introduce the fundamental concepts of machine
learning and discuss how ML techniques can be leveraged to address security concerns in 10T.
We will then delve into various ML-based security techniques, explaining their underlying
principles and discussing their potential applications in IOT environments[4]. Finally, we will
examine the current research trends and challenges in the field of IOT security, exploring the
limitations of ML techniques and potential directions for future research [4]-[5].

By gaining a comprehensive understanding of the basic principles and applications of security
techniques in IOT based on machine learning, readers will be equipped with valuable insights
into the emerging field of IOT security[5]. This knowledge will enable them to make informed
decisions and contribute to the development of robust and effective security mechanisms for
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10T systems, ensuring the protection of sensitive data and the integrity of IOT ecosystems as a
whole.

SECURITY CHALLENGES IN IOT

The proliferation of IOT devices has introduced various security challenges due to the unique
characteristics of 10T ecosystems. Understanding these challenges is crucial for developing
effective security techniques based on machine learning. The following are some key security
challenges in IOT:

1. Interconnectivity and Heterogeneity: IOT systems involve the interconnection of
numerous devices and platforms, leading to increased attack surfaces. The diverse range of
devices and protocols used in IOT introduces complexities and compatibility issues, making
it challenging to implement consistent security measures across the entire ecosystem.

2. Limited Resources: Many IOT devices have limited computational power, memory, and
energy resources. This limitation restricts the implementation of robust security mechanisms,
making them susceptible to attacks such as Denial of Service (DoS) or resource depletion
attacks.

3. Insecure Communication: IOT devices often communicate over insecure channels,
including wireless networks such as Wi-Fi, Bluetooth, and Zigbee [5]. These communication
channels are vulnerable to eavesdropping, data tampering, and Man-in-the-Middle (MitM)
attacks, which can compromise the confidentiality and integrity of transmitted data.

4. Firmware and Software Vulnerabilities: IOT devices often rely on firmware and software
that may have vulnerabilities or lack regular security updates. These vulnerabilities can be
exploited by attackers to gain unauthorized access, execute arbitrary code, or control the
device.

5. Data Privacy and Ownership: IOT devices collect and generate massive amounts of data,
often including sensitive personal information. Ensuring data privacy and ownership rights is
a significant challenge in 10T, as data may be stored, processed, or transmitted across
multiple platforms and entities, potentially leading to privacy breaches and unauthorized data
usage.

6. Lack of Standardization: The absence of universal security standards and protocols in IOT
hinders consistent and interoperable security practices. Different manufacturers may have
varying security implementations, making it difficult to establish a unified security
framework for IOT systems.

7. Physical Security: IOT devices are often deployed in physically exposed or uncontrolled
environments, such as smart homes, industrial settings, or public spaces. This exposes them
to physical attacks or unauthorized tampering, potentially leading to device compromise or
disruption of IOT services.

8. Scalability and Management: Managing the security of a large number of interconnected
IOT devices is a significant challenge. It involves issues such as secure device onboarding,
secure firmware updates, access control, and authentication, especially when devices are
geographically dispersed.

Addressing these security challenges requires the application of machine learning techniques to
enhance the security posture of IOT systems. By leveraging the power of machine learning
algorithms, it becomes possible to detect anomalies, identify malicious patterns, and predict
potential threats in real-time, thus mitigating the security risks associated with 10T
environments.
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ROLE OF MACHINE LEARNING IN IOT SECURITY

Machine learning (ML) techniques play a crucial role in enhancing the security of IOT systems.
By leveraging the power of data analysis and pattern recognition, ML algorithms can provide
valuable insights and enable intelligent decision-making in real-time. In the context of 10T
security, ML offers several advantages and applications. Here are some key roles of machine
learning in IOT security:

1. Anomaly Detection: ML algorithms excel at identifying abnormal behavior or anomalies in
data patterns. In IOT systems, anomaly detection can be applied to identify suspicious
activities, network intrusions, or device malfunctions. By establishing baselines and learning
from historical data, ML models can detect deviations from normal behavior and raise alerts
for further investigation.

2. Intrusion Detection: ML techniques can be employed for detecting and preventing
unauthorized access and attacks in IOT environments. ML-based intrusion detection systems
(IDS) can analyze network traffic, device behavior, and system logs to identify potential
threats. ML models can learn from known attack patterns and adapt to new attack types,
improving the detection accuracy and reducing false positives.

3. Predictive Analytics: ML models can analyze historical data to identify patterns and trends,
enabling predictive analytics in IOT security. By learning from past security incidents, ML
algorithms can predict future threats or vulnerabilities and take proactive measures to
mitigate them. This proactive approach helps in preventing potential attacks and minimizing
the impact of security breaches.

4. Malware Detection: ML algorithms can be trained to identify and classify malicious
software or malware in IOT systems. By analyzing code behavior, network traffic, or device
characteristics, ML models can distinguish between normal and malicious activities. This
enables the detection and prevention of malware infections, which is crucial for maintaining
the integrity and security of IOT devices.

5. User Authentication and Access Control: ML techniques can assist in user authentication
and access control mechanisms in IOT systems. By analyzing user behavior patterns and
contextual information, ML models can detect anomalies or unauthorized access attempts.
ML-based authentication systems can improve the accuracy of identity verification, reducing
the risk of unauthorized access or data breaches.

6. Security Incident Response: ML algorithms can aid in automating security incident
response processes. By analyzing and correlating various security events, ML models can
prioritize and classify security incidents, reducing the response time and improving the
efficiency of incident handling. ML-based incident response systems can help in real-time
threat mitigation and provide actionable insights for security teams.

7. Data Privacy and Anonymization: ML techniques can be employed for preserving data
privacy in IOT systems. ML models can be used for data anonymization, ensuring that
sensitive information is protected while still enabling useful analysis. Privacy-enhancing ML
algorithms can help in complying with privacy regulations and safeguarding personal data in
10T environments.

By leveraging machine learning techniques, IOT security can benefit from intelligent data
analysis, real-time threat detection, and proactive mitigation. ML algorithms enable the
development of adaptive and self-learning security mechanisms, which can evolve and improve
over time. The integration of machine learning with IOT security is a promising approach to
addressing the complex and evolving security challenges associated with interconnected 10T
ecosystems.
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MACHINE LEARNING BASED SECURITY TECHNIQUE FOR 10T

Machine learning (ML) techniques offer a range of security solutions to address the unique
challenges in IOT environments. These techniques leverage data analysis, pattern recognition,
and predictive modeling to enhance the security of IOT systems. Here are some machine
learning-based security techniques commonly used in IOT:

1. Anomaly Detection

Anomaly detection involves identifying unusual patterns or behaviors in IOT data that may
indicate security threats or abnormal activities. ML algorithms can be trained on historical data
to establish normal behavior baselines. Then, they can continuously monitor incoming data and
flag any deviations from the established norms as anomalies. Anomaly detection is effective in
detecting various types of attacks, such as intrusion attempts, unauthorized access, or device
malfunctions.

2. Intrusion Detection

ML-based intrusion detection systems (IDS) are designed to detect and prevent unauthorized
access or malicious activities in IOT networks. These systems analyze network traffic, device
behavior, system logs, and other relevant data sources to identify potential security breaches.
ML algorithms can learn from known attack patterns and detect previously unseen attack types
by identifying anomalies in network traffic or device behavior. IDS based on ML techniques
enhance the accuracy of detecting intrusions while reducing false positives.

3. Predictive Modeling

ML-based predictive modeling is used to forecast potential security threats or vulnerabilities in
IOT systems. By analyzing historical security data, ML algorithms can identify patterns, trends,
and correlations to make predictions about future security risks. Predictive modeling helps in
proactive threat mitigation by allowing organizations to take preventive measures before an
actual attack occurs. It enables timely patching, security updates, and other risk mitigation
strategies to minimize the impact of security incidents.

4. Behavior Analysis

Behavior analysis involves monitoring and analyzing the behavior of 10T devices, users, or
entities to identify suspicious or malicious activities. ML algorithms can be trained to learn the
normal behavior patterns of devices, users, or systems, and then identify any deviations from
those patterns. By continuously monitoring and analyzing behavior, ML-based systems can
raise alerts for potential security threats, such as abnormal data access or unauthorized device
activities.

5. Malware Detection

ML techniques are effective in detecting and classifying malware in IOT systems. ML models
can be trained on known malware samples to identify patterns or signatures associated with
malicious software. By analyzing code behavior, network traffic, or device characteristics, ML-
based malware detection systems can distinguish between normal and malicious activities [5].
These systems play a crucial role in protecting IOT devices from malware infections and
preventing the spread of malware within IOT networks.

6. User Authentication and Access Control

ML can be utilized to improve user authentication and access control mechanisms in IOT
systems. ML algorithms can learn from user behavior patterns, biometric data, or contextual
information to establish user profiles. By analyzing these profiles, ML-based systems can detect
anomalies or unauthorized access attempts. ML models can enhance the accuracy of identity
verification, reducing the risk of unauthorized access or data breaches. These machine learning-
based security techniques provide valuable insights into potential security threats, enable real-
time detection and response, and contribute to the overall resilience of IOT systems. By
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leveraging ML techniques, organizations can develop adaptive and self-learning security
mechanisms that can evolve and adapt to emerging security challenges in the dynamic 10T

landscape.
Attacks Security Techniques Machine Learning Performance
Techniques
Nerual network
DoS S()efillgzdligg Multivar.iate Detection accuracy
Access control cqrrelatlon ~ Root-mean error
analysis Q-learning
. Secure 10T Q-learning Energy Consumption
Jamming offloading DQN SINR
Q-learning
Dyna-Q Average error rate
SVM Detection accuracy
Spoofing Authentication DNN Classification
Distributed Frank- accuracy
Wolfe Incremental False alarm rate
ageregated gradient Miss detection rate
Support vector Classification
machine accuracy
Instrusion Access control Naive Bayes False alarm rate
K-NN Detection rate
Neural network Root mean error
Classification
accurac
Malware detection (/Dyna-Q/PDS False positiv):a rate
Malware Random forest .
Access control . Ture positive rate
K-nearest neighbors .
Detection accuracy
Detection latency
Q-learning Proximity passing rate
Eavesdropping Authentication Nonparametric Secrecy data rate
Bayesian

Table I: ML based IOT security methods

FUTURE DIRECTIONS AND CONCLUSION

Future Directions

The field of security techniques in IOT based on machine learning is dynamic and continues to
evolve. As the adoption of IOT devices expands, new challenges and opportunities arise. Here
are some future directions that can be explored:

1. Adaptive and Self-Learning Systems: Future research can focus on developing adaptive
and self-learning security systems for IOT. These systems can continuously learn from real-
time data, adapt to emerging threats, and autonomously update security measures [6]. By
leveraging machine learning algorithms, these systems can proactively respond to evolving

security risks without relying solely on human intervention [4]-[5].

2. Collaborative Defense Mechanisms: Collaborative defense mechanisms involve sharing
security intelligence and collaborating across IOT ecosystems and organizations. Future
research can explore methods to enable secure information sharing and collaboration,
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facilitating the collective defense against IOT threats. Machine learning can play a vital role
in analyzing large-scale threat intelligence data and identifying global attack patterns.

3. Privacy-Preserving Techniques: Privacy concerns are paramount in IOT systems. Future
directions can focus on developing machine learning techniques that ensure privacy
preservation while still enabling effective security analysis. Techniques such as federated
learning, secure multiparty computation, and differential privacy can be further explored and
tailored for IOT security to protect sensitive data and maintain user privacy [5]-[6].

4. Explainable and Transparent ML Models: As machine learning algorithms become more
sophisticated, it is essential to develop methods that provide explainability and transparency
in their decision-making processes. Future research can focus on developing techniques to
interpret and explain the reasoning behind ML model decisions [6]-[7]. Explainable ML
models in IOT security will foster trust, enable human-machine collaboration, and aid in
addressing legal and ethical concerns.

5. Hybrid Approaches: Future directions can explore hybrid approaches that combine the
strengths of traditional security techniques with machine learning. Integrating rule-based
systems, expert systems, and machine learning algorithms can enhance the overall security
posture of 10T systems. Hybrid approaches can leverage the speed and scalability of ML
techniques while incorporating domain-specific knowledge for improved accuracy and
resilience.

CONCLUSION

The rapid proliferation of IOT devices brings forth numerous security challenges, making it
imperative to explore advanced security techniques. Machine learning offers significant
potential for enhancing the security of IOT systems by providing intelligent analysis, anomaly
detection, and predictive modeling. Through the application of machine learning-based security
techniques, organizations can mitigate risks, detect threats in real-time, and respond proactively
to emerging security challenges [7]-[8].

This seminar paper provided a basic understanding of security techniques in IOT based on
machine learning. It discussed the security challenges in 10T, the role of machine learning in
IOT security, machine learning-based security techniques, and future directions. The paper
highlighted the importance of anomaly detection, intrusion detection, predictive modeling,
behavior analysis, malware detection, and user authentication in IOT security.

Furthermore, the paper identified future directions, including federated learning, edge
computing, explainability, context-aware security, adversarial machine learning, privacy-
preserving techniques, and collaborative threat intelligence. These future directions aim to
address the evolving landscape of IOT security and overcome the limitations of current
approaches [8]-[9].

In conclusion, machine learning holds immense promise in revolutionizing IOT security by
enabling intelligent and adaptive defense mechanisms. By embracing the future directions
outlined in this paper, researchers and practitioners can shape the future of security techniques
in IOT based on machine learning, leading to more robust and resilient IOT ecosystems [10].
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ABSTRACT

In the present day scenario, we are monitoring car or heavy duty vehicles accident. As per the
Forbes information in road transport statistics, accidents in India which is highly recorded
number 5,250,837 collisions happened over the course of a single year. So, from my study in
computer science, why cannot we help public in the road safety system by using Computer
vision enabled Al. So, by this I propose multipurpose innovative idea as first one appears with
yawning (which can detect the difference of upper lip & lower lip), and second task is Eye
detection system with Eye Aspect Ratio (EAR), which can compete with the Euclidean distance.
Whenever the first or Second task detects then it passes the information to 10T by using a cloud
service called FastSMS services to the car owner or user family and to police station. Finally
alerting the user with software siren, to make him triggered. The intention towards this
technology is to wake up the driver from drowsiness and to avoid severe accidents.

Keywords: Drowsiness detection, Yawning detection, Fatigue Detection, Computer vision, IOT

INTRODUCTION

Nowadays, there are many people irrespective of their age factor losing their lives in accidents,
which we daily see more than ten plus accidents in newspapers only in particular areas, and
when compared to worldwide statistics the number of accidents is go on increasing. Though
the Traffic departments and the government implementing certain rules and regulations but
unfortunately there is no change. The major factors that lead to accidents are due to drowsiness
or fatigue for preventing this we propose a technology called DROWSINESS DETECTION
SYSTEM, which will lessen the number of accidents in future with the implementation of this
technology by the Government. The novelty in the technology which keeps a deep vision on the
driver. When compared to the existing technologies we propose a cloud-based information
passing system to the family members and to the police department and aware the driver of the
vehicle with an alarm or siren of the vehicle when an accident is about to occur. Finally, this
paper proposes in developing real time software analytical tools to prevent a destructive
negligence of drowsiness.

LITERATURE SURVEY

In 2010, Hong Su, the partial LSR based predicting model was developed the trends in
Drowsiness in detecting the partial least Square Regression (PLSR) with eye moment features.
The predictive precision and robustness have a unique novel feature for his invention who
started making an accident free with his innovation.

In June 2011, Bin Yang, described a camera-based drowsiness detection system in real time
car, he proposed the idea where eye ball must track with measuring the user is fatigue or not.
His predictions are totally measuring with statically inference. Once after completing the
proposed project, he faced an issue with light. So, his research is not reliable and accurate.

In July 2012, MJ Flores launched a new technique called as Eye blink detection based on IR
sensor, which is based on embedded systems, which is a combination of software and hardware.
But the user has worn a glass to eye mandatory which is wearable and contacted. This idea is
leading a problem in eye reddishness and environmental Collison. Finally, this idea is used for
prototype cases.
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In September 2013, A. Cheng his step has changed a new process in image processing which
is converting into increases of lighting the image and finding the eye position and drawing the
coordinates with averaging the eye blinks in this method it is still in research that correlation is
occurring.

In August 2014, G Kong, starting an analysis in video segmentation process by using a
technique called as pose estimation and finding right side hull of the eye and left side hull of the
eye. This must apply to algorithm called as SVM (Support Vector Machine) Classifies a
sequence of video segments.

In September 2014, Eyosiyas described Driver drowsiness has new method called as Hidden
Markov Model (HMM) the dynamic modelling was not open sourced. They have implemented
Algorithm to produce simulated driving results.

In January 2015, S.Jigno described Driver drowsiness detection system into next level with
detecting of eye ball with binary imaging technique with ball tracking system. By using contour
tracking with shape perception

In March 2017, Antony and Indian author who described accuracy in drowsiness detection is
important for protecting public and target is to collision free. His technique has a dependent
with face recognition technique called as Haar cascades which find the body and extract the
only the eye image.

In March 2020 Vaibhav Garg and Indian author who described a novel solution to overcome
total research called as Eye and Mouth Landmark detection with the help of predictive model
and haarcascades. The framework utilizes Histogram Oriented Gradient (HOG) highlight
descriptor for face location and facial focuses acknowledgment. At that point SVM is utilized to
check whether distinguished article is face or non-face. It further screens Mouth Aspect Ratio
(MAR) of the driver up to a fixed number of casings to check the languor and yawning.

In March 2021 Nitin Gupta and Indian author who described multipurpose intervention with
extended facial land marks with accuracy and with wide variety of physiological variables, that
can be eye closing, head movement’s, pulse rate etc.

Drowsiness Detection System if one of the essential projects in the daily life and as all resource
person talks that if the driver is unable to break, then car is in high risk in future Automatic
braking system is applied automatically. This research shows that accidents occur due to sleepy
drivers in need of a rest, which means that road accidents occur more due to drowsiness rather
than drunken-driving. Attention assist can warn of inattentiveness and drowsiness in an
extended speed range and notify drivers of their current state of fatigue and the driving time
since the last break.

RELATED WORK

The research of this entire project was taken one year of time to understand the facial features
with computer vision Technology which can detect the features of eye and mouth with
geometrical representations the extractions of the features are totally dependent on principal of
mathematics. The total features of face have been divided into two representations, first one as
considered as Eye Aspect Ratio (EAR) technically termed as Drowsiness which is used to close
or open Eye, and the second one is Mouth Aspect Ratio (MAR) technically termed as Yawning
which is used to check the upper and lower lip. This technology is a deep computer vision
which drives further unique innovation with the help of computer vision technology we
obtained pre-determined classifier technique called as Haarcascade which states a Pre trained
Facial Recognition Model. This unique solution obtained from deep learning methodologies
which can generate a Push Notification with IOT (PNI). In this research paper, we are using an
edge detection which can process artificial intelligence algorithm based on Eye Aspect Ratio
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(EAR). This system uses video computer Vision technology to detect the face and eye parallelly
mouth aspect ratio to alarm and alert the driver, and then the system will avoid traffic accidents.

METHODOLOGY

The total project has categorized into five steps. At the first stage of the development the camera
takes an input and process to the second step which has an ability to detect the face and create
the user interested region called it as Region of Interest (ROI). This ROI passes to the third step
to feed into the classifier now the classifier starts thinking in the fourth step whether the eye is
detected or not and checks whether the mouth is opened or not, once after the predicting is
accomplished finally it calculates the scores or the confidence levels of EAR & MAR of the
driver.

.’l" !opi-ﬁl!
EAR® 3",". EAR®= O
Fig: Eye Coordinates

The above five steps are totally dependent on the pre trained data set with the help of
shape_predictor_68_face_landmarks model the data source has collective model at backend, the
data sets will help the model to find the land marks to ensure the ROI is captured or not.

This will track consecutive frames if the eye or the mouth has been closed or opened for long
time, now finally the result will check with conditional statements whether the EAR_thresh
value and MAR_thresh value has exceeded the range then the code triggers to PNL

= —
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@ : INPUT Y
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EYE DETECTION : '

sSmsS

OUTPUT

Fig: Block Diagram

The final video streamed reaches the threshold range then the PYTHON calls the function called
10T to enable the cloud service called as fast SMS.

Software Requirements Specification

The proposed system has many open source software environments to write a program and
develop algorithm but we selected a certain software called PYTHON 3.7.8 which has ability to
multi task the computer vision for getting required output. The total project has too dependent
on camera quality but not on the algorithm, the proposed software has a Graphical User
Interface (GUI) which is easy to use for the public the user can also follow the computer
requirements to reach the expectations of the project else the proposed system may causes
abruptly crashing the system. The below supporting libraries are mandatory to get the output of
the project (dlib, cv2, pyttsx3, requests, numpy, imutils, seipy). The same procedure can be used
in Raspberry pi to get hardware-based outputs.
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System Testing with Experimental Results:
The proposed model has some specified outputs because of multipurpose detection system the
below tabular form can show the status of the outputs.

Output Testing Table
Testing Cases | Eye | Yawn Status
Case-1 1 0 Drowsiness
Case-2 0 0 Good Driver
Case-3 0 1 Yawning
Case-4 1 1 Priority (Y+E)

Fig: System Testing

According to the system testing there are four various cases are the outcome which can trigger
the 10T.

STATUS - DROWSINESS DETECTED
[OT ENABLED MESSAGE SENT

Fig: Drowsiness Detection

If the logic of EAR_THRESH is “1” it is stated as Eye is Close (Yes), similarly “0” it is stated
as Eyes is not closed (NO).

STATUS: YAWNING DETECTED

JOT ENABLYD: MESSAGE SENT

Fig: Yawning Detection

If the logic of MAR_THRESH is “1” it is stated as Mouth is open (Yes), similarly “0” it is
stated as mouth is not opened (NO).

If the above two logics EAR thresh and MAR thresh are exceeding to maximum thresh range
then the IOT trigger the FastSms API services to registered mobile number.
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"

IOT INTERFACE

Emergency Alert Driver is in
Feeling sleeppy mode

- Sent via FTWSMS

yourotp:

Emergency Alert Driver is in
Feeling sleeppy mode

Fig: 10T Interface for the User

CONCLUSION AND FUTURE SCOPE

The proposed model is efficient is to detect the multi-tasking in single frame and can access to
detect important features on the face EAR & MAR with the help of distance and facial land
marking. Finally, a voice assistant is added with playing music. The future works can be carried
out by adding the sudden head movements falling when the driver is in drowsiness.
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ABSTRACT

Cybersecurity has become a top priority for organizations in the digital age, as cyber threats
continue to grow in frequency and sophistication. The cyber-attacks become more sophisticated
and frequent, organizations must be proactive in identifying potential threats and
vulnerabilities. Cyber threat intelligence (CTI) provides organizations with the necessary
insights to stay ahead of cybercriminals by identifying potential threats, vulnerabilities, and
attacker tactics, techniques, and procedures (TTPs) as well as early warning of emerging
threats. Cyber threat intelligence (CTI) has emerged as a critical tool for organizations to stay
ahead of these threats. CTI involves the collection, analysis, and dissemination of information
about potential cyber threats and vulnerabilities.

This paper provides an overview of CTI, including its purpose, process, and various types of
intelligence. The paper also discusses the sources of CTI, including open-source intelligence
(OSINT), technical intelligence (TECHINT), and human intelligence (HUMINT). Additionally,
the paper explores the benefits of CTI, such as early detection of threats, improved incident
response, and better understanding of attacker behaviour. Finally, the paper examines the
challenges of CTI, including the need for skilled analysts and the difficulty of sharing
intelligence with other organizations. This paper concludes that CTI is essential for
organizations to protect their sensitive data and assets in the face of ever-evolving cyber
threats.

It also examines the benefits of CTI, such as early detection of threats, improved incident
response, and reduced financial losses. However, the paper also highlights the challenges of
CTI, including the evolving nature of cyber threats, the need for skilled analysts, and the
challenges in sharing intelligence with other organizations. Ultimately, the paper argues that
CTI is essential in empowering organizations to stay ahead of cybercriminals and protect their
sensitive data and assets.

Keywords: OSINT, TTP, HUMINT, SOCMINT, TECHINT,

I. INTRODUCTION

In today's digital age, cyber threats have become one of the biggest challenges facing
organizations of all sizes and types. With the increasing frequency and sophistication of cyber-
attacks, it has become critical for organizations to be proactive in their approach to
cybersecurity, rather than just reactive.

One of the most effective ways for organizations to stay ahead of cybercriminals is by using
Cyber Threat Intelligence (CTI). CTI involves collecting, analysing, and sharing information
about cyber threats to help organizations identify and respond to potential attacks before they
happen. CTI can provide organizations with a deeper understanding of the tactics, techniques,
and procedures used by cybercriminals, as well as insights into their motivations and targets.
This information can then be used to develop proactive strategies and measures to prevent
cyber-attacks, or to detect and respond to them quickly when they do occur.
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CTI can be used by organizations of all sizes and types, from small businesses to large
enterprises, and across a range of industries, including finance, healthcare, and government. By
empowering organizations with the information, they need to stay ahead of cybercriminals, CTI
is a vital tool in the fight against cyber threats.

As the use of technology in business and everyday life continues to grow, so do the risks
associated with cyber threats. Cybercriminals are constantly developing new techniques and
tools to exploit vulnerabilities in networks, systems, and devices, making it increasingly
challenging for organizations to keep up with the evolving threat landscape.

Cyber-attacks can result in a range of negative consequences, including financial loss,
reputational damage, and legal and regulatory penalties. They can also cause significant
disruption to an organization's operations and compromise sensitive information, such as
personal data and intellectual property. To effectively manage the risks associated with cyber
threats, organizations need to adopt a proactive approach to cybersecurity. This includes
implementing robust security measures, training employees to be aware of potential threats, and
continuously monitoring and updating systems and devices. However, even with these measures
in place, cyber threats can still occur. This is where CTI come which provides organizations
with the information they need to anticipate, detect, and respond to cyber threats before they can
cause significant damage. CTI involves the collection, analysis, and dissemination of
information about potential cyber threats. This can include data on threat actors, their
motivations and capabilities, as well as information on specific tactics, techniques, and
procedures they may use with this information, organizations can develop proactive strategies
and measures to protect themselves against potential cyber-attacks. They can also use CTI to
identify indicators of compromise and respond quickly to security incidents when they do occur.
Overall, CTI is an essential tool in the fight against cyber threats, enabling organizations to stay
ahead of cybercriminals and protect their assets, operations, and reputation.

Cyber Threat Intelligence Structure: Cyber Threat Intelligence (CTI) refers to the collection,
analysis, and dissemination of information about potential cyber threats to an organization's
digital assets. The structure of a typical CTI program may include the following components:

Data Collection Data collection: Thiz includes the collecion of data from
wvarious sources such as open-source intelligence, dark web
monitoring, social media monitoring, honsvpots, and internal
security logs.

Data processing: Once the data is collected, it is processed to
extract relevant information and identify potential threats. This
may invelve data enrichment data normalization, and data
correlation.

Threat Analysis Threat analysis: Threat analysts analyse the data to identify
patterns, trends, and indicators of compromise (IOCs) that could
indicate a potential cyber threat.

Threat intelligence dissemination: The threat intelligence team
shares the analysed intelligence with other teams within the
organization, such as the incident response team. security
operations center, and executive management.

Threat hunting: The threat intelligence team works closely with
the incident response team to proactively search for potential
threats within the organization’s network and systems.

Reporting: The CTI team provides regular reports to the
organization’s management and other stakeholders on the corrent
threat landscape, emerging threats. and recommended mifigation
sirategies.

Feedback loop: The CTI team works with other securify teams
to continuously improve the organization's security posture by
providing feedback on the effectiveness of existing security
controls and recommending new ones based on the threat
intelligence gathered.

Feedback Loop
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II. UNDERSTANDING CYBER THREAT INTELLIGENCE

= Definition and purpose of cyber threat intelligence

Cyber threat intelligence (CTI) refers to the collection, analysis, and dissemination of
information about potential or current cyber threats. It involves gathering and analysing data
from various sources, such as open-source intelligence, dark web monitoring, social media
monitoring, honeypots, and internal security logs. The purpose of CTI is to enable organizations
to stay ahead of cybercriminals by providing actionable intelligence that can be used to identify
and respond to potential threats.

CTI can help organizations to:

Identify Potential Threats: CTI enables organizations to identify potential threats by
monitoring online forums, social media, and other sources to identify indicators of compromise.

Assess the severity of threats: CTI provides information that enables organizations to assess
the severity of potential threats and determine which threats require immediate action.

Prioritize Response: CTI enables organizations to prioritize their response to potential threats
based on their level of severity and the potential impact on the organization.

Enhance Situational Awareness: CTI provides organizations with a better understanding of
the threat landscape and enables them to anticipate potential threats before they occur.

Improve Incident Response: CTI provides the incident response team with the information
needed to respond quickly and effectively to potential threats, minimizing the impact of cyber-
attacks.

Overall, the purpose of CTI is to empower organizations to stay ahead of cybercriminals and
minimize the impact of cyber-attacks by providing them with the information they need to
proactively identify, assess, and respond to potential threats.

= Importance of proactive threat intelligence to stay ahead of cybercriminals

Proactive threat intelligence is critical for organizations to stay ahead of cybercriminals.
Traditional security measures, such as firewalls and antivirus software, are reactive, and they
can only respond to known threats. However, cybercriminals are constantly developing new
tactics and strategies to evade detection, which means that traditional security measures may not
be enough to protect organizations from cyber-attacks.

Proactive threat intelligence enables organizations to take a more strategic approach to
cybersecurity by anticipating potential threats before they occur. By proactively monitoring the
threat landscape, organizations can identify new and emerging threats and take steps to mitigate
them before they become a problem.

Proactive threat intelligence provides the following benefits:

Early Detection: Proactive threat intelligence enables organizations to detect potential threats
early, before they can cause significant damage to the organization.

Better Risk Management: Proactive threat intelligence enables organizations to better
understand the risks they face and develop more effective risk management strategies.

Improved Incident Response: Proactive threat intelligence provides the incident response team
with the information needed to respond quickly and effectively to potential threats, minimizing
the impact of cyber-attacks.

More Effective Security Controls: Proactive threat intelligence enables organizations to
identify gaps in their security controls and develop more effective strategies to mitigate
potential threats.
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Increased Situational Awareness: Proactive threat intelligence provides organizations with a
better understanding of the threat landscape, enabling them to anticipate potential threats before
they occur.

Overall, proactive threat intelligence is critical for organizations to stay ahead of cybercriminals
and protect their assets from cyber-attacks. It enables organizations to take a more strategic
approach to cybersecurity and develop more effective risk management and incident response
strategies.

III. THE CYBER THREAT INTELLIGENCE PROCESS

= Collection of data from various sources
Collecting data from various sources is a critical first step in the Cyber Threat Intelligence (CTI)
process. CTI teams rely on a wide range of sources to gather data, including:

Open-source intelligence (OSINT): OSINT is publicly available information that can be
collected from sources such as social media platforms, forums, blogs, news sites, and
government websites. This information can provide valuable insights into potential threats and
vulnerabilities.

Dark web monitoring: The dark web is a part of the internet that is not accessible by
conventional search engines. It is often used by cybercriminals to sell stolen data and other
illegal activities. Dark web monitoring involves using specialized tools to monitor these sites for
signs of criminal activity.

Honeypots: Honeypots are computer systems that are intentionally left vulnerable to attract
cybercriminals. CTI teams use honeypots to monitor the tactics, techniques, and procedures
used by cybercriminals to better understand their strategies.

Internal security logs: Internal security logs are generated by an organization's own IT systems
and provide valuable information on potential threats and vulnerabilities.

Threat intelligence feeds: Threat intelligence feeds are curated sources of information that
provide data on known threats and vulnerabilities. These feeds can be obtained from
commercial vendors or open-source projects.

Incident response data: Incident response data is generated during the response to a cyber-attack
and provides valuable information on the tactics and techniques used by cybercriminals.

Overall, collecting data from various sources is a critical first step in the CTI process. It
provides CTI teams with the raw data they need to identify potential threats and vulnerabilities
and develop actionable intelligence that can be used to protect an organization from cyber-
attacks.

= Processing, filtering and organizing data for analysis

After collecting data from various sources, the next step in the Cyber Threat Intelligence (CTI)
process is to process, filter, and organize the data for analysis. This step involves several key
activities, including:

Cleaning the data: The raw data collected from various sources may contain errors,
duplications, or irrelevant information. It is essential to clean the data by removing or correcting
these issues to ensure accuracy.

Normalizing the data: The data collected from different sources may have varying formats and
structures. To make the data consistent and easier to analyse, it needs to be normalized, i.e.,
converted into a standardized format.
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Enriching the data: Enriching the data involves adding additional information to it to provide
more context and insights. For example, adding geolocation data to IP addresses can help
identify potential sources of cyber-attacks.

Filtering the data: After cleaning, normalizing, and enriching the data, the next step is to filter
it to remove irrelevant or redundant information. This ensures that only the most relevant data is
used for analysis.

Organizing the data: Once the data is cleaned, normalized, enriched, and filtered, it needs to
be organized into a structured format that can be easily analysed. This involves using tools such
as databases and spreadsheets to organize the data based on various criteria, such as time,
source, and type.

Overall, processing, filtering, and organizing the data is a critical step in the CTI process. It
transforms the raw data collected from various sources into a structured format that can be
easily analysed to identify potential threats and vulnerabilities.

= Analysis of data to identify potential threats and vulnerabilities

The next step in the Cyber Threat Intelligence (CTI) process is analysing the data that has been
collected, processed, filtered, and organized. The goal of this step is to identify potential threats
and vulnerabilities that an organization may face. This involves several key activities, including:

Threat modeling: Threat modeling involves identifying the most likely types of threats that an
organization may face based on the data collected. This involves considering factors such as the
organization's industry, size, and geographic location.

Risk assessment: Risk assessment involves evaluating the potential impact of each threat on the
organization and the likelihood of it occurring. This helps prioritize which threats to focus on
first.

Attribution: Attribution involves identifying the actors behind potential threats, such as
cybercriminal groups, nation-states, or insiders. Understanding the motivations and capabilities
of these actors can help organizations better prepare for potential attacks.

TTP analysis: TTP (Tactics, Techniques, and Procedures) analysis involves identifying the
specific tactics, techniques, and procedures used by potential threat actors. This can help
identify indicators of compromise (IoCs) that can be used to detect and respond to potential
attacks.

Trend analysis: Trend analysis involves identifying patterns and trends in the data collected
over time. This can help identify emerging threats and vulnerabilities that an organization may
face in the future.

Overall, the analysis of data is a critical step in the CTI process. It helps identify potential
threats and vulnerabilities that an organization may face, allowing it to take proactive measures
to protect itself from cyber-attacks.

= Dissemination of intelligence reports to stakeholders

The final step in the Cyber Threat Intelligence (CTI) process is the dissemination of intelligence
reports to stakeholders. This step involves sharing the insights and information gained from the
analysis of the data with relevant stakeholders within the organization. These stakeholders may
include executives, IT staff, security teams, and other relevant personnel.

The dissemination of intelligence reports is critical for several reasons:

Awareness: By sharing intelligence reports with stakeholders, organizations can increase
awareness of potential threats and vulnerabilities, and the actions they need to take to protect
themselves.
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Decision-Making: Intelligence reports provide stakeholders with the information they need to
make informed decisions about how to respond to potential threats. This can include decisions
about resource allocation, security measures, and incident response.

Collaboration: Sharing intelligence reports can help foster collaboration between different
teams and departments within an organization. By working together, organizations can develop
a more effective response to potential threats.

Communication: Intelligence reports can help facilitate communication between an
organization and its stakeholders, including partners, suppliers, and customers. This can help
build trust and transparency, which is essential in today's interconnected business environment.

Overall, the dissemination of intelligence reports is a critical step in the CTI process. It ensures
that relevant stakeholders within an organization have access to the insights and information
they need to protect themselves from potential cyber threats.

IV. TYPES OF CYBER THREAT INTELLIGENCE
There are three main types of Cyber Threat Intelligence (CTI) that organizations can use to
better understand and defend against cyber threats:

= Tactical intelligence: This type of intelligence is focused on specific threats and incidents. It
provides detailed information about the tactics, techniques, and procedures (TTPs) used by
threat actors, as well as specific indicators of compromise (IoCs) that can be used to detect
and respond to attacks in real-time.

= QOperational intelligence: This type of intelligence provides insights into attacker TTPs and
can be used to inform security operations center (SOC) activities, such as incident response
planning and threat hunting. It is more strategic than tactical intelligence, providing a
broader view of the attacker landscape.

= Strategic intelligence: This type of intelligence provides a high-level overview of long-term
threat trends and predictions. It is used by senior executives and other decision-makers to
inform strategic planning and resource allocation, such as investment in new security
technologies or personnel.

Each type of intelligence serves a different purpose, and organizations may use a combination
of all three to gain a comprehensive view of the threat landscape and better protect themselves
from cyber-attacks.

V. CYBER THREAT INTELLIGENCE SOURCES
There are various sources of Cyber Threat Intelligence (CTI) that organizations can use to
gather information about potential threats. These sources include:
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Open source intelligence (OSINT): This type of intelligence involves collecting information
from publicly available sources such as news articles, forums, blogs, and social media
platforms. OSINT can provide valuable insights into emerging threats and trends, as well as
information about threat actors and their TTPs.

Social media intelligence (SOCMINT): This type of intelligence involves monitoring social
media platforms for information about potential threats. SOCMINT can provide real-time
information about events as they unfold, including indications of cyber-attacks and other
malicious activity.

Human intelligence (HUMINT): This type of intelligence involves gathering information from
human sources, such as insiders or other individuals with knowledge of potential threats.
HUMINT can provide valuable insights into the motivations and intentions of threat actors.

Technical intelligence (TECHINT): This type of intelligence involves analysing technical
data, such as network traffic, to identify potential threats. TECHINT can provide detailed
information about attacker TTPs and help organizations detect and respond to cyber-attacks in
real-time.

Measurement and signature intelligence (MASINT): This type of intelligence involves
analysing physical or environmental data, such as electromagnetic radiation or sound waves, to
identify potential threats. MASINT can provide insights into the use of specific technologies by
threat actors and can be used to detect and respond to cyber-attacks.

By using a combination of these intelligence sources, organizations can gain a comprehensive
view of the threat landscape and better protect themselves from cyber-attacks.

VI. CYBER THREAT INTELLIGENCE TOOLS AND TECHNOLOGIES
CTI tools and technologies play a crucial role in the collection, processing, analysis, and
dissemination of threat intelligence. Here are some commonly used CTI tools and technologies:

= Threat intelligence platforms (TIPs): TIPs are specialized software platforms that enable
organizations to collect, aggregate, and analyse threat intelligence data from a variety of
sources. TIPs typically include features such as data normalization, automated data
enrichment, and customizable alerting and reporting capabilities. TIPs provide a central
location for threat intelligence data collection, analysis, and sharing. They can also provide
automated threat feeds and indicators that can be integrated with other security tools. TIPs
can help organizations to identify and respond to threats faster, with more accuracy and
efficiency.

= Security Information and Event Management (SIEM): SIEM platforms are used to
monitor and analyse security-related data from network devices, servers, and other sources.
SIEM platforms can be used to identify potential security incidents in real-time and provide
automated responses to mitigate those incidents. SIEM tools provide a real-time monitoring
and alerting system for security-related events across an organization's network
infrastructure. They collect and analyse data from various sources and can trigger automated
responses based on predefined rules. SIEMs are especially useful for identifying and
responding to security incidents, which can help organizations to prevent or limit the impact
of cyber-attacks.

= Data Visualization Tools: Data visualization tools enable analysts to create interactive,
visual representations of large datasets. These tools can be used to identify patterns and
relationships in the data that may not be immediately apparent from looking at raw data.
They can help identify patterns and relationships in the data that would be difficult or
impossible to detect using manual methods. Data visualization tools can also help analysts to
communicate their findings more effectively to non-technical stakeholders.
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= Machine Learning and Artificial Intelligence (AI): Machine learning and Al can be used
to automate many aspects of the CTI process, such as data collection, analysis, and reporting.
For example, they can help to identify patterns in large datasets that may be difficult for
humans to detect, or they can help to prioritize alerts based on the level of risk they pose.
Machine learning and Al can also be used to improve the accuracy and speed of CTI
processes, freeing up analysts to focus on higher-level tasks. These technologies can help
organizations identify potential threats more quickly and accurately than traditional manual
methods.

Overall, CTI tools and technologies are essential for organizations looking to stay ahead of the
constantly evolving threat landscape. By leveraging these tools and technologies, organizations
can collect, analyse, and act on threat intelligence more effectively, improving their overall
cybersecurity posture.

VIIL. BENEFITS OF CYBER THREAT INTELLIGENCE FOR ORGANIZATIONS
These are some of the key benefits of CTI for organizations:

= Early detection of threats and vulnerabilities: CTI can help organizations to identify
potential threats and vulnerabilities early, before they can be exploited by cybercriminals.
This enables organizations to take proactive measures to mitigate these risks and prevent or
limit the impact of cyber-attacks.

= Better understanding of threat actors and their motives: CTI can provide valuable
insights into the tactics, techniques, and procedures (TTPs) of threat actors, as well as their
motivations and goals. This information can help organizations to develop more effective
strategies for defending against these threats.

= Enhanced incident response capabilities: CTI can help organizations to respond more
quickly and effectively to security incidents. By providing real-time intelligence and
analysis, CTI can help organizations to prioritize incidents based on their level of risk, and to
develop more targeted and effective response strategies.

= Reduced risk of data breaches and financial losses: By improving their overall
cybersecurity posture, organizations can reduce the risk of data breaches and financial losses
resulting from cyber-attacks. This can help to protect their reputation, avoid legal and
regulatory penalties, and ensure business continuity.

Overall, CTI can provide significant value to organizations of all sizes and industries, helping
them to stay ahead of the constantly evolving threat landscape and protect their critical assets
from cyber threats.

VIII. CYBER THREAT INTELLIGENCE CHALLENGES
These are some of the key challenges faced by organizations when implementing a Cyber
Threat Intelligence (CTI) program:

= The evolving nature of cyber threats: Cyber threats are constantly evolving and becoming
more sophisticated, which can make it difficult for organizations to keep up with the latest
threats and vulnerabilities. This requires a continuous effort to update and adapt CTI
strategies and technologies to stay ahead of the threat landscape.

= The need for skilled analysts and resources: CTI requires skilled analysts with expertise in
cyber threats, as well as access to advanced technologies and tools. However, many
organizations struggle to attract and retain skilled analysts, and may not have the resources to
invest in the necessary technologies and tools.

= Challenges in sharing intelligence with other organizations: While sharing CTI can
provide significant benefits in terms of enhancing threat awareness and improving overall
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cybersecurity, it can also be challenging to share intelligence with other organizations due to
concerns about data privacy, intellectual property, and legal liability.

Overall, organizations must be aware of these challenges and take steps to overcome them in
order to successfully implement a CTI program and realize its benefits. This includes investing
in skilled analysts and advanced technologies, building strong partnerships with other
organizations for intelligence sharing, and continuously updating and adapting CTI strategies to
stay ahead of the threat landscape.

XI. CONCLUSION

In conclusion, this paper provides an overview of Cyber Threat Intelligence (CTI) and its
importance in helping organizations stay ahead of cybercriminals. It outlines the CTI process,
including the collection, processing, analysis, and dissemination of data from various sources.
The paper also highlights the different types of CTIL, such as tactical, operational, and strategic
intelligence, and the sources of CTI, including open source intelligence (OSINT), social media
intelligence (SOCMINT), human intelligence (HUMINT), technical intelligence (TECHINT),
and measurement and signature intelligence (MASINT).

Moreover, the paper discusses the various CTI tools and technologies, such as threat
intelligence platforms (TIPs), security information and event management (SIEM), data
visualization tools, and machine learning and artificial intelligence (AI). It also highlights the
benefits of CTI, including early detection of threats and vulnerabilities, better understanding of
threat actors and their motives, enhanced incident response capabilities, and reduced risk of data
breaches and financial losses.To further elaborate, the paper emphasizes the importance of
proactive threat intelligence to stay ahead of cybercriminals and highlights the fact that reactive
approaches are no longer sufficient to protect against sophisticated and constantly evolving
cyber threats. Additionally, the paper emphasizes the need for a strong and effective CTI
program that involves collaboration between different stakeholders, such as cybersecurity
teams, business units, and executives. The paper stresses that CTI is not a one-time event, but a
continuous process that requires ongoing monitoring and analysis of new and emerging threats.
The paper also highlights the need for organizations to integrate CTI into their overall
cybersecurity strategy and to ensure that CTI is aligned with their business objectives and risk
management approach. The paper provides a comprehensive overview of CTI, its benefits,
challenges, and best practices, and highlights the critical role that CTI plays in helping
organizations stay ahead of cybercriminals and protect their digital assets from cyber threats.

Lastly, the paper identifies the challenges faced by organizations when implementing a CTI
program, such as the evolving nature of cyber threats, the need for skilled analysts and
resources, and challenges in sharing intelligence with other organizations. Overall, this paper
provides valuable insights into CTI and highlights the importance of adopting a proactive CTI
approach to stay ahead of the rapidly evolving cyber threat landscape.
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MACHINE LEARNING ALGORITHMS TO CLASSIFY MEDICATION FOR
PATIENTS

Kundan Kumar and Anshuman
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ABSTRACT

Machine learning algorithms have beenincreasingly applied in medical field to automate the
process of diagnosing, prognosing, and treatment selection. One of the areas where machine
learning can bring significant value is in medication classification, which involves identifying
the appropriate type of medication for a patient based on their medical history, current
symptoms, and other factors. In this paper, we review the literature on the application of
machine learning algorithms in medication classification and discuss the strengths and
limitations of different algorithms. We also provide a case study that demonstrates how a
machine learning model can beused to classify medications for patients withchronic conditions.
Our study highlights the potential of machine learning algorithms in improving the accuracy
and efficiency of medication classification, which can ultimately lead to better patient
outcomes.

1. INTRODUCTION

Medication classification is a crucial aspect of healthcare that involves identifying the
appropriate type of medication for a patient based on their medical history, current symptoms,
and other factors. This process is typically carried out by healthcare professionals, such as
physicians or pharmacists, who use their expertise and clinical judgment to make decisions
about medication. However, this process can be time-consuming and subject to human error,
and as a result, there is growing interest in using machine learning algorithms to automate this
process.

Machine learning algorithms are well suited to the task of medication classification because
they can learn from large amounts of data and make predictions based on patterns and
relationships in the data. These algorithms can be trained on a diverse range of data, including
medical records, electronic health records, and patient-generated data, to identify the best
treatment options for individual patients.

In this paper, we review the literature on the use of machine learning algorithms in medication
classification, including the strengths and limitations of different algorithms, and provide a case

Study that demonstrates how machine learning can be used to classify medications for patients
with chronic conditions.

2. LITERATURE REVIEW

A number of studies have investigated the use of machine learning algorithms for medication
classification. The algorithms used in these studies include decision trees, random forests, k-
nearest neighbors, support vector machines, and neural networks.

One of the strengths of decision trees and random forests is theirinterpretability, which makes it
easier to understand how the algorithm is making its predictions. These algorithms are also
relatively simple to implement and can handle complexrelationships between input features and
the target variable.

However, these algorithms can be prone to overfitting and may not perform well on datasets
with a large number of features.

K-nearest neighbors is a simple, non-parametric algorithm that can be used for medication
classification. This algorithm is fast and easy to implement, and can handle missing data and
noisy data.
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However, k-nearest neighbors can be sensitive to the choice of distance metric and can be
computationally intensive for large datasets.

Support vector machines are a powerful algorithm for medication classification, particularly
when the data is not linearly separable. These algorithms can handle large amounts of data and
are relatively robust to overfitting. However, support vector machines can be sensitive to the
choice of kernel function and can be computationally intensive for large datasets.

Neural networks are a type of machine learning algorithm that are well suited to complex, non-
linear problems. These algorithms can handle large amounts of data, can learn complex
relationships between input features and the target variable, and are relatively robust to
overfitting. However, neural networks can be complex to implement and can be prone to
overfitting if the network architecture is not chosen carefully.

3. DATA SET
The data set contains various information that effect the predictions like Age, Sex, BP,
Cholesterol levels, Na to Potassium Ratio and finally the drug type.

A dataset for medication classification for patients would typically include information about
medications prescribed to patients. Thedataset would likely include information such as:

the variable descriptions are as follows:

-Age: Age of the patient in years

-Sex: Sex of the patient- male or female

-BP: Blood Pressure of patient-high, low, or normal
-Cholesterol-Cholesterol level of the patient- normal or high
-Na-to_K: Sodium to Potassium ratio in patient's blood

-Drug: The drug type that the patient was prescirbed-drugA, drug B, drug C, drugX or drugY

Comparison of accuracy of prediction

Classification Technique | Attained Accuracy *
Neural Networks 95.000000
Decision tree 70.000000
K_Nearest Neighbours 86.363636
Random forest 80.000000

The dataset may also include additional information such as the duration of the medication
course and any relevant laboratory ordiagnostic test results.

S.RESULT

The results of this study showed that neural networks outperform other algorithms in terms of
accuracy, precision, and recall. The accuracy of neural networks ranged from 85% to 95%,
while the accuracy of decision trees and random forests ranged from 70% to 80%. The precision
of neural networks was also higher than that of decision trees and random forests, and the recall
was also higher.

4. METHODOLOGY

The workflow of the proposed model is represented below. First, the dataset is chosen and after
the necessary preprocessing is done. So obtained data (data-frame) is used for the classification
process. “Fig. 17 depicts that threeclassification of Medication for Patients.
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To carry out the process of classification, some of the popular Python libraries and packages are
used, matplotlib, pandas, sklearn, seaborn to name a few. Same Python environment is further
used for creating the visualizations depicted in this paper. The data from the dataset is prepared
as a data-frame for further uses.

Further, implementation of the supervised machine learning techniques is done for the purpose
of classification. There are Five - output classes, namely drugA,drugB,drugC,drugX or drugY
been used. Afterwards, each of the models for their respective techniques are trained first and
then tested for accuracy with the dataset.

The Three classifiers used in the presented work are Neural networks, Decision tree and
Random forest.Each of these are used to perform classification and the achieved accuracies are
then compared,

6.CONCLUSION

In conclusion, machine learning algorithms have a promising future in the classification of
medication for patients. The use of these algorithms can provide more accurate predictions,
reduce therisk of adverse effects, and improve the overall quality of care. Neural networks have
been identified as the best algorithms for this task, and they can be used to classify
medication for patientswith high accuracy and precision. Further research should beconducted
to evaluate the performance of these algorithms on larger datasets and to identify new
algorithms that can provideeven better results.
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THE IMPACT OF ARTIFICIAL INTELLIGENCE ON HIGHER EDUCATION:
OPPORTUNITIES, CHALLENGES, AND FUTURE DIRECTIONS

Mamata Yadav
MCA Student, Amity University, Ranchi

ABSTRACT

Now days there are many Artificial intelligence emerging tools having Impact on many sectors,
in this research paper I am highlighting the Impact on higher education field. The increasing
use of artificial intelligence (Al) has disrupted various industries, including higher education.
Al has transformed the way educational institutions operate, from enhancing administrative
processes to revolutionizing teaching and learning experiences. However, the implementation of
Al in higher education has also raised concerns about ethics, privacy, and the displacement of
human jobs. This research paper provides an overview of the opportunities and challenges that
Al presents for higher education institutions, and explores potential future directions for the use
of Al in this field. Through a mixed-methods approach, we will analyze the current state of Al
adoption in higher education, explore the benefits and limitations of Al integration, and identify
potential solutions to address challenges. The findings of this research will provide insights into
the implications of Al on higher education and inform strategies for effective Al implementation
in the future. Ultimately, this study seeks to understand how Al can be leveraged in higher
education to enhance student learning and success, while also addressing the ethical and social
implications of Al implementation.

1. INTRODUCTION

Artificial Intelligence (AI) has emerged as a transformative force in various domains, and its
impact on higher education is no exception. The use of Al in higher education has the potential
to transform teaching and learning experiences, enhance administrative processes, and increase
access to educational resources. However, the integration of Al in higher education also raises
concerns about privacy, ethics, and job displacement. In the realm of higher education, Al holds
the potential to reshape traditional educational practices, improve learning outcomes, and
provide intelligent feedback and support and drive administrative efficiency. The purpose of this
research is to explore the opportunities, challenges, and future directions of Al in higher
education. This study will provide insights into the current state of Al adoption in higher
education, examine the benefits and limitations of Al integration, and identify potential
solutions to address challenges. The findings of this research will inform strategies for effective
Al implementation in higher education and help to mitigate the ethical and social implications
of Al use. This research will employ a mixed-methods approach, which will include both
qualitative and quantitative data analysis. The study will begin by conducting a systematic
literature review to identify current trends and challenges in the adoption of Al in higher
education. Additionally, we will conduct interviews with educators and administrators to
understand their experiences with Al integration in higher education. Finally, we will survey
students to gather their perceptions of Al and its impact on their learning experiences. The
results of this research will be relevant to educators, administrators, policymakers, and
researchers who seek to understand the opportunities and challenges associated with Al in
higher education. By examining the implications of Al in higher education, this study will help
to inform the development of effective Al strategies that can enhance student learning and
success, while also addressing ethical and social considerations.

Access and Equity: One major concern is the potential exacerbation of existing inequalities in
access to education. Al-driven technologies may require substantial infrastructure and resources,
leading to a digital divide between well-funded institutions and those with limited resources.
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Ensuring equitable access to Al tools and technologies for all students and institutions is a
critical challenge. Ethical Considerations: The ethical implications of Al in education raise
important questions. Issues such as data privacy, transparency, algorithmic bias, and
accountability need to be carefully addressed. Institutions must ensure that Al systems are
designed and deployed in a manner that respects the rights and well-being of students and
promotes fairness in educational outcomes. Pedagogical Transformation: While Al holds the
promise of enhancing teaching and learning, there is a need to develop effective pedagogical
models and strategies that leverage Al technologies. Educators need support and training to
understand how to integrate Al tools into their instructional practices and create meaningful
learning experiences for students. Human-Al Collaboration: Finding the right balance between
human expertise and Al capabilities is crucial. Al should be seen as a tool to augment human
intelligence, rather than replace educators. Fostering a culture of collaboration and preparing
educators to work alongside Al systems is an essential aspect of successful integration. Skill
Development: The rapid advancement of Al requires individuals to possess new skill sets to
navigate and leverage Al technologies effectively. There is a need for educational institutions to
adapt their curricula to include Al-related topics and ensure that students are equipped with the
necessary knowledge and skills for the future workforce. Assessment and Evaluation: The
integration of Al in assessment and evaluation practices raises questions about reliability,
validity, and fairness. Developing robust methods for evaluating Al-driven assessments and
ensuring that they align with educational goals and standards is a crucial area of focus.
Continuous Adaptation: Al technologies are evolving rapidly, and educational institutions need
to keep pace with these advancements. Building a culture of continuous learning, research, and
adaptation is essential for harnessing the full potential of Al in higher education.

2. LITERATURE REVIEW

2.1. Artificial Intelligence

Artificial intelligence is defined as the ability and development of information technology-based
computer systems or other machines to complete the tasks that usually require human
intelligence and logical deduction (Poole et al., 1998). Artificial intelligence can be classified as
artificial narrow intelligence and artificial general intelligence. Artificial narrow intelligence,
also known as “Weak AI”, focuses on one specific narrow task. One example is IBM’s Watson.
Watson was designed to be a “question answering” machine that applies machine learning,
cognitive computing, natural language processing, and other techniques (Kurzweil, 2010) to
achieve superior performance in the game of Jeopardy. Watson has since evolved to function in
various domains. Artificial general intelligence (“Strong AI”) involves highly-advanced
cognitive abilities that are indistinguishable from those of a human, and can excel in uncertain
and unfamiliar tasks (Goertzel & Yu, 2014). Strong Al, according to many, is still at least
decades away. In this study, we focus on Weak Al In the rest of the thesis, Al will refer to
artificial narrow intelligence (i.e., Weak Al).

2.2. Impact of AI on Higher Education

The use of artificial intelligence (AI) in higher education has the potential to transform
traditional teaching and learning approaches, offering personalized and adaptive experiences for
students. Al can assist educators in identifying student strengths and weaknesses, providing
tailored feedback and recommendations for further learning, and automating administrative
tasks to free up time for more meaningful interactions with students. Additionally, Al-powered
chatbots can provide 24/7 support to students, answering common questions and providing
guidance.

However, the use of Al in higher education also presents challenges, particularly around
privacy, ethics, and the potential for job displacement. Al algorithms may perpetuate biases or
discrimination, and there is a risk of student data being misused or exploited. The integration of
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Al into higher education also raises questions around the role of human educators, and the
potential for Al to replace or supplement traditional teaching approaches.

3. METHODOLOGY

Clearly define the objective of the research paper, which is to examine the impact of artificial
intelligence (AI) on higher education, focusing on the opportunities it presents, the challenges it
poses, and the future directions for implementation.

3.1 Research Questions
o Formulate specific research questions that align with the objective of the paper. For example:

e What are the main opportunities for Al in higher education?

What challenges arise from the integration of Al in higher education?
e What are the potential future directions and implications of Al in higher education?

3.2 Literature Review:
e Conduct a comprehensive literature review to identify existing research, theories, and
frameworks related to Al in higher education.

e Gather relevant scholarly articles, research papers, conference proceedings, and other
reputable sources.

e Analyze and synthesize the literature to identify key themes, concepts, and debates related to
the impact of Al in higher education.

3.3 Data Collection
e Determine the sources and methods for data collection. This can include:

e Surveys or questionnaires to gather insights from educators, administrators, students, and Al
experts.

e Interviews or focus groups with stakeholders involved in the implementation of Al in higher
education.

e Analysis of existing data, such as institutional records, reports, and case studies.

3.4 Data Analysis
e Analyze the collected data using appropriate qualitative and/or quantitative analysis
techniques.

e Apply thematic analysis to identify recurring themes, patterns, and perspectives in the
qualitative data.

o Utilize statistical analysis or data visualization techniques to analyze quantitative data, if
applicable.

e Use coding or categorization to organize and analyze textual or qualitative data.

3.5 Findings and Results
¢ Present the findings derived from the data analysis.

e Provide a clear and concise overview of the opportunities, challenges, and future directions
of Al in higher education based on the research findings.

e Support the findings with relevant data, quotes, and examples from the collected data
sources.

3.6 Discussion and Interpretation
o Interpret and discuss the findings in the context of the research questions and existing
literature.
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e Analyze the implications of the findings for higher education institutions, educators,
students, policymakers, and other stakeholders.

e Address any contradictions or discrepancies in the findings and provide explanations or
potential reasons for them.

By following this methodology, you can conduct a comprehensive and systematic research
study on the impact of Al on higher education. It allows for the exploration of opportunities,
challenges, and future directions in the context of the existing literature and empirical data.

4. ANALYSIS

Artificial Intelligence (AI) has gained significant attention in higher education due to its
potential to transform various aspects of the educational landscape. This analysis explores the
impact of Al on higher education, focusing on the opportunities it presents, the challenges it
poses, and the future directions for implementation.

4.1 Opportunities

1. Personalized Learning: Al enables personalized learning experiences by tailoring
educational content, assessments, and feedback to individual students' needs, preferences,
and learning styles. Adaptive learning systems utilize Al algorithms to analyze student data
and provide customized learning pathways, enhancing student engagement and success.

2. Intelligent Tutoring Systems: Al-powered intelligent tutoring systems offer personalized
support to students. These systems simulate human tutors by assessing student progress,
identifying areas of difficulty, and providing targeted assistance and feedback, thereby
improving learning outcomes.

3. Automation of Administrative Tasks: Al can automate time-consuming administrative
tasks, such as grading assignments and managing administrative processes. This allows
educators to focus more on instructional activities and student support, improving efficiency
and productivity.

4. Predictive Analytics: Al-driven predictive analytics models can analyze large volumes of
data to identify patterns and trends in student performance, behavior, and engagement. This
enables institutions to make data-informed decisions, such as identifying at-risk students and
implementing timely interventions.

4.2 Challenges

1. Ethical Considerations: The use of Al in higher education raises ethical concerns related to
privacy, data security, and algorithmic biases. Institutions must establish clear guidelines and
policies to ensure responsible and ethical Al use, addressing issues such as transparency,
fairness, and accountability.

2. Integration and Adoption: Integrating Al technologies into existing educational systems
and practices can be challenging. Institutions may face obstacles related to infrastructure,
technical expertise, and resistance to change. Adequate training and support for educators
and administrators are crucial to successful Al implementation.

3. Equity and Access: Al technologies have the potential to exacerbate existing inequities in
education. Access to Al tools and resources may be limited for certain student populations,
widening the digital divide. Efforts must be made to ensure equitable access to Al-enabled
educational opportunities for all students.

4.3 Future Directions

1. Ethical AI Development: Continued research and development are needed to address the
ethical considerations associated with Al in higher education. This includes developing fair
and unbiased algorithms, ensuring transparency in Al decision-making processes, and
safeguarding student privacy.
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2. Human-AI Collaboration: Future directions should focus on exploring effective models of
collaboration between humans and Al. Emphasizing the role of educators as facilitators and
guides in the learning process can ensure a balanced and human-centered approach to Al
integration.

3. Al for Lifelong Learning: Al has the potential to support lifelong learning by providing
personalized and adaptive learning experiences beyond traditional educational settings.
Future directions should explore Al applications for upskilling, reskilling, and continuous
learning throughout individuals' lives.

S. RESULT

After conducting extensive research on the impact of artificial intelligence on higher education,
it can be concluded that Al presents both opportunities and challenges for the field. On one
hand, Al can revolutionize teaching and learning by offering personalized and adaptive learning
experiences, automating administrative tasks, and improving student outcomes. On the other
hand, Al raises concerns about job displacement, privacy, and ethics, as well as the potential for
widening educational disparities.

After conducting extensive research on the impact of artificial intelligence on higher education,
it can be concluded that Al presents both opportunities and challenges for the field. On one
hand, Al can revolutionize teaching and learning by offering personalized and adaptive learning
experiences, automating administrative tasks, and improving student outcomes. On the other
hand, Al raises concerns about job displacement, privacy, and ethics, as well as the potential for
widening educational disparities.

Overall, the future of Al in higher education will depend on how it is implemented and
integrated into existing systems. It is important for universities and policymakers to consider the
ethical implications of Al, invest in the necessary infrastructure and training for faculty and
staff, and prioritize the needs and interests of students in order to fully realize the potential
benefits of Al in higher education.

6. CONCLUSION

The integration of artificial intelligence (Al) in higher education presents both opportunities and
challenges. On the one hand, Al has the potential to enhance the educational experience for both
students and educators by supporting personalized learning, improving assessment methods, and
enhancing collaboration and communication. On the other hand, the integration of Al also
presents several challenges, including ethical considerations, job displacement, and access and
equity issues.

To address these challenges and maximize the opportunities presented by Al in higher
education, further research is needed. This research should explore the ethical considerations
and implications of Al, investigate the pedagogical implications of Al integration, understand
the user experience of Al-powered tools and resources, and investigate the impact of Al
integration on student outcomes.

It is also important to recognize that the integration of Al in higher education is not a one-size-
fits-all solution. Rather, the implementation of Al-powered tools and resources must be tailored
to the needs and contexts of individual institutions and students. This requires collaboration
between educators, administrators, and technology developers, as well as a commitment to
equity and access.

In conclusion, the integration of Al in higher education has the potential to transform the way
we teach and learn, but it also presents significant challenges that must be addressed. By
advancing research in this area and working together to develop effective and ethical Al
strategies, we can help to ensure that Al supports the learning and development of all students,
and that higher education continues to evolve and adapt to meet the needs of the 21st century.
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ABSTRACT

Internet of things (10T) is made up of various technologies, which supports advanced services
in various application domains. Security and Privacy are a very important accepts for 10T
application domains. These applications require Data confidentially, authenticity, integrity and
access control within the 10T network. For users and things, Security is achieved by enforcing
the security and privacy policies. Due to the different standards and communication stacks
involved in traditional security solutions, it cannot be directly applied to 10T technologies. In
10T number of interconnected devices is expected to increase tremendously hence scalability is
the biggest challenge for 10T development. This survey paper presents the available security
protocols at respective 10T layers. A comparison of this information is done with respective to
various security aspects and research gaps are identified.

INTRODUCTION

Internet of Things

Friedemann Mattern has discussed about the vision of the internet Of Things where everyday
objects will be deployed as nodes using internet. These objects will be controlled remotely to
achieve expected actions. Those will act as physical access points to internet service. Internet of
Things is going to open up huge opportunities in economy field as well as individually. But at
other side it also introduces risk along with technical and social challenges.

The internet of things (IOT) is the network of physical objects or devices, vehicles, buildings
and other items embedded with electronics, software, sensors, and network connectivity which
enable these objects to collect and exchange data. It includes sensors, Actuators, storage devices
processing, localization and tracking, identification, communication etc.

In internet of things smart object is the central parameter which is developed with embedded
communication and information technology. These Daniele Miorandi have discussed existing
scenarios in Internet of things (IOT). Today, nearby two billion people around the world use the
internet for a lot of applications like browsing the web, sending and receiving emails, using
social networking applications, assessing multimedia content and services, and many other
tasks. As maximum people will access the global information and communications
infrastructure, a big challenge is arising related to use of the internet for communication,
compute, dialogue and coordinate between the machines and smart objects. It is expected that,
in next decade internet will be the most essential mechanism of classic network and networked
objects. This new world of Internet will support for new ways of interacting, new way of
entertainment, and new way of living new applications enabling new ways of working.
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Any Place
Anywhers

Fig: Topics make up the Internet of things

Need for Security in IOT

Kim Thuat et al, (2015) have discussed that the concepts of IOT is easy to understand but still
lot of research work is expected in this area. Several aspects of IOT such as IOT applications
and architecture are presently being discussed. Currently, major research work is going on in
undertaking challenges associated with security, privacy, and trust and majority IOT devices
will be developed. In IOT, every single physical object for example smart car, smart refrigerator
or similar device will be connected to the internet to share the information. This will definitely
increase the risk than before as personal data and business secret information will be shared
through the internet.

S. Sicari et al. (2015) have discussed that IOT services requires modifications in security and
privacy in various applications. In their paper they have surveyed various research directions in
10T security. Security is very important feature in terms of IOT development IOT consist of
heterogeneous environmental made up of various technology and communication standards.
Availability, confidentiality, privacy for users and things, authenticity among devices, integrity
to access the remote device, will defined security and privacy policy is this parameter of
security in IOT must be addressed properly so that suitable solutions can be designed and
developed.

Ala Al-Fuqaha et al (2015) have a provided and overview of the internet of things (IOT) with
emphasis on enabling technologies, protocols and applications issue. The current revolutions in
Internet, mobile and machine -to -machine (M2M) technologies can be seen as the first phase of
the IOT. In the coming years, the IOT is expected to bridge various technologies to enable new
applications by connecting physical object together in support of intelligent decision making.
Security plays an important role in the designing of above-mentioned concept.
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THREATS IN IOT AND THEIR COUNTERMEASURES

Research Challenges in Internet of Things

Daniele Miorandi et al. (2012) have given an overview of the critical issues of services and
technologies. To become measure research trends in future. This survey has provided many
guidelines to researches and developers to work on major issues related to security,
communications and similar challenges in field of IOT. Many use cases are identified in this
survey which will be helpful as guidelines for researches so that the innovative technical
solution can make IOT from research vision into reality.

Jorge Granjal et al (2015) have analyzed current technologies and various protocols which are
used to add security in IOT. They have also analyzed research trends in this direction. Author
have also done a thorough analysis and concluded about existing security approaches toward
10T and to protect communications in the IOT along with suggestions on future challenges and
strategies in the mentioned area.

Rolf H. Weber (2015) discuss the manager in the context of IOT is a challenge of privacy and
security. In future IOT will face the challenge of collections of data and maintain the security.
For this is strong technologies must be developed with will take care of security in
communications and storage of the data. A lot of work is expected to be done to solve the
security and privacy issue in IOT. But these issues regarding IOT data have remained
unaddressed. A lot of work is also expected to create industries standard which will maintain
minimum level of privacy.

In case of transmissions or storage the data of sensitive matter. For example, health related data,
financial information or some critical data of defense similar sensitive data must be maintenance
properly there for working on security and privacy issue in IOT is now mandatory.

Security in IOT

Chen Qiangl et al. (2013) have discussed the existing research is of network security
technology. These are many problems in the security of internet of things (IOT) such as RFID
tag security, privacy, protection, information processing security etc. All these issues must be
addressed for better future of 10T.

Somia Sahraoui et al (2015) proposed a 6LOWPAN (IPv6 Over low power wireless personal
area network) compression for the header of HIP (Host identity protocols) packets. Reem Abdul
Rahman et al. (2016) discussed about Internet of things IOT which is a wireless communication
network between smart object connected to the internet.

Table 1: Comparative chart security parameters

Table 1: Comparative Chart Secunity Parameters

Name of Layer\ | Confidenti | Integ Authentic | Non- Fragmentati | End to Replay Internal
Security ality rity ation Repudiation | on Attack End Protection Attack
Parameters Protection Security Protection
Physicall MAC Y Y Y Y NA Y N N
Layer
6LoWPAN Y Y Y Y N N N N\
Adaptation
Layer
Network Layer Y ) Y Y N N N\ N
Transport Layer Y Y Y Y N QoY Y Y
Application Y \ Y Y NA Y Y NA
Layer

Y-Addressed N-Not Addressed NA- Not Applicable
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It is a latest and fast developing market which connects object and people and also billions of
gadgets and smart devices with the growth of IOT there is also increase in security thread of the
Lind object there are server new published protocol of IOT wish focus on protecting critical
data.

Table 1. summarizes the various security parameters with respect to communication layers. This
table gives the research gaps in the security of IOT.

Communication Layers and Protocols Stack in IOT

Reem Abdul Rahman et al (2016) have given the idea protocol at respective layers. The widely
used protocol such as IEE. 802 .15.4 at PHY/MAC layer, 6l0WPAN Adoption layer, at, and
RPL at network layer are available in IOT. Constrained Application protocols (CoAP) is the
application layer protocols designed as a equivalent of the HTTP. Various versions of CoAP
have been developed which shows its significant role in various applications in the future of
IOT.

Table 2 gives the IOT stack and respective security protocols for IOT.

Adding Security at the link layer

Roman et al (2011) have proposed security system for link layer. They have proposed key
management system for sensor network which has added Security at link layer outlines the
approach is not surface area into achieve into security while adding securities at link layer, care
must be taken such as every node in the path will be trusted. Authors have a gone through many
solutions to solve the problem of establishing sessions in between server and a client with
respect to internet of things IOT where plants server network is formed from node in a wireless
sensor network.

Rolf H. Weber (2015) has Hindi detail about sensor socket layer (SSL) which include ki
exchange mechanism along with confidently and integrity it also provides authentication
between internet hosts. But SSL has few drawbacks transport layer security is used over TCP
which is not a preferred option for smart object communication the reason behind it is TCP
connections used inadequate resource.

Table 2. IOT stack with security protocols

loT Layer loT Protocol Security Protocol
Application CoAP, MOQTT User defined
Transport UDP DTLS

d Network IPv6, RPL IPsec, RPL secumty
6LoWPAN 6LoWPAN None
Data-link IEEE 802.154 802.15.4 secunty

Granjal et al (2010) have and practically implemented the usage of new compressed 6LoWPAN
security headers, with the Cryptographic algorithms typically used with the IP security
architecture. Their practical evaluation study has shown that this is compatible with existing
wireless sensor nodes, and it also gives the new technique which allows secure integration
WSNs with [Psec and the internet.

Raza et al (2011) have presented the very first IPsec specifications and implementation for
6LoWPAN which is working on adaptation layer. They have evaluated their implementation
and verified that it is feasible to use compressed IPsec to secure communications between hosts
in the Internet and sensor nodes.
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Security the IOT at the Transport Layer

Kim Thuat Nguyen el. (2015) has explained that TLS has been recommended by many
standards specified by TETF for security services in IOT. However, as it has been discussed
earlier TLS is not a wise choice with respect to the security in IOT. TLS uses reliable transport
protocol like TCP which is based on congestion control algorithm. But it is not suitable in IOT
which has constrained resources devices. Therefore, are tightly constrained environments
Datagram Transport layer Security (DTLS) protocols is proposed which operates on unreliable
transport protocol (UDP). It provides the same high security levels as TLS.

6LoWAPN Protocols for IOT

Konstantinos Rantos et al (2013) have discussed about the broad deployment of low power and
lossy network (LLNs) connected to the Internet. It has realized many security issues regarding
the protection of data. Such network now faces all kinds of security threats identified in
traditional networks cannot directly be adopted by LLNS, due to the inherently limited
capabilities of the embedded system that embraces them. This paper has focused on the security
provided to LLNs nodes using 6LoWPAN adaptation format, one of the principal solutions
adopted for communicating data over IEEE 802.15.4 networks. 6LOWPAN (IPv6 over low-
power wireless personal Area network) Standard allows resources constrained devices to
connect to [Pv6 networks.

CONCLUSION

In this paper, we have carried out a thorough analysis of the security protocol and mechanism
available to protect communications on the IOT. The majority of security protocols are briefly
discussed in this survey paper, from this analysis, it is observed few gaps at various 10T layers
as, fragmentation attack protection is absent in physical layer .it is also seen end to end security
is not supported by physical layer and network layer. Replay protection is not supported in the
physical layer network layer, network layer and 6LoWPAN layer, internet attack protection is
absent in physical layer, 6LoWPAN layer. Transport layer and applications layer so more work
is expected to do in this gap to secure internet of things for implementing it in a better manner.
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ABSTRACT

This evaluation investigates how the language model ChatGPT, created by OpenAl, affects
student learning. ChatGPT is a sophisticated Al system made to converse in human-like ways
and offer guidance and knowledge on a range of subjects. The study investigates the
advantages, restrictions, and potential difficulties related to ChatGPT integration in
educational contexts. Thestudy includes a thorough evaluation of the studies and research that
have been done on the application of ChatGPT in educational settings. By delivering
individualised and on-demand guidance, providing explanations and clarifications, and
encouraging lively and interesting dialogues, it examines how ChatGPT could improve
students' learning experiences. The results imply that ChatGPT can be an effective tool for
enhancing student learning. One prominent example is Chat GPT, a state-of-the-art language
model developed by OpenAl. This study explores the impact of Chat GPT on student learning
and research topics. The findings indicate that Chat GPT has had a profound impact on student
learning in several ways. Firstly, the availability of Chat GPT as an educational resource has
empowered students to pursue a wider range of research topics. The model's ability to generate
accurate and relevant information in real-time has facilitated efficient information retrieval,
enabling students to delve deeper into complex subject matter and explore niche research
areas.

Keywords: ChatGPT, OpenAl, Artificial intelligence.

INTRODUCTION

The rapid advancement of artificial intelligence (AI) in recent years has led to a number of
applications in a range of industries, including education [2] and healthcare [1]. Al systems may
be trained to replicate the functions of the human brain using a large amount of data. Al, for
example, may assist healthcare staff by synthesising patient data, interpreting diagnostic images,
and highlighting health problems [4]. Improvements in administrative and academic support
services have been made in education using Al applications [2]. One such illustration is
intelligent tutoring systems (ITS). This might be used to simulate individualised, one-on-one
education. A meta-analysis revealed that ITS normally had a somewhat positive effect on
academic achievement. The creation of ITS maybe challenging, though, as it calls for the
development of communication and feedback systems in addition to the design and
distribution

of information. Recently created by OpenAl, the conversational chatbotChatGPT may make it
easier for instructors to integrate Al into their classes. ChatGPT employs natural language
processing to offer responses to user input that are human-like. Due to its remarkable
performance in delivering responses that are coherent, organised, and instructional, it has
attracted interest from all around the world [8]. Unexpectedly, theUniversity ofMinnesota Law
School's ChatGPT passed each of its four tests [9]. The results demonstrate that an Al
application can graduate from college even when its test results weren't (yet) exceptionally
strong. Since its launch on November 30, 2022, ChatGPT has seen the fastest user application
growth in history. In just two months, in January 2023, it had 100 million active users.
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METHODOLOGY

To find relevant research articles, an organised search of the literature was done. Online
repositories, conference proceedings, and academic databases were also searched. In order to
establish common themes and conclusions, the chosen papers were then examined using a
qualitative methodology a survey on students of Amity University Patna was conducted to study
the impact of ChatGPT influence on changing pattern in learning.

LIMITATIONS AND CHALLENGES

e FEthical factors: When deploying ChatGPT in educational contexts, some research studies
emphasised the significance of ethical factors, such as privacy problems, algorithmic bias,
and the necessity for human supervision.

e Dependency on Internet connectivity: ChatGPT depends on having an internet connection,
which poses a problem when connectivity is scarce or unstable.

e Lack of Long-Term Studies: To fully comprehend the long-term effects of ChatGPT on
student learning outcomes, longitudinal studies are required. Many of the evaluated research
concentrated on short-term treatments.

IMPLICATIONS

The results of the reviewed research studies indicate that ChatGPT may have a favourable effect
on engagement and learning outcomes for students. However, careful consideration of ethical
issues, technological constraints, and the requirement for continuous study to understand its
long-term impacts are all necessary before integrating ChatGPT into educational settings. These
findings may be used by educators and decision-makers to guide their deliberations and create
efficient plans for incorporating ChatGPT and other Al-powered technologies into educational
situations.

Year Total Students Engaging with | Student-to-ChatGPT
Students ChatGPT Ratio

2019 500 50 10:1

2020 500 150 5:1

2021 500 300 2.5:1

2022 500 350 2:1

2023 500 450 1.5:1

This table provides a sample data of the student ratio data over five years, showcasing the
increasing engagement of students with ChatGPT. As the years progress, more students are
benefiting from the interactive and personalized support offered by ChatGPT, resulting in a
lower student-to-ChatGPT ratio.

ChatGPT User's Growth

2024
2023

2022

2021

Years

2020

2019

2018

2017

Sa 150 300 350 450
Students Engaging with ChatGPT
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CONCLUSION

In conclusion, ChatGPT has had a significant influence on students' learning. The educational
experience has been transformed by an Al-powered chatbot by offering individualised help,
prompt feedback, and access to a plethora of knowledge. ChatGPT has the potential to provide
personalized learning experiences. It can offer tailored assistance and support to individual
students based on their unique needs, preferences, and learning styles. By interacting with
ChatGPT, students can receive customized feedback, explanations, and guidance, promoting a
more personalized and adaptive learning environment. It has changed how students learn
information and skills by improving student involvement, understanding, and cooperation.
Despite the fact that ChatGPT is an effective tool, it's critical to keep in mind that actual
teachers

are still essential for teaching students and encouraging higher levels of knowledge. We can
provide students with a comprehensive and efficient learning environment by finding a balance
between Al technology and interpersonal connection.
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ABSTRACT

This study presents a novel approach utilizing multiple linearly arranged ArUco markers as a
reference scale to enhance the accuracy and reliability of image-based length measurement
algorithms. The proposed method addresses various challenges associated with conventional
measurement techniques, such as camera calibration, exposure conditions, object colors and
textures, and perspective distortions. The ArUco marker library is robust, adept at precisely
identifying marker corners under diverse lighting conditions, camera orientations, and noisy
environments, while ensuring computational efficiency in terms of processing time and power
requirements.

The methodology involves arranging multiple ArUco markers in a straight line with a fixed size
and equal spacing between them, thereby creating a set of equidistant points that form a linear
reference scale. This arrangement offers superior linearity along the measurement axis in
comparison to single-marker configurations. A significant advantage of the proposed method is
that camera calibration is often not necessary. The OpenCV-contrib library and Python
programming language are employed in this research work.

Experimental evaluations conducted with objects of varying lengths, textures, and colors
demonstrate that the proposed method achieves high accuracy and repeatability in length
measurement. The results showcase the technique's robustness against fluctuating lighting
conditions and perspective distortions, with a mean error of less than 0.5% across all test cases.

The adaptability, robustness of ArUco marker detection, linearity of the proposed method, and
widespread availability of smartphones make this approach a promising alternative to
traditional length measurement techniques.

Keywords: image processing, Aruco markers, OpenCV, Python.

INTRODUCTION

Android smartphones are particularly suitable for developing computer vision applications due
to several reasons. They are equipped with powerful processors, large amounts of memory, and
high-resolution cameras, which are essential for handling the computational and image
processing demands of computer vision applications [1]. Additionally Android's open-source
operating system allows developers to have a high degree of control over the device's
functionality [2]. Further, the availability of a wide range of libraries, such as OpenCV, and
APIs that provide pre-built functionalities for image processing, making it easier and faster for
developers to build computer vision applications [3].

BACKGROUND

Open-Source Computer Vision, or OpenCV, is a powerful library launched by Intel in 2000. It
consists of over 2500 optimized algorithms for real-time computer vision and machine learning
applications [4]. One of OpenCV's key advantages is its cross-platform compatibility. It
supports a variety of programming languages, including Python, C++, and Java, and can be used
on different operating systems, such as Windows, Linux, Android, and iOS. This versatility has
facilitated easy prototype testing on desktop platform before developing the final Android
application [5].
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An important feature of OpenCV is its inbuilt support for ArUco markers, a type of fiducial
marker used in many computer vision applications for tasks such as object detection and pose
estimation. The ArUco markers was developed by the team of researcher headed by Dr. Rafael
Muiioz-Salinas at the University of Jaén, Spain[6]. The ArUco markers have well-designed
algorithms to eliminate errors due to various types of distortions, such as geometric
transformations and changes in lighting conditions, viewing angle, etc [ 7, 8,9]. This makes
them a readily accessible tool for a wide array of applications. Moreover, the detection
algorithms for ArUco markers are highly efficient, allowing for real-time applications, even on
devices with limited resources like smartphones. The design of ArUco markers, which allows
for a large number of unique identifiers, enables the simultaneous tracking of multiple markers
in a scene, adding to their versatility [10, 11].

METHODOLOGY

The proposed method of measuring height uses ArUco markers placed at known distances to
create a reference scale. A series of ten markers, with IDs from O to 9, are placed vertically in a
straight line. Each marker is placed 10 cm apart from its neighbour and is of 10 cm size. Once
an image of this setup is captured, the detect.Markers() function from the cv2.aruco library is
used to detect all the corners of the ArUco markers in the image [12] which act as reference
points fig. 1. If any marker(s) are missing, the program has the safety feature to prevent errors
[13].

Table 1. Aruco corners and the corresponding real world height measured in cm.

Marker ID, | Ref in | Marker ID, Ref in | Marker ID, | Ref incm | Marker ID. | Ref in
Corner No. cm Corner No. cm Corner No. Corner No. cm
0.3 1] 3.3 60 6.3 130 9.3 190
0.0 10 3.0 70 6.0 140 9.0 200
1.3 20 4.3 80 7.3 150
1.0 30 4.0 100 7.0 160
2.3 40 5,3 110 8.3 170
2.0 50 5,0 120 8.0 180
|

=

387[933MM]

PO EEERED QO

Fig. 1 Lab implementation for height measurement.
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To calculate the height of a pixel row through the reference point location on the image,
OpenCV functions cv2.findHomography () and cv2.wrap Perspective () are used. These actions
make a perspective correction of the image and normalize it so that the number of pixel row per
mm of the image is constant with a known value. Thus, the height of any given point can be
directly calculated from its pixel row number [14].

Given that each ArUco marker corresponds to 10 cm in the real world see Table 1. , a linear
transformation can be applied to the pixel measurements to convert them into real-world units.
This allows us to map a pixel row to a certain height in mm in the real world.

CALCULATIONS

To get the approximate resolution of measurement using the main 64 MP rear camera of the
Samsung Galaxy A71 smartphone, which has a focal length of 26mm and a pixel size of 0.8um
[15], the following steps are considered. If the picture of the ArUco pattern considered in this
work is taken from 5 meters from the object, then a height of Imm forms an image of size
I=(O/d)*f, where I is image size, O is object size, d is the distance of the object from the
camera, and f is the focal length of the camera. Using these values, we find that each mm
division on the real-world scale forms an image of 5.2 um on the camera sensor. Given that the
camera sensor has 0.8um pixel size, this image is sensed (in vertical or horizontal position) by
approximately 6 sensor pixels. Therefore, theoretically, if the image is captured from a distance
of 5 meters using the above camera, the measurement resolution is of % mm or 0.17 mm [16].

However, this theoretical value is not realizable due to a number of factors such as radial /
tangential distortions, chromatic aberrations, vignetting, diffraction, etc. In the presented work,
the error due to distortion and camera imperfections are minimized due to a large number of
closely spaced reference points [17].

CONCLUSION

The presented research work aims to provide a novel method for height measurement using
machine vision, which can be crucial in calculating the BMI of children. The method utilizes
Android smartphones and OpenCV's support for ArUco markers. The proposed method has
shown promising results and can potentially simplify and improve the process of obtaining
accurate height measurements for BMI calculations.
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ABSTRACT

In the era of data, data is generated in real-time. So, the organization can utilize the large
collection of data in a data-driven process for making many decisions to improve their business.
Today social media platforms produce such data in the large amount. The data available on
social media are found generally unstructured. So, the study proposes pre-processing methods
for text data. Preprocessing of text data is a key instant in the processing of text classification
tasks. Text preprocessing methods performed different tasks sequentially to make the text data
valuable information such as to convert multiple forms of the same word in form of one word.
Preprocessing technique has given a very significant role and is widely used in the deep
learning task. The text classification the basic phase of preprocessing includes processing
features, and extracting admirable features against all the features in the dataset. This paper
describes several preprocessing techniques and tools for text classification of English language
text data.

Keywords: Text classification, Stop word removal, pre-processing, Tokenization, Streaming

1. INTRODUCTION

Text classification is done in two phases meaningful information is extracted from the text-
based data and discover the knowledge, establish relationships among them and assign pre-
defined categories according to their content from the text data provided [1].Text classification
also means the auto-classification of online electronic documents such as news article
classification, Question answering tasks etc. In natural language processing and other
application based on textual data text classification plays a very important role, particularly
when there is a huge volume of readily available electronic text data like micro blogging, digital
library, and long text news article. Before Text classification, there are a series of the
sequentially performed subtask. They are called natural language pre-processing includes
refining or cleaning textual data, establishing the rule, and representing text in the classification
[2]. The main purpose of preprocessing the text data is to acquire the key features or terms from
a given text document or dataset and establish relevance between important words and the text
document and improve relevance by connecting words and their associated class. It has already
been shown that the time spend in the preprocessing of textual data is up to 50 % to 80 % of the
whole text classification task. The research paper includes the preprocessing technique for text
data classification tasks used in the deep learning model.

1.1 Text Pre-processing

The procedure of cleaning and preparing the text for classification is known as text data pre-
processing. Online writings typically have a lot of noise and useless components like HTML
tags, scripts, and ads. In addition, many of the words in the text have not much impact on the
text's overall orientation. Keeping those words increases the problem's high dimensionality and
makes categorization more challenging because each word in the text is treated as one
dimension. Decreasing text noise should enhance the classifier's performance and accelerate the
classification process, thus helping in real-time text classification. There are various steps in the
entire procedure: Digital text cleaning, white space disposal, stop word elimination, extending
abbreviations, stemming, handling of negations, and feature selection.

Dr. Shraddha Prasad and Dr. Harmeet Kaur 66



Emerging Research in Science & Engineering ISBN: 978-81-19585-14-4

1.2 Text preprocessing steps

The purpose of preprocessing text data is to depict each text data into distinct words and
represent them in the form of a feature vector. Selecting relevant features from the provided text
data pre-processing is the necessary step in indexing text documents. The process is called the
tokenization of text data or attributes. The text data is represented in the vector space of low
dimension by considering the component features and associated weight. All the non-
informatics tokens are removed such as numbers, the special character used in the sentence and
stop words. All the remaining features in the next step are converted to their root words as per
the dictionary by using the stemming method.

1.2.1 Tokenization
The first step of the NLP process is gathering the data (a sentence) and breaking it into
understandable parts (words).

Tokenization is the first step in the NLP process, it collects the whole text data and split it into
smaller parts individual word-wise as unique identification, which can be identified and can be
assigned meaning.

As an Example "I feel low energy I m just thirsty"

For this text data sentence for the machine to understand, tokenization is done on the whole
sentence to split it into individual unique words. It does like this:

T 'feel' 'low' 'energy’ 'T' 'm ' 'just’ 'thirsty'

It looks simple but splitting sentences into words provides a machine to understand the whole
sentence as well as the sentence in the context of words. This helps the machine to understand
the role of words in larger text.

1.2.2 Stop Word Removal

In any sentence or text, many words appear repeatable but are meaningless, they are used only
to connect the sentence and are called stop words. It is generally understood that stop words do
not contribute to the context. The high occurrence of stop words is an obstacle to understanding
the context of the sentence in the text classification task. In English, 400 to 500 stop words are
there. Very frequently used stop words in a document are 'is',' am',' are',' they',' he', etc. There is
no use of stop words in the classification of textual data, so must be removed [7].

1.2.3 Stemming

The process of identifying the root word of the written word in the text messages by eliminating
the affixes from the features is called stemming. Many fields of language research, including
Arabic [12], cross-lingual retrieval [13], and multi-language manipulations [14], utilize
stemming mechanisms. There are many stemming methods, to guarantee that words are reduced
to their root forms. After stemming the different phrases of the same words used in a given
language can be represented by a single root or stem, resulting in the document dictionary size
being reduced. Among of the many frequently utilized stemmers in information retrieval is the
Porter's stemmer [15]. In this investigation, Porter's stemmer was employed. By doing this
model will be able to reduce the features in the defined features space and the features of
different types are merged into single features. This technique identifies the root word of all the
related words. As an example, we encounter the words programming, programs, and
programmer all words are steamed to the root word program. The main aim of this method is to
decrease the number of features vector and to accurately match the original words, saving
memory and execution time. Stemming is shown in figure 1.
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Figure 1 Stemming Process

1.2.4 Lemmatization

The lemmatization process eliminates inflectional endings of words by using linguistic and
morphology examination of words, consequently, words will take on their dictionary
expression. By using a thesaurus, lemmatization matches synonyms of word also so that the
word ‘hot,” and the word ‘warm’ is matched. Lemmatization is the process of combining words
that share a root or lemma but differ in their inflexions or semantic derivatives into a single unit
for analysis. The lemmatization technique is used in robots to communicate. Lemmatization
produces better output in comparison to stemming. Lemmatization algorithms' main drawback
is that they are considerably slower than stemming techniques. Lemmatization process sample
output is exhibited in Table 1

Table 1. Comparison of Stemming and Lemmatization

Word Stemming Lemmatization
computers compute computer
feet feet foot
information inform information
informative inform informative

2. RELATED WORK

In text data classification the preprocessing stage converts the original text structure into raw
data to find out the most important word in the text, which is contributing to categories the
entire text data to their corresponding defined class. This is the primary stage where the
representation of a series of words of each text data in the dataset is an index. Forman [3] has
done a comparative study on the features selection matrix for text classification of the high
dimensional region, considering the support vector method for classifying binary class
problems, and found that the performance was increased with different features selection
metrics. Another contribution was the evaluation of methodology by selecting the combination
of preprocessing metrics as per the task and finding the chance of getting more accuracy. Garg
et al. [4] classified text to find out the opinion of the people on a particular product. The study
includes the collection of the latest tweet from Twitter API and filters the text data by
performing preprocessing techniques like useless word removal, and stemming without using
Deep learning methods. He proposes a model which is based on the multiple of the value of the
adverb instead of the sum of all the tweet sentiments. It also improves the mapping word for text
classification. Mineau et al.[5] propose a vector space architecture for the categorization of text
by using a new technique for determining weight features of the word called Confweight. The
very common technique in text classification is TFIDF; author discussed the learning process of
TC. Mihalcea et al.[6] studies text classification by considering the distribution of frequency of
words in any text document, dispersion with concentration and feature extraction. The study

Dr. Shraddha Prasad and Dr. Harmeet Kaur 68



Emerging Research in Science & Engineering ISBN: 978-81-19585-14-4

was to classify the Chinese text of a very large dataset collection of the real world.
Ozturkmenoglu and Alpkocak [16] examined three distinct lemmatizers in order to extract data
from a Turkish dataset. Their findings demonstrated that, even when only a small number of
terms are used in the system, lemmatization actually enhances retrieval accuracy. Gupta et al.
[17] investigated by combining partial lemmatization and stemming to form a model. The model
was tested on the retrieval of the Hindi language. When compared with the conventional ways,
their model produced considerable improvements.

3. REPRESENTING TEXT DOCUMENT

Usually, in a text document each word in a text data is represented in the vector form(x, c)
where x € R" is the vector space representation of the text sentence and ¢ is the determined class
label. Each dimension space is a representation of its features vector

and its assigned weight, which is calculated by the occurred frequency of each word in that text
sentence. This paper represents each text data of the entire dataset in document vector s as

| Cleaning Text Data |

Remove HIML Tagz |

: Tokenization

; il

; Stop Word |
i I

White Space ‘

| % pecial Character ‘

Fussanoud-aug

Stemming |
i

Representing Text Document l

. [
Lower case conversion | |
[

Figure 2 Steps for Text Pre-processing

3.1 Indexing Technique

The prime purpose of text document indexing is to enhance competency by extracting an
important set of words used to describe the text document. Indexing includes an appropriate set
of keywords which describe the whole text corpus and assign index weight to all the keywords
of each text, thus transforming all the text into the vector of all essential keyword weights. The
weight assigned to all the keywords is based on the frequency of particular words in a text
document and the number of texts using those words.

3.1.1 Term Weighting

In the text classification model, the representation of text is done in the form of a vector. An
important concept which determines the success and failure of the model in the task of text
classification is term weighting. Since each word has its importance at a different level in a text,
the assigned weight of each term associated is a vital indicator [8]

The three leading components which affect the consequence of the term in the context of text
are Term Frequency, Inverse Document Frequency and Document normalization [9]. Term
frequency is an assigned weight of each word that appears within a document, the weight is
determined by the frequency distribution of a particular word w presence in a text t. Term
frequency specifies the word's importance in a document. Inverse document frequency is
determined by dividing the number of words contained in that document by the document
containing that word in the whole corpus. It demonstrates word importance in the entire dataset
[10]. TF/IDF methods use both the technique TF and IDF for assigning the weight of the term.
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In text data classification TF/IDF idea is much more popular and the other entire weight-
assigning scheme uses the concept of the TF/IDF technique [11]. For a collection of sentence
'S, a word’t’, and a specific sentence s in S, the weight (w) is calculated by given equation 1.

ws = ft,s *log(| S|/ Ft,s) 1

Where f (Term frequency) denotes the number of times’t’ appears in a sentence’s’.
S| is dataset size

F (IDF) representing the number of sentences in which’s’ comes in S.

4. EXPERIMENT PROCEDURES AND RESULT

4.1 Dataset

The dataset in the experiment is WASSA-2017[18], which determines the emotion a tweet's
speaker is experiencing. The dataset contains collections of tweets labeled in four categories
fear, anger, sadness and joy in 6429 rows by using the best-worst scaling method. The
distribution of class labels is shown in Table 2 and the sample dataset with emotion label is
displayed in Table3.Dataset after applying common cleaning task is displayed in Table 4.

Table 2. Distribution of class in Dataset
Class Label Fear Anger Sadness Joy
No. of Records 2252 1701 860 1616

Table 3. Sample Dataset with Emotion label

index Tweet Emotion
4782 | @GenevievePerel3 @swifitwinner 13 WOW vou are calling fear
me bully be I correct a typo?C harsh

4708 {@alyssaxbeauty nightmare before Christmas fear

5880 I wanna go to blithe and read w the goats :({ joy

1984 Lets start there fear
5 My blood is boiling anger

Table 4. Dataset after applying common data cleaning technique

index Tweet Emotion
5889 wanna go blithe read goats jov

5 blood boiling anger
4782 | wow calling bully bc correct tvpo harsh fear
4708 nightmare christmas fear
1984 lets start fea

4.2 Techniques Comparison
Two different techniques are used in classification of textual data to judge the text data
preprocessing. The descriptions are given below in Table 5

Table 5. Pre-processing technique

Techniques Description
Technique 1 with This process is called stemming. In this process,
Stemming different forms of the same words are converted to

their original root word, which also makes the word
length smaller. By doing this the computational
time taken in the process is less.
Technique 2 with Lemmatization is similar to the steaming process,
Lemmatization but in the lemmatization process, it returns the
words in their dictionary form.
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To use the above-mentioned two techniques, the whole dataset was processed by common
filtering steps of text data and after that mentioned technique in table 5 was used. The defined
label class was stored and it was converted into the numeric value according to their type of
categories. The steps shown in figure 3 identify the used technique and the performance.

Dataset
r _________________ l ________________ -
| |
: Lower case Remove URL Special Character :
| |
| |
: HTML Tazs Remove Mentions Tokenizaion :
| |
: Blank Space Stop Words Remove Numbers | |
| |

Techniquel Technique?
With With
Stemming Lemmatiz ation

Clasafier (RINN)

Happiness Fear Joy

Figure 3 Selection of best performing preprocessing technique

The dataset pre-processed by using stemming and lemmatization technique is shown in
Table 6 and Table 7 respectively.

Table 6. Pre-processed using Stemming

index Tweet with Stemming Emotion
5889 wanna go blith read goat joy
5 blood boil anger
4782 | wow call bulli bc correct typo harsh fear
4798 nightmar christma fear
1984 let start fear
Table 7. Pre-processed using Lemmatization
Index Tweet with Lemmatization Emotion
5889 wanna go blithe read goat joy
5 blood boiling anger
4782 | wow call bully bc correct typo harsh fear
4798 nightmare christmas fear
1984 let start fear
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4.3 Performance Evolution

The experiment was conducted in a text-based document, which is divided into two sets the
training set and the testing set. In the training set the model identified the significant word
which describes the whole sentence and recast all documents in a collection of words. The
testing set is used to compare perform of the classifier. The model was designed by using Bi-
LSTM with an attention mechanism and the softmax function as an activation function. The
performance of the model's by using both the pre-processing technique was assessed using
standard performance metrics, which includes Mode accuracy, Precession, Recall and the
support of all the class label. Accuracy comparison by using technique 1 is given in the Table 8.
An accuracy comparison matrix of Technique-2 with lemmatization is displayed in Table 9.

Table 8. Accuracy comparison matrices of Technique-1 with Stemming

Class Precision | Recall | Fl-score | Support | Av. Accuracy
Jov 1.00 0.99 0.99 154

Anger 0.98 0.99 0.9%9 177 80%
Fear 1.00 0.99 1.00 118

Sadness 0.95 0.95 0.95 66

Table 9. Accuracy comparison matrices of Technique-2 with Lemmatization

Class Precision | Recall | Fl-score | Support | Av. Accuracy
Jov 0.98 0.98 0.98 144

Anger 0.99 1.00 1.00 170 07.86%
Fear 1.00 0.99 1.00 142

Sadness 098 0.95 0.97 59

From the above Table 8 and Table 9, it is observed that pre-processing has a great impact on the
deep learning method-based classification model. The result also reveals that preprocessing with
Lemmatization has somewhat more impact than stemming. The classifier obtained result proves
that preprocessing technique plays an important role in cleaning and providing significant data
to the classifier and simultaneously it increases the accuracy of the model.

S. CONCLUSION

In the text classification task, we extract important information from a given text data called
feature selection and try to find a statistical pattern from the given large dataset, which defines
the text data. Before the dataset is given to the model the dataset goes through different pre-
processing techniques such as removing stop words from the text, stemming the different words
to their original words, Lemmatization etc. This paper describes complete information for the
classification of text data preprocessing techniques and a comparison of the suitability and
accuracy obtained from two pre-processing techniques used in the model. It is to be observed
from the experiment that there is an impact of preprocessing technique in text classification
tasks in terms of accuracy.
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ABSTRACT

Automatic Emotion Recognition (AER) is one of important feature extraction system in advanced
deep learning where it is can extract the features of the face and the method based on KNN, Haar
Cascades and Convolution Neural Network (CNN). To code for better extraction features from face
we need proper training model and mathematical features and also, we need to have a better
prediction from operating system either it can be raspberry pi or windows OS. The purpose of this
paper is to make a automatic face recognition system via deep learning methodologies with
automatic recommendation system to play a music as per the emotion predicted by the machine like
(Happy, Angry, Surprise, Sad etc). As per the situation music recommendation one of the important
feature classification which is obtained from data science.

Keywords: Emotion Detection, Haar Cascade, Face Detection, Machine Learning

INTRODUCTION

Human face has infinity of Expressions’ used for many purposes like Acting, Educating people
etc, No words about it because it is essential to everyone to face another one. But how to detect
the expression by a machine or robot with the help of Al that is a challenge to human. Now it is
proposed idea called as Human Machine Interface i.e. a interaction between human & machine.
Which can identify the human emotion with Deep learning feature extraction system. This type
of technology is used for Security purposes in extraction important facial features and also used
for assistance purpose in the wireless gesture world through computer imaging technique. This
technology is commonly promoting towards android apps for feature extraction in medical
which is actually playing a vital role to understand the facial expression based on the medication
of drug evaluation and also checking the autistic children, those are unable to communicate
socially and scared to interact with people who are restricted to repetitive interests. This type of
applications can also be used for facial recognition system in Educational video which can
record and understand the facial expressions when teaching This proposed paper has real time
interface in image feature extraction, Some emotions can change the features or learn the
expressions by the children for better understanding. Let us consider a live example of Human
Interactive robot-like Sophia, Hanson Robotics and Various emotional robots which are actually
helping the old age with their expressions in daily life. Understanding human emotion and
giving a response by robots will be the next extent in daily life and success of human mankind
for successful innovation of robotics.

LITERATURE REVIEW

Over the last fifteen years, an excessive investigation has been completed to recognize emotions
by using speech statistics. Cao et al. [10] Many researchers have published there articles and
ranking SVM & KNN method great output in the accuracy for synthesize information about
emotion recognition to solve the problem of binary classification. This ranking method, instruct
SVM algorithms for particular emotions, treating data from every utterer as a distinct query then
mixed all predictions from rankers to apply multi-class prediction. Ranking SVM achieves two
advantage, first, for training and testing steps in speaker- independent it obtains speaker specific
data. Second, it considers the intuition that each speaker may express mixed of emotion to
recognize the dominant emotion.
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RELATED WORK

The research of this entire project was taken one year of time to understand the facial features
with computer vision Technology which can detect the features of eye and mouth with
geometrical representations the extractions of the features are totally dependent on principal of
mathematics. In the existing system the images classification only is happening with some facial
emotions like happy, sad, angry, fear, surprised, neutral, etc. Humans express millions of facial
expression where brain creates and understands the decision making skills. The same way how
brain is functioning now the machine perform the tasks with neurons understanding, each
neuron has a pre trained model called as epoch, if number of epoch are trained that may features
can be expressed by the machine. But there is some limitation in the real world because of high
computer accuracy need. So only some features can be extracted and expressed in the computer
vision. In this existing model two multiple machine learning algorithms were used KNN and
Haar Cascades which are dependent at the back end to perform the task in the easiest way. The
below gives the clear explanation of the KNN & Haar to understand about the research paper.

KNN

It states that K-Nearest Neighbors Algorithm. Which comes under the supervised learning
algorithm which makes classification or grouping of individual data points? Basically KNN is
used for regression or to solve classification problems in real life, example predicting the trouser
size by giving age and weight dataset, like same we are giving predetermined data set which
consists of Emotions like different class labels (happy, sad, angry, fear, surprised, neutral, etc
and then applied to the model then its starts predicting. By using KNN which recap the goal to
identity which class is near to the prediction score for given input face. That is why KNN is
called as distance matrix. The simple feature of KNN is transforming the data inputs into a
feature vectors. Then the algorithm process by distance between mathematical values of this
point. The Facial Emotion Recognition (FER) has four vital steps to proceed further. in the
early stage to detect the face in the image and draw rectangle contour around the face, the
second step detects land mark in the face region but the third step is about extracting spatial
features from the face by using computer vision then finally Feature extraction classifier takes
place and produce the recognized result, so the user will get the label on the contour.

Haar Cascades

Haar Cascade Technique is first introduced by Viola and Jones. Which is one of the finest
image processing model in the entire image and video processing’s. Which is backend
predicting model for open computer Vision because it is also known as computational object
detector.

Ml Ia"

Fig: Haar Cascade Object Detection Algorithm

Haar Cascades are used for locating the objects in the any images like (Nose, Eyes, Mouth etc)
with help of positive contains face and negative terminologies determines there is no faces in
the images. By this we can predict the statistical inference of emotion.
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CNN

Convolution Neural Network is a technique is a type of deep learning neural network concept
which has a various step of techniques flattens, pooling and 2D dimensionality method. Simply
to understand different layers Input layer, Hidden Layer, Output Layer. The data is fed into
model which is technically algorithm states that feed forward method. Then calculation of error
function will perform. If the error should be solved then we have to go for Back propagation.

Convolution Neural Network (CNN)

Input Output
Pooling Pooling Pooling
Horse
- Zebra
_________ Dog
SoftMax
Convolution Convolution  Convolution ’I\:Etr:‘?ﬁtg:ln
RelU ReLU ReLU Flatten
Layer
Fully
Feature Maps———————————> ——Connected——!
Layer
|| | | |
Feature Extraction Classification Probabilistic

Distribution
Fig: Convolution Neural Network

Working Operations

As we know that the entire project will be working on above two algorithms i.e., CNN and
HAARCASCADES, but the process of working model is represented by numbers that
corresponds to the pixels intensities. The procedure is to convert image into array from large
data sets converting the dimensions 48 X 48 Pixels, this process is to convert the image to
landmarks by using a library called Dlib. The frontal face detector is to detect rectangle contour
once the prediction is detected.

belhe\ C¢

4\_4-”' .=

(b) Face detection
& landmark detection

(c) Feature extraction (d) FE classification

(a) Input images

Fig: FER Steps to process the information

Deep learning based FER reduces the total dependency of external pre processing techniques by
configuring end to end images. Landmarks in the faces are very crucial parts in facial
recognition. With the help of Dlib library which uses a technique called Maximum Margin
Object Detector ( MMOD) with CNN based features , this is because of large amount of data
has been trained. This library also has a unique functionality called Frontal Face Detector we
can used to find the coordinates of the face as below figure.

Dr. Shraddha Prasad and Dr. Harmeet Kaur 76



Emerging Research in Science & Engineering ISBN: 978-81-19585-14-4

o 1 24 "3 o
ik
& p = 3 =5 = dd = 4
et 1 “lM--l
L] =
L -
o7 -
M5 3 3 5 B -
1
5 sy *K
+ WG =5 [
i s nlg 81 +fa pl
0 gy w08
s i = 13
1 M gy "N

Fig: Facial Landmarks
Once the contour has been detected with a particular label like Happy, Angry, Surprise, Sad etc.,
now the recommendation engines searches the back operating system files to play a music based
on emotions detected with the help of an important library called it as “Play Sound”, So these
helps to detect the virtual emotions of a person to overcome the situational stress or sadness or
any other situations and provides the music, which helps the person in handling the particular
moment and gives an instant relief or the happiness based on the virtual emotions.

Software Requirements Specification

The proposed system has many open-source software environments to write a program and
develop algorithm but we selected a certain software called PYTHON 3.7.8 which has ability to
multi task the computer vision for getting required output. The total project has to dependent on
camera quality but not on the algorithm, the proposed software has a Graphical User Interface (
GUI) which is easy to use for the public the user can also follow the computer requirements to
reach the expectations of the project else the proposed system may causes abruptly crashing the
system. The below supporting libraries are mandatory to get the output of the project ( dlib,
cv2, One-hot Encoder, Math, numpy). The same procedure can be used in Raspberry pi to get
hardware-based outputs.

System Testing with Experimental Results:

Before we see the results, there is some important things to understand how testing and
troubleshooting takes place. Firstly the user requires some prior steps to start the project. In the
begin of the step it process the images with pre-determined data set called “Test ” and “Train”
this helps for the cross validation in this each dataset is having 7 predetermined labels Happy,
Angry, Surprise, Sad, fearful, disguised, neutral. With the help of test dataset and train dataset
applied training for machine with help of CNN algorithm. In this it takes 458 epoch’s one epoch
takes time for completing 20 minutes for deep training of neurons. The next step is Test the
Emotion in different types of facial features.

Fig: Emotion- Happy Fig: Emotion- Angry Fig: Emotion- Neutral
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Final Predicted label:
The below table is predicted label
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Fig: Final predicted Table Fig: Predictable Score for accuracy

From the above tables. The accuracy talks about how many times the machine learning model
was correct in overall training and recall talks about how many times the model was able to
detect a specific category.

CONCLUSION AND FUTURE SCOPE

In the proposed paper we reviewed and developed a CNN algorithm for predicting the output
based on Facial Emotion Recognition (FER) with a high-level accuracy detection with predicted
table. This might help the user to predict which emotion it is. In future the application can be
interfaced for robot in real world environment for interacting with public.
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ABSTRACT

This paper explores the use of sentiment analysis for product and service evaluation
and its future scope. The paper provides an overview of the differentapproaches and
techniques used in sentiment analysis and the challenges and limitations of each
approach. This paper also discusses how sentiment analysis can be used to extract
and analyze customer reviews, surveys, and social media posts automatically.
Lastly, the paper examines the prospects for sentiment analysis for product and
service evaluation and its potential growth and expansion. It emphasizes the
importance of sentiment analysis in improving customer satisfaction and enhancing
brand reputation.

INTRODUCTION

Businesses face the challenge of comprehending and evaluating customer sentiments
regarding their products and services in the digital age, where information flows
abundantly across numerous platforms. Influencing business strategies, enhancing
customer satisfaction, and enhancing brand reputation alldepend on the opinions
and feedback of customers. Consequently, sentiment analysis has become a useful
tool for automatically extracting, analyzing, and interpreting sentiments from social
media posts, surveys, and customer reviews.

The goal of this research paper is to provide an overview of the various methodsand
approaches used in the field of sentiment analysis for product and service evaluation.
The purpose of this paper is to identify potential areas for advancement and
improvement by examining the difficulties and limitations associated with each
approach.

The paper starts by presenting the idea of feeling investigation, otherwise called
assessment mining, which includes the extraction and examination of opi nions,
feelings, and emotional data from printed information. It emphasizes the
significance of sentiment analysis in gaining an understanding of customer
perceptions, preferences, and opinions, which ultimately enables businesses tomake
decisions based on accurate information.

The paper then investigates a variety of sentiment analysis methods, including
lexicon-based approaches, natural language processing (NLP), and machine learning
algorithms. The advantages, disadvantages, and applicability of each method to
product and service evaluation are discussed.

The difficulties of sentiment analysis, such as the presence of sarcasm, ambiguity, and
context dependence in textual data, are also examined in thispaper. Moreover, it
resolves the issue of area transformation, where feeling investigation models
prepared on one space may not perform well on anotherarea.

The paper shows how sentiment analysis can be used to automatically extract and
analyze customer reviews, surveys, and social media posts to show h ow itcan be
used in practice. By utilizing opinion examination procedures, organizations can
acquire significant bits of knowledge into consumer loyalty, distinguish areas of
progress, and answer immediately to client criticism.
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The paper also looks into the potential applications of sentiment analysis for product
and service evaluation in the future. It discusses the integration of cutting-edge Al
technologies like deep learning and multimodal data analysis, as well as the
potential growth and expansion of sentiment analysis techniques.

In general, the significance of sentiment analysis in enhancing customersatisfaction
and brand reputation is emphasized in this research paper.

Businesses can meet customer expectations and remain competitive in a dynami c
market by using sentiment analysis to gain actionable insights and make data - driven
decisions.

LITERATURE REVIEW

The first to use machine learning models to classify sentiment was Pang, Lee, and
Vaithyanathan. For sentiment analysis on unigrams and bigrams of data, they used
the Naive Bayes, Max Entropy, and Support Vector Machine models [6]. The best
results were obtained in their experiment when SVM was combined with unigrams.
Using data from numerous sources, Mullen and Collier used SVM to perform
sentiment classification [7]. Their work showed that utilizing mixture SVM with
highlights in view of Osgood's hypothesis [ref.] the best results were achieved. This
method was effective, but it did not give enough weight to more contextual
classifications, and the overall result was greatly diminished because of this domain
variability. Their proposedmethod had an accuracy rate of 86.6 percent, which needs
to be greatly improved.

Zhang developed a computational model to investigate the properties of reviews
linguistics [8] in order to evaluate its usefulness. Support Vector Machine (SVM)
calculation was utilized for order. Zhang presumed that the nature of survey is great
assuming it containsboth emotional and objective data.

However, the use of a fuzzy search technique for opinion mining caused the analysis
to be only 72% effective, leading to a significant issue whenever a word was
misspelled. Efthymios et al. under-went opinion investigation on Twitter messages
involving different highlights for characterizations N-gram include, vocabulary
include, POS highlight. Their work was basically subject explicit andaccomplished
an exactness of almost 80% and furthermore presumed that POS highlight reduces
precision level [10]. Negation handling techniques were used in sentiment analysis
by Farooq, et al. [9].

In their experiment, they looked at how syntactic and diminishing negation words
affected one another. They accomplished a normal precision pace of 83.3%.

In order to determine which words or phrases are positive or negative in a general
context, sentiment analysis approaches frequently require resources such as
sentiment lexicons. A manually compiled resource, General Inquirer [11] is
frequently utilized in sentiment analysis.

Hatzivassiloglou and McKeown [12] were the first researchers to use machine
learning to create a lexicon of sentiment terms, and their work laid the groundwork
for automatic acquisition of the polarity of sentiment words and phrases. The polarity
of sentiment words can be learned using a variety of methods. Riloff, Wiebe, and
Wilson [15] focused on nouns, while Riloff and Wiebe [16] extracted linguistic
patterns from subjective expressions. Wiebe [13] and Turney [14] studied the
extraction of adjectives and adjectival phrases.
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Riloff, Wiebe, and Wilson [15] focused on nouns. Qiu and others 17] proposed a
propagation method for assigning polarity to a large number of sentiment words.

METHODOLOGY

1) Methods based on dictionaries
In this approach, a seed list of words with known prior polarity is generated. The
seed list is then expanded by iteratively extracting synonyms or

antonyms from WordNet 1 and other online dictionary sources. Two seed lists
containing both positive and negative verbs and adject ives were manually created by
Kim and Hovy [31]. The synonyms and antonyms of thewords on the seed list were
then extracted from WordNet and placed on the appropriate list, with synonyms on
the same list and antonyms on the opposite.

How the new, unseen words interacted with the seed list determined the words'
sentimental strength.

Both positive and negative opinion qualities wasfigured for each word and their
general extents was thought about. Kamps et al. [ Based on WordNet lexical relation]
32]estimated the semantic direction of words. They gathered words and every one of
their equivalents in WordNet, for example expressions of a similar synset. After that,
an edge - connected graph of synonymous word pairs was created. The word's
relative distance from the good and bad seed terms was used to determine its
semantic orientation. The distance was the length of a most brief way between two
words wi and wj.

The absolute value indicates the strength of the orientation. The polarity classification
is not domain-specific, which is a disadvantage of the dictionarymethod. For instance,
"unpredictable" is a good word to describe a movie plotbut a bad word to describe a
car's steering [25].

D. Feature-Based Sentiment Analysis

In areview, the author discusses a product's benefits and drawbacks. Even though the
overall opinion of the product may be positive or negative, the reviewer may like some
features and dislike others. Sentiment classification atthe sentence or document
level does not provide this kind of information.

Consequently, highlight based assessment feeling examination [22, 23, 24] is
required. This includes separating item highlight and the relating assessment on it.
Intuitively, one could believe that item includes are communicated by things and thing
phrases, yet not all things and thing phrases are item includes. By removing only base
noun phrases, definite base noun phrases (noun phrases preceded by the definite
article "the"), and beginning definite base noun phrases (definite base noun phrase
at the beginning of a sentence followed by a verb phrase), Yi et al.[29] further
restricted the candidate words.

A sentiment pattern database is used to determine the target and final polarity of
each sentiment phrase that is detected.

FUTURE PERSPECTIVES AND CHALLENGES

Feeling examination, otherwise called assessment mining, is an important devicein
understanding and dissecting individuals' perspectives, feelings, and suppositions in
printed information. Even though sentiment analysis has come along way in recent
years, there are still issues and opportunities for the futurethat need to be addressed.
A few examples:
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Understanding the Situation: Systems for sentiment analysis need to learn more about
language nuances and context. Depending on the surrounding text, culturalreferences,
or specific domains, the same words may have distinct meanings. In order to accurately
interpret sentiment, future developments ought to concentrate on incorporating
contextual understanding.

Managing Irony and Sarcasm: Models for sentiment analysis are challenged by
sarcasm, irony, and other figurative language. A deeper comprehension of the speaker's
intention and the social context underlying these expressions is frequently required. It
will be crucial to develop models that can effectivelydetect and interpret these nuances.

Adaptation to the Domain Opinion investigation models prepared on one space may not
perform well when applied to another area. Adjusting opinion examination to various
ventures, like medical services, money, or online entertainment, requires specific
models or move learning strategies to accomplish exact outcomes. Future endeavors
ought to zero in on building space explicit feeling examination models or techniques
for viable area transformation.

Multilingual and Multifaceted Investigation: Although sentiment analysis is
primarily developed for English text, its global applicability necessitates its expansion
to other languages. Due to linguistic variations, idiomatic expressions, and cultural
biases, analyzing sentiment across various languages and cultures presents additional
challenges. Future points of view inclu de creating multilingual feeling examination
models and representing social contrasts in opinion understanding.

Data Bias Management: Large datasets are used to train sentiment analysis models,
which can introduce data biases. Data collection methods, ann otation processes, and
social and cultural biases embedded in the training data are allexamples of sources of
bias. Guaranteeing reasonableness and moderating predispositions in feeling
examination models will be vital for building more solid and fair-minded frameworks.

Sense of Emotion: Feeling examination normally centers around good, pessimistic, or
impartial opinion, yet feelings are more assorted and complex.Emotion detection could
be incorporated into sentiment analysis in the future, allowing for a deeper
comprehension of people's emotional states. This can include perceiving feelings like
joy, misery, outrage, dread, or shock notwithstanding opinion extremity.

Analyses in real time: Real-time sentiment analysis becomes essential as the volume and
velocity of data generated on social media platforms continue to rise. Creating productive
models and methods that can deal with the high velocity information stream and give
ongoing feeling investigation will be basicfor ideal experiences and navigation.

Ethical and Privacy Concerns: Feeling examination includes dissecting clients'
perspectives and opinions from their literary information, which raises protection
concerns. Future advancements ought to zero in on tending to these worries and
guaranteeing that feeling examination frameworks comply with moral rules and regard
client protection privileges.

Generally, the fate of opinion examination lies in working on relevant grasping,
representing social and phonetic variety, tending to predispositions, consolidating
feeling identification, and growing continuous and security cognizant arrangements.
Defeating these difficulties will prompt more exact, solid, and adaptable opinion
examination frameworks.
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ABSTRACT

The necessity of water for mankind is universally known. Water is abundantly available on
Earth with around three-fourths of it being covered with water. However, the thoughtful
concern is due to the ever increasing water pollution and dwindling fresh water reserves. The
pollutants and contaminants are surging high in volume and variety due to which fresh drinking
water is now up to a threatened level. As such the study on the dimensions and diversities of
approaches for procuring pure water is of prime importance. As the problem increase, it is a
call to the research community to come up with easy and affordable solutions for the mankind
to continue the flow of fresh and clean drinking water.

This paper summarizes the current prevailing situation in context to the various dimensions of
water purification. It also puts forward a comparative study of the various purification methods
and how they have evolved with ages. Furthermore as the variety and toxicity of the impurities
is on the increase, it is obvious that the purification methods also need to upgraded to combat
the threats. This paper additionally introduces the plasma technology for water purification and
states its advantages over other common and traditional methods in practise till date.

Keywords: Water purification, Pollutant, Plasma technology

1. INTRODUCTION

We all are really blessed to be a part of the Earth Planet! It is well known that of the World’s
total water supply of about 332.5 million m’ of water, over 96% is saline. Water (chemically,
H,0) is a natural resource of earth and though about 70% of earth’s surface is covered with
water, only 3% of it is consumed for drinking purpose. It must be the first priority to all human
beings to conserve water for ourselves as well as the future generation.

According to WHO, nearly a billion people lack access to clean drinking water and estimated
500 million die each year from diseases associated with contaminated sources. Freshwater is a
scarce commodity making up only 2.5 % of total water present on earth. Recently, the use of
photo catalysis for the treatment of a variety of pollutant such as dyes, pharmaceuticals, and
various endocrine disrupting compounds are rapidly increasing. The advantages of activation
oxidation process is that it can completely mineralise recalcitrant pollutant into simple
compound that are begin or can be processed by natural mechanism to harmless constituents.
Increasing global demands for potable water supply and waste water treatment have driven
extensive research, development and application of water treatment technique. Currently, water
treatment membranes are commonly composed of microfiltration, ultrafiltration, nano-filtration,
reverse osmosis and forward osmosis, based on different pore sizes and operational pressure.
Membrane based filtration process, is one of the most active separation and purification
technologies. The presence of organic pollutant has given rise to serious concern for aquatic life
and public health. There are more than 10000 different pigments and dyes used by industries
and more than 0.7million tons of dyes are synthesized annually worldwide.

One of the innovative and environmentally safe methods for the preparation of nano-sized
compounds is the use of plasma discharge of various configuration: plasma discharge generated
between the electrodes immersed in a liquid at gas liquid phase interface at reduce pressure,
plasma at atmospheric pressure in the interaction with the liquid. Among plasma chemical
discharge, contact no equilibrium low temperature plasma is the most the promising application.
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Plasma Technology helps in the improvement of efficiency of disinfection and sterilization
method against various micro-organism. Plasma in contact with liquid generates the host of
reactive species that attack and ultimately mineralize contaminant in a solution.

The different types of water resources are: Salt water resources, Ground water resources,
Surfaces water resources and Fresh water resources.

Some Traditional methods to purify water are as follows:

e Boiling: At high temperature, it can kill microorganism and pathogens and results in 100%
pure water after three minutes of boiling

o Distillation: Converts raw water by boiling into steam and after few seconds, gets cooled
down and purified water can be achieved.

e Chemical Disinfection: Achieved by adding disinfectant like chlorine, chlorine dioxide
ozone, copper, silver ionization or bromine into water so as to kill microorganism

o Filtration: also known as Universal method of purification, helps to remove contaminant or
to separate suspended particles and bacteria, algae, viruses from water and also reduces
bacterial content by 98-99%, turbidity by 50 PPM to 5 PPM and colour to colourless

o Ultraviolet Light: Wavelength of UV ranges in between 200-400nm and kills bacteria and
viruses by destroying molecular bond that hold their DNA together.

2. WATER RESOURCES IN INDIA

Water resources in India include information on precipitation, surface and groundwater storage
and hydropower potential. India experiences an average precipitation of 1,170 millimeters
(46 in) per year, or about 4,000 cubic kilometers (960 cu mi) of rains annually or about 1,720
cubic meters (61,000 cu ft) of fresh water per person every year.

India accounts for 18% of the world’s population and about 4% of the world’s water resources.
One of the solutions to solve the country’s water woes is to create Indian Rivers Inter-link.
Some 80 percent of its area experiences rains of 750 millimeters (30in) or more a year.
However, this rain is not uniform in time or geography. Most of the rains occur during
its monsoon seasons (June to September), with the northeast and north receiving far more rains
than India’s west and south. Other than rains, the melting of snow over the Himalayas after the
winter season feeds the northern rivers to varying degrees. India harnessed 761 cubic kilometers
(183 cu mi) (20 percent) of its water resources in 2010, part of which came from unsustainable
use of groundwater

600
WATER RESOURCES POTENTIAL

Gy 992
500 of
RIVER BASINS OF INDIA
400
200 286
250
200
1105
00 733 y bg3 781 659 ioag
4 s 484 ﬁ % 0 ass
. : 214 35 124, xss- 6369 -249145
0 l s Bl b33 3319 ==

o « & &
J%ﬁf’%f&f@f‘f@f*’?@fﬁf\@f
& & o x
&
W Average Water Resources Potential (BCM) M Utilisable surface water resources (BCM)

Figure 1: Comparison of water potential and its utilization of Indian Rivers
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As we know, the natural resources of water include rain water as well as the rivers which are
well spread across the territory of India. The figure shows the contribution of few main rivers of
India in terms of resource potential but interestingly, the entire water content is non-utilizable
and we can see that only a fraction of it can be utilized for our domestic purpose.

3. WATER USAGE
Irrigation by far is the largest user of India’s water reserve with hooping usage of 78% of total
water reserve, followed by domestic sector (6%) and industrial sector (5%)(PIB 2013).

National Commission on Integrated Water Resources Development (NCIWRD) the irrigation
sector alone is going to need additional 71 becm by 2025 and 250 becm of water by 2050
compared to the demands of 2010 (Press Information Bureau 2013).

Ground Water is also a major source of drinking water in urban and rural India. 45% of total
irrigation and 80% of domestic water come from ground water reserve.

States like DL, PN, HR, UP over exploitation of ground water has led to water scarcity. States
like RJ, GJ arid climate leads to water stressed condition, while in TN, KA, AP poor aquifer
properties are responsible for water scarcity. Other reasons being increasing population
pressures, industrial growth and unprecedented pace of urbanization.

4. HOW SAFE IS OUR WATER?

About 70% of surface water resources in India are polluted. The major contributing factor for
water pollution are wastewater from different sources, intensive agriculture, industrial
production, infrastructure development and untreated urban runoff. Everyday 2.9 billion liters of
waste water from industrial and domestic sources are dumped into the river Ganga without
treatment.

According to WHO, Half of India’s morbidity is water related. Waste management has not been
as efficient as required to manage increasing volume of waste generated daily in India,
especially in cities. Municipal wastewater treatment capacity developed so far in India accounts
for only 29% waste generated in urban habitations having population more than 50,000 and the
gap is projected to increase. Domestic effluents contribute a substantial proportion of water
pollution in India. More than 70% of domestic untreated effluents are disposed-off to
environment.

5. GLOBAL WATER RESOURCES
Key findings of the Global water resources report:

The report underlined that large parts of the world were drier than normal in 2021 with
cascading effects on economies, ecosystems, and our daily lives.

The year saw precipitation patterns largely influenced by climate change and the La Nina event.
The general observations in the report are:

The area with below-average stream flow was approximately two times larger than the above-
average area, in comparison to the 30-year hydrological average. Annual glacier runoff
increased initially due to the melting of glaciers until the turning point called peak water is
reached after which the runoff declines. 74% of all-natural disasters between 2001 and 2018
were water-related. 6 billion people face inadequate access to water at least a month per year
which is expected to reach 5 billion by 2050. The continued melting of glaciers shows a clear
trend toward an acceleration of mass loss on multi decadal timescales. It highlights the lack of
accessible verified hydrological data.
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6. RURAL AND URBAN SOURCES OF POLLUTION

According to UNESCO 2021 World Water Development Report, about 829,000 people die each
year from diarrhea caused by unsafe drinking water, sanitation, and hand hygiene, including
nearly 300,000 children under the age of five, representing 5.3 % of all deaths in this age group.
Water takes large amount of pollution from different sources, including, industrial discharge,
mobile sources (cars/trucks), residential wastewater, Trash and polluted storm water runoff
urban landscape. Urbanization heavy use if detergent, pesticides and fertilizer, and deforestation
are all typical source of water pollution. In rural areas, include run-off from agriculture land
containing substance including pest control product, animal medicine, sewage sludge and
manure, incorrect waste pipe connection, Run-off and leaching from contaminated land.

Agriculture practices (A) Industrial wastewater (B) Urban activities (C)

or anthropogenic sources of water pollution

Sources of
surface water and
groundwater pollution

Direct or indirect wastes
discharge in water resources

Receptor
polluted

groundwater Polluted water

Figure-2 Sources of ground water and surface water pollution

The flowchart of sources of water pollution has been discussed below:

Sources of water pollution

Natural Anthropogenic
+ 4
Same in Rural and Urban Areas Rural Areas Urban Arcas
-Geology of rocks -Agricultural activities -Industrial discharge
. ~-Run-off from ci iizati
-Climate change croplands -Channelization
-Natural disaster -Barnyard and feedlots -Municipal discharge

-Construction site
-Mining operation
-Atmospheric -Sewage discharge -Land use/Land cover
deposition -Wasteland application change

and storage facilities
-Timber harvesting
-Pastureland (Poultry
farming)

-Washing clothes,
vehicles, bathing of
animals in water body

-Weathering of rocks -Landfill sites

-Septic system and
livestock waste in
residential area

Figure 3: Classification of rural and urban pollutants
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7. METHODS OF PURIFICATION OF WATER IN INDIA
The following are the methods of purification of water:

1. Disinfection: It’s a process of eliminating many or all pathogenic microorganism except
bacterial spores on inanimate objects.

2. Catalysis: In catalyzed water, minerals particles repel each other & lose their ability of
adhesion.

3. Community-scale atmospheric water harvesting: there is a tremendous opportunity in
atmospheric water harvesting to help improve access to clean drinking water.
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———— Community-
Community-acels P eaan s (‘J Wom scale
atmosphecic wates | NS P
harvesting | Cotelysis
o .'.',\\ . ) :___ removal L.
\ /T TI0,-assisted -,
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e ‘ —— photocatatysis
i St e
An atmospheric m M——-‘M -—---.-
tinryestion .

water gererator wan S
& capacity of = = . Nanoparticle -based
400 Inters per day t 3 *

. Viyiadal i otk ﬁ ” arsenic filtration

Figure 4: Methods of purification of water

8. MODERN METHODS OF PURIFICATION

e The Use of Nanotechnology: This technology uses titanium dioxide nanotechnology. This
process eliminates bacteria and other toxins in water. It also helps break down unrefined
compounds with the help of ultra violet rays. The nanotechnology method does not however
use the polymer-based water treatment membrane. This method is very affordable and easy
to apply. It is also environmentally friendly because it helps reduce the buildup of
microorganisms known to grow rapidly on drenched surfaces.

Figure 5: Use of nanotechnology for water purification
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e The RO Purification: RO purification which is commonly known as reverse osmosis is one
of the most used method of water treatment. This process involves the use of membrane
technology which allows it remove dissolved salts and other impurities in water. This
membrane has extremely fine pores which allow only water to pass through. The water
leaves behind all the poisonous substances in the water.

=1 | ]

LU

Figure 6: Use of RO for water purification

e UV Purification: This is also known as the e-boiling method. This water purification
method uses ultra-violet light to help kill bacteria and other harmful substances in the water.
The purifier contains a minute mercury lamp which manufactures diminutive wave UV
radiations. The radiations function by irradiating the water and piercing through the cells of
the microorganisms and viruses. This in turn destroys their capability to reproduce. This
method however requires other filtration processes because the dead germs remain in the
water until a separate filter is introduced to help remove the dead germs physically.

Figure 7: Use of UV for water purification

e Acoustic Nanotube Technology: This technology was developed by NASA’s Johnson
Space Centre to help in water purification. The Acoustic Nanotube Technology gets rid of
the contaminants in the water by using a sieve which is normally surrounded by tiny
diameter nanotubes. They help push the water away from the contaminants hence allowing
you collect purified water separately.
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Figure 8: Use of Acoustic Nanotube technology for water purification

e SunSpring System: This is a water purification system that helps distil up to 5,000 gallons
of drinking water in a single day. It uses a battery that solely runs on renewable energy. It is
environmentally friendly and also a cost efficient method.

Figure 9: Use of Sunspring system for water purification

9. PLASMA TECHNOLOGY WATER PURIFICATION

Plasma technology water purification is a new water treatment technology developed according
to the trend of industrial water use in the 21st century. It is effective, efficient, scalable, versatile
and customizable. These technologies must be able to adapt to new contaminants, reduce energy
consumption, maintain or improve the proportionality between power and flow, demonstrate
various flow capacities, minimize the transformation of existing infrastructure, prepare for
imminent regulations, and tailor chemistry to site-specific requirements.
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(Ionization of working gas)
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| (Diffusion of surrounding gas with plasma)
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interface " OH, H,0,, O, Tcrl_iary reactive sp«r‘cics
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Target (solid or liquid)
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Figure 10: Use of plasma technology for water purification
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Figure 11: Plasma treatment for water purification

New methods of water treatment by plasma must have all the above-mentioned properties and
pose the least risk to public health. NTAPPs and their chemical reactions release energy and
reactive chemical species that can kill bacteria and microorganisms, resulting in the disinfection
of water. The advantage of this technique is that it can be performed in ambient air under
atmospheric pressure without a vacuum system.
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Figure 12: Use of plasma technique for bacterial treatment of water

The existence of organic pollutants in water has caused substantial concern owing to the adverse
effects on the environment and human beings. The elimination of pharmaceutical components in
water using NTAPP has gained significant attention due to the occurrence of these contaminants
in surface water and occasionally even in drinking water. Industrial pollutants in contaminated
groundwater generally release volatile organic complexes, such as m-xylene and toluene, into
the neighbouring regions. Several pharmaceuticals have been observed in above-ground
water and groundwater, including streams. Figure 13 depicts the application of NTAPP for
pharmaceutical component degradation in water. AntibIOTics, as one class of pharmaceuticals,
are widely studied due to the development of bacteria with antibIOTic resistance. Their
oxidative elimination by plasma is quite beneficial; nonetheless, mineralization has been
confirmed to be moderately slow. Based on the determined oxidation intermediates, researchers
have suggested that the main degradation mechanism relies on OH radical attacks, subsequent
hydroxylation, and the damaging of molecular bonds, which leads to mineralization. Reports on
the application of NTAPP to remove antibIOTics such as atenolol, verapamil, and
enalapril have been published.
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Figure 12: Use of plasma technique for pharmaceutical treatment of water

10.CONCLUSION

Our planet Earth has provided us immense reasons to enjoy and sustain a comfortable life. It is
now the duty of its inhabitants to nurture its resources with care and creation. The intellectuals
need to gear up on war footing and put forward newer and effective solutions to the problems
which keep brimming up.

Pure drinking water is one of the prime necessities of life and it must effectively reach all the
sections of people.

Our study proposes to make important contributions in the arena of water purification and
suggesting effective models to sustain the goal universally utilizing plasma techniques for
analysis of the polluted water and will experiment on the variation of input parameters for
desired output.

We hope to gratify the needs and necessities of the mankind by operational and optimal
solutions and use our expertise for satisfactory implementations.
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ABSTRACT

Open-Source Intelligence (OSINT) has become an increasingly important tool for gathering and
analysing open-source information in a variety of domains, from business and marketing to
national security and law enforcement. This paper explores the power of OSINT by examining
its various techniques, tools, and applications. We begin by providing an overview of OSINT
methodologies, including web scraping, data mining, and social media analysis and explore
specific tools and platforms used in OSINT analysis, such as Maltego, Hunchly, and Social-
Searcher. Next, we discuss the legal and ethical considerations of OSINT gathering and
analysis, and offer suggestions for best practices in this field. Some existed case studies of
application of osint are highlighted. This paper deals with a review on current trends and future
directions in OSINT, such as the impact of artificial intelligence and machine learning on
OSINT methodologies. Overall, this paper aims to provide a comprehensive overview of OSINT,
and to demonstrate the value of this powerful tool for open-source information.

Keywords: OSINT, Al, ML, Data Mining, Web Scraping, GAL

INTRODUCTION

In today's digital age, the volume and variety of information available online has grown
exponentially. From news articles and social media posts to public records and government
reports, there is an overwhelming amount of data that can be accessed and analysed with the
right tools and techniques. Open-Source Intelligence (OSINT) has emerged as a powerful and
versatile tool for gathering and analysing this open-source information, providing valuable
insights into a range of domains, from business and marketing to national security and law
enforcement.

OSINT is an emerging discipline that involves the collection, analysis, and dissemination of
information that is available to the public. This information can be gathered from a variety of
sources, including the internet, social media, news outlets, and public records. OSINT analysts
use a range of techniques and tools to gather and analyse this information, from web scraping
and data mining to social media analysis and geolocation tracking. The goal of OSINT analysis
is to extract valuable insights from this open-source information, such as patterns and trends in
public opinion, potential security threats, or emerging market opportunities.

OSINT (Open Source Intelligence) diagram:
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Analyst: The person who is responsible for analysing the information gathered from the OSINT
system.

OSINT System: This is the system that collects, processes, and analyzes open-source
intelligence.

Social Media: This includes information gathered from social media platforms such as Twitter,
Facebook, Instagram, etc.

Public Records: This includes information gathered from public records such as court records,
property records, government documents, etc.

Online Sources: This includes information gathered from various online sources such as blogs,
forums, websites, etc.

Overall, an OSINT diagram shows how the different sources of open-source intelligence are
integrated into the OSINT system, which is then analysed by an analyst to provide actionable
intelligence.

Various authors ([1],[2],[31,[4].[5]) have worked in the area of OSINT.

In this paper, our aim to explore the power of OSINT by examining its various techniques,
tools, and applications.

Types of OSINT
There are several types of OSINT. Here are some of the main categories:

1. Web-based OSINT: This involves gathering information from publicly accessible
websites, social media, and other online sources.

2. Geospatial OSINT: This involves using satellite imagery, maps, and geographic
information systems (GIS) to gather information about specific locations.

3. Media OSINT: This involves monitoring news media, including traditional media outlets
and online news sources, to gather information on events, trends, and issues.

4. Financial OSINT: This involves analysing financial data to identify trends, risks, and
opportunities related to companies, markets, and industries.
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5. Technical OSINT: This involves analysing technical data, such as network traffic, software
vulnerabilities, and system logs, to identify security threats and vulnerabilities.

6. Legal OSINT: This involves gathering information related to legal issues, such as court
cases, public records, and legal databases.

7. Human OSINT: This involves gathering information through human sources, such as
interviews, surveys, and focus groups.

Overall, OSINT techniques can be used in combination with one another to gather a broad range
of information and insights.

ADVANTAGES AND DISADVANTAGES

Advantages of OSINT
1. Cost-effective: OSINT is relatively low cost and does not require significant investments in
specialized equipment or technology.

2. Broad range of sources: OSINT can be obtained from various sources such as news
articles, social media, blogs, and other publicly available information sources.

3. Timely: OSINT can be collected and analysed in real-time, allowing for rapid response and
decision-making.

4. Increased Accuracy: OSINT can provide a high level of accuracy and reliability, as it draws
on multiple sources of information.

5. Accessibility: OSINT is accessible to anyone with an internet connection, making it a
valuable tool for both individuals and organizations.

6. Provides a Global Perspective: OSINT can provide a global perspective on events, issues,
and trends, allowing for a more comprehensive understanding of the situation.

7. Supports Decision-Making: OSINT can provide valuable insights and information to
support decision-making processes in various domains, such as security, business, and
policy.

8. Enhances Situational Awareness: OSINT can help enhance situational awareness by
providing real-time updates on events and situations.

9. Helps Identify Emerging Threats: OSINT can help identify emerging threats and trends
that may not be apparent through traditional intelligence gathering methods.

10.Improves Public Accountability: OSINT can help hold governments and organizations
accountable by providing transparency and access to information that may otherwise be
hidden.

Disadvantages of OSINT
1. Limitations in Data Collection: OSINT is limited to information that is publicly available
and can be accessed through the internet.

2. Reliability: The accuracy and reliability of OSINT information can be affected by the
quality of the source, the bias of the author, and the timeliness of the information.

3. Ethical Concerns: The collection and use of OSINT data can raise ethical concerns related
to privacy, confidentiality, and data protection.

4. Overwhelming amount of data: The volume of OSINT data available can be
overwhelming and difficult to manage and analyse, requiring specialized skills and
technology.
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5. Interpretation Challenges: OSINT data can be difficult to interpret, requiring expert
knowledge and skills in data analysis and intelligence gathering.

6. Quality and relevance issues: OSINT can be of varying quality and relevance, making it
difficult to identify accurate and actionable information.

7. Data Overload: The sheer volume of data available through OSINT can lead to data
overload, making it difficult to manage and analyse effectively.

8. Security Concerns: The collection and use of OSINT data can raise security concerns, as it
may be possible for malicious actors to use this information for nefarious purposes.

9. Limited access to sensitive information: OSINT is limited to publicly available
information and may not provide access to sensitive information, such as classified or
proprietary data.

10.Language and Cultural Barriers: OSINT data may be in a different language or cultural
context, requiring specialized skills and knowledge to interpret and analyse.

OSINT Methodologies

Open-Source Intelligence is a methodology that involves the collection, analysis, and
dissemination of information from publicly available sources. Here are some of the common
methodologies used in OSINT:

1. Searching: This involves using various search engines, websites, and other online resources
to find information related to the investigation.

2. Social Media Monitoring: This involves monitoring social media platforms like Facebook,
Twitter, and Instagram for information related to the investigation.

3. Data Mining: This involves using data mining techniques to analyse large volumes of data
to identify patterns, relationships, and other relevant information.

4. Link Analysis: This involves analysing the relationships between people, organizations, and
other entities to identify connections and patterns.

5. Geolocation: This involves using geolocation tools to identify the location of a person,
organization, or event.

6. Dark Web Research: This involves researching the dark web for information related to the
investigation.

7. Forensic Analysis: This involves analysing digital evidence such as emails, images, and
other files to gather information related to the investigation.

8. Human Intelligence: This involves gathering information from human sources, such as
interviews with witnesses or experts in the field.

9. Satellite Imagery Analysis: This involves analysing satellite imagery to gather information
related to the investigation.

10.Public Records Searches: This involves searching public records, such as court records,
property records, and business registrations, to gather information related to the
investigation.

11.Image and video analysis: This involves analysing images and videos to gather
information, such as identifying people, objects, and locations.

12.Financial Analysis: This involves analysing financial records to gather information, such as
identifying the financial status of an individual or organization.
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13.Competitive Intelligence: This involves gathering information about competitors, such as
their products, pricing, and marketing strategies.

14.Reputation Analysis: This involves analysing the online reputation of an individual or
organization, such as their social media presence, reviews, and media coverage.

15.Linguistic Analysis: This involves analysing language used in online communications, such
as emails and social media posts, to gather information related to the investigation.

16.Event Monitoring: This involves monitoring news sources, social media, and other online
resources for information related to a specific event or situation.

OSINT methodologies can be used individually or in combination with other methodologies to
gather information and intelligence. The key is to use the right methodology for the specific
investigation and to stay up-to-date with the latest tools and techniques available.

Gathering and Analysing (GAL) the information via OSINT:

The emergence of the internet and social media has created an unprecedented level of
accessibility to vast amounts of data, much of which is publicly available. OSINT has become
an increasingly important tool for GAL the information to inform decision-making across a
wide range of fields, from academic and non-academic organisation, business and finance to
national security and law enforcement etc.

The important is advantages of OSINT is its ability to provide real-time information on a wide
range of topics, including emerging trends, public opinion, and breaking news. OSINT is based
on publicly available data that can be accessed by anyone with an internet connection. This
makes OSINT a highly versatile tool that can be used by businesses, governments, and
individuals alike.

OSINT is the practice of collecting and analysing publicly available information to gain insights
and knowledge about a particular topic, person, or organization.

Examples: GAL of information using OSINT:

1. Social Media Analysis: Social media platforms such as Twitter, LinkedIn, Facebook, and
Instagram are great sources of information for OSINT. Users may gather information about a
particular event, person, group of persons or organization/organisations by analysing their
social media accounts. Users may look strictly for patterns in their behaviours, connections,
interests and day-to-day involvement.

2. Website Analysis: Websites are another great source of information. By examining a
website, users may gather information about the organization, the people associated with it,
and any products or services they offer and also examine the source code of a website to
gather additional information.

3. Public Records: Public records such as court documents, property records, and business
filings can provide valuable information for OSINT users may search for these records
online or visit local government offices to obtain them.

4. News Articles: News articles may provide valuable insights into a particular topic or
organization. On this basis users may search for news articles online or use a news
aggregator to gather relevant articles.

5. Forums and Message Boards: Forums and message boards can be a great source of
information for OSINT. By analysing posts and discussions, users may gain insights into the
attitudes and opinions of a particular group or community.

6. Image Analysis: Image analysis involves examining images or videos to gather information.
By analysing the content of an image, users may identify objects, people, and locations and
also use tools such as reverse image search to find other instances of the same image.

Dr. Shraddha Prasad and Dr. Harmeet Kaur 98



Emerging Research in Science & Engineering ISBN: 978-81-19585-14-4

7. Geo-Location: Geolocation involves using data such as IP addresses and GPS coordinates to
determine the location of a person or organization. By analysing geolocation data, users may
gain insights into where a person or organization is located, and their movements over time.

8. Social Network Analysis: Social network analysis involves examining the relationships
between people and organizations. By analysing social network data, users may identify key
influencers and connections between different groups.

9. Dark Web Analysis: The dark web is a hidden part of the internet that is not accessible
through regular search engines. By analysing dark web data, users may gather information
about illegal activities, hacking groups, and other topics that are not available through
regular OSINT methods.

10.Financial Analysis: Financial analysis involves examining financial data such as income
statements, balance sheets, and cash flow statements. By analysing financial data, users may
gain insights into the financial health of an organization and their business practices.

11.Use Automation: There are many tools and software available that can help you automate
the process of gathering and analysing information. For example, users may use web
scrapers to collect data from websites, or social media monitoring tools to track mentions of
a particular keyword or hashtag.

12.Verify Sources: When gathering information using OSINT, it's important to verify the
sources to ensure that the information is accurate and reliable and this tool may check the
credibility of the source and cross-reference it with other sources to confirm the information.

13.Use Multiple Sources: To get a comprehensive understanding of a topic or organization, it's
important to gather information from multiple sources and use a variety of sources such as
news articles, social media, and public records to gather information from different
perspectives.

14.Stay Up-to-Date: The information landscape is constantly changing, so it's important to stay
up-to-date with the latest trends and developments. Available tool may keep an eye on news
and social media trends, and subscribe to industry newsletters to stay informed.

15.Practice Ethical OSINT: When gathering information using OSINT, it's important to
follow ethical guidelines and respect the privacy of individuals and organizations and not
engaging in illegal activities or use unethical methods to gather information.

Once users using above method for gathering information user may use various analysis
techniques to draw insights and conclusions. e.g., Users may use predictive analytics to forecast
future trends, or sentiment analysis to understand public opinion on a particular topic.

Tools and Applications

OSINT tools and applications are software tools and platforms designed to help investigators,
analysts, and researchers gather and analyse publicly available information. Some popular
OSINT tools and applications are following:

1. Maltego: A data visualization tool used to collect, analyse, and visualize data from multiple
sources, such as social media, websites, and network infrastructure.

2. Shodan: A search engine that can search for devices connected to the internet and identify
vulnerabilities in network infrastructure.

3. Hunchly: A web capture tool used to record all online activity, including websites visited,
searches conducted, and data downloaded.

4. Recon-ng: A command-line tool used to automate the process of gathering information from
various sources, such as social media, search engines, and company databases.
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5. Social-Searcher: A social media search engine that allows users to search for mentions of
specific keywords or hashtags on social media platforms.

6. Tinfoleak: A tool for analysing Twitter activity and identifying patterns and trends in
Twitter data.

7. Osintgram: A tool for searching and analysing Instagram content based on hashtags and
usernames.

8. SpiderFoot: A tool for automating the process of gathering information from various
sources, including search engines, social media, and company databases.

9. Dataminr: A real-time information discovery platform used to detect breaking events and
emerging trends.

10.Echosec: A social media discovery and monitoring platform used to identify online threats
and gather intelligence on specific individuals or organizations.

These tools and applications help investigators, researchers, and analysts to gather, analyse and
visualize data from different sources to extract useful insights and intelligence for various
purposes such as investigations, research, and risk assessment.

OSINT Framework:
The OSINT Framework consists of several categories, each of which includes various tools and
resources:

* Information Gathering: This category includes tools and resources for gathering
information from search engines, social media platforms, domain name databases, and other
public sources.

* People Search: This category includes tools for finding information about individuals, such
as social media profiles, email addresses, and phone numbers.

* Email Research: This category includes tools for researching email addresses, including
verifying email addresses, identifying email providers, and analysing email headers.

* Social Media: This category includes tools for monitoring social media platforms, tracking
hashtags and keywords, and analysing social media data.

» Image Search: This category includes tools for searching for images on the internet,
including reverse image search engines, facial recognition tools, and image metadata
analysis tools.

* Domain Search: This category includes tools for researching domain names, including
domain name registration information, domain name history, and DNS records.

* Dark Web: This category includes tools for monitoring activity on the dark web, including
Tor hidden services, marketplaces, and forums.

Updating in OSINT framework is required with help of new tools and resources to handle any
new types of problem.

OSINT Architecture:
The architecture of an OSINT system typically includes three main components:

1. Data Collection: This component involves the collection of data from various sources, such
as social media, news websites, forums, blogs, and other public online sources. The
collection of data can be automated or manual, depending on the type of data and the level of
accuracy required. Data collected from these sources is often in unstructured format, and it
needs to be processed and analysed to extract meaningful information.

Dr. Shraddha Prasad and Dr. Harmeet Kaur 100



Emerging Research in Science & Engineering ISBN: 978-81-19585-14-4

2.

Data Processing and Analysis: This component involves the processing and analysis of the
collected data to extract useful information. This involves converting the unstructured data
into a structured format that can be analysed using different data mining and analysis
techniques, such as natural language processing, sentiment analysis, and network analysis.
The data processing and analysis component also involves filtering, sorting, and categorizing
the collected data to identify patterns, trends, and relationships.

Information Dissemination: This component involves the dissemination of the analysed
information to the relevant stakeholders. This can be done through different channels, such
as reports, dashboards, alerts, and notifications. The information can be presented in various
formats, such as graphs, charts, and maps, to make it more accessible and understandable to
the stakeholders.

Overall, the architecture of an OSINT system is designed to support the collection, processing,
analysis, and dissemination of information from various sources to support decision-making,
planning, and other strategic activities. The architecture can be customized based on the specific
needs and requirements of the organization or the application.

OSINT Architecture with diagram:

Here is a basic architecture diagram for an OSINT system:

Users: This is the starfing point of the QOSINT svstem, where
users access and inferact with the svstem. They can specify what
information they are looking for, what sources to use, and what
type of output they want to recetve.

Collect Module: Thiz module is responsible for collecting data
from different sources such asz social media, blogs, news
websites, etc. It uses different tools such as web crawlers,
scrapers, and APIs to extract relevant data.

Store Module: Once data is collected, it needs to be stored in a
database or data warchousse for further analvsis. The Store
Module takes care of this task by storing data in a structured way
=0 that it can be easilv retrieved and analvsed.

Analyse Module: This module is responsible for analvzing the

Analyss o :
Module data that has been collected and stored. It uses various techniques

such as data mining, fext analyfics, and natural language
processing to extract insights and patterns from the data.

Visualize Module: Once data is analysed, it needs to be

Visualize presented in a way that is easy to understand and interpret. The

Module Visualize Module takes care of this task by creating
visualizations such as graphs, charts, and maps to represent the
data.

Reports Module: The Reports Module generates reports based
on the analvsed data and the user's requirements. Reports can be
generated in different formats such as PDF, Excel, and HTML.

Overall, an OSINT architecture consists of several modules that work together to collect, store,
analyse, and present data to users. The modules can be customized and extended to meet
specific requirements and needs.

Dr. Shraddha Prasad and Dr. Harmeet Kaur 101



Emerging Research in Science & Engineering ISBN: 978-81-19585-14-4

CONCLUSION

In conclusion, OSINT provides a powerful toolset for gathering and analysing information from
a wide range of sources. By using the right methods and analysis techniques, users may gain
valuable insights and knowledge that can inform business decisions, investigations, and other
activities to safe their self from attackers, thus OSINT becoming emerging tools that will be
needful entity of any organisations.
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ABSTRACT

Social media is a pervasive aspect of contemporary culture that has been rapidly adopted by
young people across the world. However, as social media platforms have become increasingly
integrated into the daily lives of young people, there have been concerns raised about the
potential negative impact on their mental and emotional wellbeing. This research paper
provides a comprehensive review of the literature exploring the effects of social media on youth,
with a particular focus on the impacts on mental health, self-esteem, body image, and social
relationships. The findings suggest that while social media use can have both positive and
negative effects on youth, there is a growing body of evidence that highlights the potential harm
associated with excessive social media use, particularly in relation to mental health. The paper
concludes with recommendations for policymakers, educators, parents, and young people
themselves, on how to mitigate the negative effects of social media and promote healthy use

INTRODUCTION

* Social media has become a ubiquitous aspect of contemporary culture, with millions of people
using platforms such as Facebook, Instagram, Twitter, and TikTok every day. However, while
social media has many benefits, there are growing concerns about the impact of social media on
young people. In particular, there are concerns that excessive social media use may be
detrimental to young people's mental and emotional wellbeing, leading to issues such as anxiety,
depression, low self-esteem, and poor body image.

* This research paper provides a comprehensive review of the literature exploring the effects of
social media on youth, with a particular focus on the impacts on mental health, self-esteem,
body image, and social relationships. The paper begins by discussing the definition of social
media and its prevalence among young people. It then reviews the literature on the potential
positive and negative effects of social media on youth, before discussing some of the key issues
and challenges associated with social media use by young people.

* Definition and Prevalence of Social Media Among Youth: Social media is a broad term
used to describe a range of digital platforms that allow people to share content, interact with
others, and build communities online. Social media platforms are characterized by user-
generated content, real -time interaction, and the ability to connect with others across
geographic and cultural boundaries. Some of the most popular social media platforms among
young people include Facebook, Instagram, Snapchat, TikTok, and Twitter.

* Social media use is extremely prevalent among young people, with recent research suggesting
that almost all teenagers in the United States use some form of social media on a daily basis
(Pew Research Center, 2019). Similarly, a study conducted by Common Sense Medi found that
teenagers spend an average of 7 hours and 22 minutes per day consuming media, with the
majority of this time spent on social media (Common Sense Media, 2019).
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What kind of information do you usually
derive from these social networking sites?

m Job related
information

M General awareness

m Updates from
family/friends

M Entertainment

Positive Effects of Social Media on Youth: Despite concerns about the potential negative
effects of social media on young people, there are also many potential benefits associated with
social media use. For example, social media can provide young people with access to
information, support, and resources that may not be available in their immediate environment.
Social media can also facilitate the development of social connections and communities,
particularly for young people who may feel isolated or marginalized in their offline lives.

* Research has also suggested that social media can have positive effects on young people's
mental health. For example, a study conducted by the University of Michigan found that social
media use was associated with higher levels of self-esteem and lower levels of social anxiety
among young adults (Valkenburg & Peter, 2009). Similarly, research has shown that social
media can be an effective tool for promoting positive health behaviors, such as exercise, healthy
eating, and smoking cessation (Korda & Itani, 2013).

Negative Effects of Social Media on Youth: While social media use can have many potential
benefits for young people, there are also many potential negative effects associated with
excessive or problematic social media use. One of the most commonly cited negative effects is
the impact on mental health. Several studies have found associations between heavy social
media use and symptoms of depression, anxiety, and low self-esteem among young people
(Boyd, 2014; Lin et al., 2016). This association may be due to factors such as social
comparison, cyberbullying, and the constant exposure to idealized and curated versions of
others' lives.

Social Media Use By Age r
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* In addition to mental health issues, social media use has also been linked to negative body
image and disordered eating behaviors among young people, particularly adolescent girls
(Fardouly et al., 2015; Perloff, 2014). The constant exposure to highly edited and filtered
images of idealized bodies on social media platforms can contribute to body dissatisfaction and
unhealthy behaviors in pursuit of an unrealistic body image.

» Furthermore, excessive social media use can lead to social isolation and a decline in face-to-
face social interactions. Spending excessive time on social media can reduce the amount of time
young people spend engaging in offline activities and building meaningful relationships, leading
to feelings of loneliness and social disconnectedness

Challenges and Recommendations: Addressing the negative effects of social media on youth
requires a multi-faceted approach involving various stakeholders, including policymakers,
educators, parents, and young people themselves. Some potential strategies include:

* Education and Digital Literacy: Providing young people with the skills and knowledge to
critically evaluate and navigate social media platforms can help them develop healthier online
behaviors and mitigate the negative impact of social media.

* Parental Involvement and Support: Parents play a crucial role in guiding their children's
social media use. Encouraging open communication, setting limits, and being aware of their
children's online activities can help parents support their children in developing healthy social
media habits.

e Platform Design and Regulation: Social media platforms can implement features and
algorithms that prioritize user well-being, such as providing tools to manage screen time,
filtering harmful content, and promoting positive interactions. Policymakers can also play a role
in regulating social media platforms to protect young people from potential harm.

* Mental Health Support: Schools, healthcare providers, and community organizations should
prioritize mental health support services for young people, particularly those who may be at
higher risk due to excessive social media use or negative online experiences addressing the
negative effects of social media on youth requires a multi-faceted approach involving various
stakeholders, including policymakers, educators, parents, and young people themselves. Some
potential strategies include:

* Education and Digital Literacy: Providing young people with the skills and knowledge to
critically evaluate and navigate social media platforms can help them develop healthier online
behaviors and mitigate the negative impact of social media.

 Parental Involvement and Support: Parents play a crucial role in guiding their children's
social media use. Encouraging open communication, setting limits, and being aware of their
children's online activities can help parents support their children in developing healthy social
media habits.

e Platform Design and Regulation: Social media platforms can implement features and
algorithms that prioritize user well-being, such as providing tools to manage screen time,
filtering harmful content, and promoting positive interactions. Policymakers can also play a role
in regulating social media platforms to protect young people from potential harm.

* Mental Health Support: Schools, healthcare providers, and community organizations should
prioritize mental health support services for young people, particularly those who may be at
higher risk due to excessive social media use or negative online experiences

CONCLUSION

Social media has become an integral part of young people's lives, offering both benefits and
challenges. While social media can facilitate connection, information sharing, and positive
experiences, excessive or problematic use can have detrimental effects on mental health, self-
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esteem, body image, and social relationships. It is essential for stakeholders to work together to
address these concerns and promote healthy social media use among youth. By providing
education, support, and regulating platforms, we can help young people navigate the digital
landscape and reap the benefits while minimizing the potential harm of social media.
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ABSTRACT

A significant contributor to the operation of contemporary society, the steel sector accounts for
about 8% of the world's carbon dioxide emissions. Industries must look for ways to
considerably decrease or curtail their emissions as the world moves to address the obvious and
growing effects of greenhouse gas emissions. The operation of the blast furnace (BF), a
substantially fossil fuel reliant reactor that continues to be the primary technique of ore
reduction worldwide, is one such area in which steelmaking may address these challenges.

Recent years have seen an increase in interest in the injection of hydrogen reducing gas into the
blast furnace; nevertheless, the stability of blast furnace operation is directly impacted by the
injection of low-carbon fuel, with restrictions caused by the quenching effects of the stimulated
chemical reactions. Hydrogen injection is a promising solution being developed to lower
CO, emissions in ironmaking blast furnaces (BFs). A recent process model based on
computational fluid dynamics (CFD) is used to study hydrogen BF.

Tata Steel, the pioneer in steelmaking industry has adopted this sustainable alternative by
injection of hydrogen gas using 40% of the injection systems in of its Blast Furnaces at
Jamshedpur Works. This is the first time ever that a blast furnace is being continuously supplied
with such a big volume of hydrogen gas. The project has the potential to cut the coke rate by
10%, which would result in a 7-10% reduction in CO; emissions per tonne of crude steel
produced and is in line with the company's goal of reaching Net Zero by 2045. This paper aims
to explore the influence of peripheral opening extent (POE), which indicates the amount of coke
close to the boiler wall and the advantages of this transition away from traditional fossil fuels.

Keywords: hydrogen; injection; blast furnace; carbon dioxide emissions; carbon capture

INTRODUCTION

Hydrogen injection into the blast furnace is a promising ironmaking technology. Compared to
carbon, hydrogen offers a number of advantages as a reductant, including fewer CO2 emissions,
higher thermal conductivity, and larger diffusivity favours iron ore reduction while lower
viscosity and density result in less pressure loss. Metallurgists have studied the blast furnace
hydrogen injection extensively up to this point, and their findings are impressive. The research
on the injection of hydrogen into blast furnaces is primarily split from the standpoint of research
methodologies into three categories: research on theoretical analysis ", research on physical
experiment ™ ®, and research on numerical simulation ", According to theoretical analysis and
research, Wang ! examined and demonstrated the viability of hydrogen injection in an oxygen
blast furnace using The Conservation of Mass and Energy; Kim ! found that hydrogen injection
will increase the slope of the operating line that includes C and H2, but reduce the carbon
consumption; While Li Bin™ developed a thermodynamic model of the gas-solid reduction
reaction of iron oxides based on the principle of minimum Gibbs free energy and studied the
thermodynamics of the gas-solid reduction of iron oxides, Bernasowski ' investigated the
impact of gas mixtures of CO and H, in different proportions on the reduction of iron oxides
under equilibrium conditions and the presence of carbon in the system.

Coke is necessary for maintaining good bed permeability, which results in a specific amount of
carbon consumption, in the BF ironmaking process. Also, for the reduction of iron ore,
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hydrogen and carbon are inevitably in competition. As a result, the amount of hydrogen that
may be used in an HBF is limited. An important part of HBF research and development is on
forecasting the hydrogen usage cap and then proposing potential solutions to raise it. The gas
distribution when passing through burden materials is determined by the burden distribution,
which is a representation of the spatial locations of particles inside a BF.

Therefore, the burden distribution patterns can have a big impact on the gas flow, the
accompanying heat and mass transfer, momentum transfer and chemical processes, and the
cohesive zone (CZ), which greatly influences BF overall performance. Coke and iron ore are
two examples of the load materials that are frequently charged into a modern BF to create
alternate layers of coke and ore. Due to its smaller size and higher density compared to coke,
iron ore is more resistant to gas flow. As a result, changing the gas distribution to obtain the
desired BF performance involves routinely altering the load distribution pattern. Changing the
ore-to-coke ratio's (O/C) radial profile is one of the most crucial burden distribution
management measures, but it is also one of the trickiest for HBF. Particular interactions occur
between the hydrogen pumped into an HBF through the hearth and tuyeres as well as with other
gas constituents including CO and nitrogen. To maximise the use of hydrogen and obtain the
best HBF performance, burden distribution control must take these interactions into account.
However, it is yet unknown how distinct gas constituents interact with one another and impact
HBF performance under varied radial O/C profiles. Therefore, in order for HBF to successfully
industrialise, this issue must be solved.

The impacts of burden distributions have previously been the subject of intensive research. For
instance, a number of measurement methods, including probes, radar, and metal grid
measurements ", have been developed to examine the trajectory, filling points, and profiles of
loads. The majority of numerical models used to examine burden distributions were DEM-based
and concentrated on traditional BF activities. We are aware of very few attempts to investigate
the impact of weight distribution on shaft injection using a combined DEM and CFD
(computational fluid dynamics) technique. However, the procedures under room temperature
were primarily studied in the earlier DEM/CFD-DEM studies of burden distributions, which
overlooked the associated thermochemical behaviours.

To simulate BFs and determine the inner states and overall performance under industrial
operating and geometric conditions, CFD process models have been widely adopted. Using
CFD BF process models, conventional and new BF processes have been extensively studied
under different conditions.™ In recent years, they were also used to study HBFs. For instance, a
CFD BF process model is adopted by Nogami et al. " to study the BF operated with varying
hydrogen enrichment through hearth tuyeres from O to 43.7 pct. Via the same model, Tang et al.
31 revealed the influence of hydrogen injection with the hydrogen enrichment of up to 15.23
pet; Chu et al. "™ compared the hydrogen-bearing material injection with all-coke operations. Li
et al. "™ evaluated the effects of the belly injection of reformed coke oven gas (RCOG), hot
burden charging, and their combination on BF performance using a 2D process model. Using a
similar model, Yu and Shen"¥ studied how the shaft injection of pure hydrogen affected BF
performance. The amount of shaft-injected hydrogen that penetrates into the bed column of an
HBF changes the interaction between H2 and CO, the utilisation efficiency, and the final use of
hydrogen in the furnace. There is currently very little knowledge in this area. However, it is
strongly anticipated that the cutting-edge HBF ironmaking technology would be investigated.

This paper examines the impact of top burden distribution on an industrial BF using a recently
published 3D CFD process model that has been validated for HBF. Hydrogen is injected
through the shaft and hearth tuyeres to power the BF. In terms of peripheral opening extent
(POE), various top burden distribution patterns are specifically taken into consideration. The
amount of coke close to the boiler wall is represented by the POE. The relationship between the
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POE and the flow rate of shaft-injected hydrogen is also taken into account in this study.
Analysis and connections between the BF's internal states and performance as a whole are
made. The responsibilities of the peripheral opening operation in influencing hydrogen
utilisation and usage in a BF are made clear in this study.

Computational Models

Three main sub-models make up the computational fluid dynamics approach used in this study
to simulate the internal condition of the blast furnace, created with the goal of capturing the
various mechanics (and timescales) seen in the blast furnace. The first one is the tuyere-
blowpipe simulation model, which uses the commercial CFD solver ANSYS Fluent to forecast
combustion of fuels injected with hot blast before entering the furnace proper; the second is the
raceway simulation, which employs both ANSYS Fluent and an internal CFD solver to forecast
the size and shape of the raceway envelope as well as the gas temperature and species
distributions; and the third is the shaft simulation, which employs an internal CFD model to
forecast ore. The tuyere model generates gas temperature, species distributions, and flow rates
for the raceway model inlet boundary, and the raceway model provides comparable data for use
by the shaft model inlet at the furnace bosh. These models collaborate at critical boundaries
between major phenomena regions.

These models were developed under several significant assumptions, which are fully described
in earlier papers " ¥ For reference, a high-level summary of the model's assumptions and
details will be given below. In addition to dividing the furnace into the three crucial reaction
regions of the tuyere, raceway, and shaft, symmetry around the furnace axis is assumed for all
regions in order to keep the computing work for the investigation of variable parameters to a
manageable level.

In order to make a thin slice of the furnace representative, it is assumed that all tuyeres are
operating at the same injection and flow rates, that the raceway region is periodically
symmetric, and that the shaft is axisymmetric with respect to gas flow, temperature
distributions, and burden distribution. These presumptions have been effectively applied, and
simulation results have been verified against data from actual industrial operations.

Table I. Governing Equations

Mass: @ =1 VipDdwu)=V. (TV)-V (pud)+5,:
Momentum: € = velocity
Energy: ©= enthalpy
Species Transport VipuY)=V.(pL VIR +5
Turbulent Kinetic Energy V. (pkU) = V. ((mox) Vk) + 21,8:,.8; — pe

Turbulence Dissipation Rate | V_(peU)= V. ((w/c.) Ve) + C1o(2k)2 1S3 S5 — Cacp(e2/k)

Where, p, = Cpvl = pCy(kl/e), C,=0.09, 5, =1.00,5.=1.30,C;; =1.44, and C,. =192
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Table IT. Chemical reactions modeled in the raceway region
Reaction No. Chemical equation Ag [1/5] B; [m?/ Act.
(kg*s)] | enmergy
E; [J/mol]
Natural Gas R1 CH: + 20, = CO; + 1.6*1pk N/A 1.081* 105
Combustion Eddv-Diss., 2H,;0
Finite Rate
co R2 2C0O + 0y #2C0, 7.0 *10% N/A 6.651*10°
Combustion Eddv-Diss.
Finite Rate
H2 R3 ?H, + 0, = 2H.0 54 %102 N/A 1.255*%10°
Combustion Eddy-Diss..
Finite Rate
Coke R4 Coke + 0, = CO, N/A 1.225%10° | 9977 * 108
Oxidation 15 Order Finite
Rate
Boudonard BR5 Coke + CO, = 2CO N/A 7351 %106 | 1.380%10°
reaction 15t Order Finite
Rate
Water gas Ro6 Coke +H,O = CO+H, N/A 1.650*10° [ 1.420* 108
reaction 15 Order Finite
Rate
Arrhenius rate (for gas): @ = A p?Yra Yoo exp(-ERT), where A, is a rate constant and E; is the
activation energy 15 Order finiterate: m ; =-nd%pY mespecie: Bi exp(-E/RTy), where B; is a rate constant
and E; is the activation energv

Table III. Reaction mechanisms used in the CFD shaft model
Reaction No. Chemical equation
Indirect reduction of iron oxide by CO Rl 3Fe;0:(s) + CO(g) 2 2Fe;0: + CO4(g)
R2 Fe:0: + CO(g) 2 3FeO(s) + COx(g)
R3 FeQ(s) + CO(g) = Fe(s) + CO:(g)
Indirect reduction of iron oxide by H2 R4 3Fe;0;:(s) + Ha(g) = 2Fe;0: + H1O (g)
RS Fes0: + Hy(g) = 3Fe0(s) + H,O(g)
R& FeO(s) + Ha(g) = Fe(s) + H:O(g)
Boudouard reaction R7 C(s) + CO4(g) = 2CO(2)
Water gas reaction RE C(s) + H:O(g) 2 CO(g) + Hi(g)
Flux decomposition RS | MeCO:(s) 2 MeQ(s) + CO(g) (Me = Ca, Mg)
Water gas shift reaction R10 H:(g) + CO4(g) = H:0(g) + CO(g)
Direct reduction of liquid FeQ Rll C(s) + FeO(l) = Fe(l) + CO(2)

Researchers modelled the tuyere, injection lances, and upstream blowpipe using the commercial
CFD solver ANSYS FluentTM to provide them the flexibility to quickly change the geometry
of the tuyere and injection lance for parametric analyses. The turbulent mixing of hot blast and
injected fuel as well as combustion reactions are important phenomena represented in this area.
The semi-implicit method for pressure-linked equations (SIMPLE) is used to discretize the
standard Navier-Stokes equations, and the well-known k-e turbulence model is used to handle
turbulence (because the flow is totally turbulent). Chemical reactions are predicted using species
transport modelling, with the Eddy-Dissipation / Finite Rate model addressing the impact of
turbulence. Table I lists the general controlling equations that were applied in this study.

In the preceding table, p stands for density, u for velocity, ¢ for the general property conveyed,
u'and ¢' represent the fluctuating components of velocity and the transported property due to
turbulence. S, stands for source term. Y; stands for the local mass fraction of a species, i, R; for
its net production rate, I'; for its species diffusion coefficient, and S; for its source term. £ and e
are the turbulent kinetic energy and dissipation rate respectively, |, is the turbulent viscosity,
and C,, oy, ¢, Ci¢, and Cye are model constants defined as listed in Table 1.
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Iterative modelling of the raceway region is carried out using ANSYS Fluent™ and a custom
CFD solver created in Fortran at PNW. A cold-flow interpenetrating two-phase Eulerian
multiphase model in Fluent is used to anticipate the creation of the raceway cavity in the coke
bed. In this model, the blast flow is driven into a granular phase that represents the coke bed to
create the raceway envelope at the end of the tuyere. The raceway envelope is then frozen and
exported as a fixed porosity distribution to the internal steady state combustion solution,
indicating where the coke bed and void space are located. The internal solver calculates
chemical processes, heat fluxes, and gas flow to produce predictions of solid-to-gas mass
transfer (from coke burning) and temperature-dependent changes in gas density. To get an
updated raceway envelope, the cold-flow simulation in Fluent is performed with these values
translated back onto it as source terms. Once convergence is reached, this iterative process is
repeated a total of six to eight times.

The combined Eddy Dissipation-Finite Rate Arrhenius model is used to represent chemical
processes in the raceway region, with the lower estimated limiting rate. Effective modelling of
the coke bed as a carbon source enables carbon + gas reactions to take place in the regions on
the edges and outside the raceway enclosure. This version of the raceway simulation's chemical
reactions are included in Table II, along with the reaction rates used to the ED-Finite Rate and
Ist Order Finite Rate processes. Using this concept, it is also possible to capture the burning of
pulverised coal; the specifics are covered in earlier works. An internal Fortran solver is used to
simulate the entire shaft region and makes predictions about the flow of bosh gas, the heating
and reduction of iron ore, the chemical reactions between ore and coke, and the size, location,
and position of the cohesive zone in the furnace.

Due to the high temporal disparity between load descent and gas flow, which is assumed in the
model, the burden is effectively fixed in relation to the gas in the simulation. The Boudouard
reaction, water gas reaction, direct reduction of FeO, flux decomposition, and ore reduction via
CO and H2 are the main chemical reactions covered by this solver. An iterative subroutine is
used to handle the cohesive zone (CZ) prediction, and it greatly reduces the porosity of areas of
the load ore layers between two isotherms of solid phase temperature. An iterative subroutine is
used to handle the cohesive zone (CZ) prediction, and it greatly reduces the porosity of areas of
the load ore layers between two isotherms of solid phase temperature.

The ore pellets' softening temperature defines the upper CZ boundary, whereas the liquidus
temperature defines the lower CZ boundary.

Based on the chemical makeup of the ore pellets, the precise values can be determined either
manually or mechanically. Table III gives an overview of these reactions and their routes, and
the model's kinetics are based on Tsay et al.'s*® study. Numerous prior articles provide more
information on the specifics of the fundamental assumptions, the chemical reaction kinetics,
models for solid-gas reactions (grain, unreacted shrinking core, and diffusion models), and
more.

Simulation geometry and subsequent trial at Tata Steel:

A natural gas injection blast furnace of average size and an annual production of more than 2.5
Mio tHM at Tata Steel in India, with a working volume of more than 3230 m’ and a hearth
diameter of roughly 13 m was utilized for the study following the Hydrogen injection trial at
Tata Steel India. A single schedule 40 steel injection lance with similar geometry is used in the
investigated hydrogen injection scenarios as part of the simulation geometry for natural gas
delivery into 34 tuyeres under standard operating conditions. With the previously mentioned
periodic and axial symmetry, the raceway and shaft region geometries comprise of a pie-shaped
piece of the furnace centred on a single tuyere. We used packed beds with bulk porosities of
0.36 for ore and 0.45 for coke, and ore pellet sizes of 1.2 cm and 5 cm, respectively. The iron
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ore softening temperature and melting temperature were considered to be 1200C and 1400C,
respectively, for the defining of the cohesive zone in the furnace. With a wind speed of 270,000
Nm3/h, a hot blast oxygen enrichment of 29% by volume, a hot blast temperature of 1175C, a
constant production rate for all cases, and an NG injection rate of 95 kg/thm (metric tonne of hot
metal), the baseline operating conditions for this study were established.

Temperature
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Fig. 1

The natural gas combustion plume is clearly apparent in Figure 1 together with the range of gas
temperatures throughout the tuyere zone. Under standard operating conditions; the average gas
velocity exiting the tuyere was about 260 m/s, with an average exit temperature of 1460C.

The highest temperature gases are found in the area where hot blast oxygen and injected natural
gas mix. The lance itself causes a turbulent wake and distorts the combusting gas plume. When
looking into the boiler along the blowpipe axis, as if through a peep sight, it can also be seen
that the combustion plume migrates towards the "left-hand" side of the tuyere, causing
combustion products to occupy that portion of the tuyere jet as the gas flow moves into the
raceway. This occurrence in the raceway region is visible in the ensuing asymmetry between the
raceway distributions on the left and right.

On the left side of the raceway, there are higher levels of injected fuel and the ensuing
combustion products, which causes more endothermic reactions in the coke bed and lower
measured gas temperatures. This can be seen in Fig. 2. The CFD analogue for raceway adiabatic
flame temperature, which is determined by taking the mass-weighted average of gas
temperature after all species have been converted to CO, H2, and N2, was additionally found to
be 1914C, which is 0.75% higher than the industry raceway adiabatic flame temperature of
1900C in these circumstances. Flame temperature quenching is one of the most important
effects of H2 injection in the furnace, hence further comparisons between the baseline scenario
and the suggested H2 injection instances will be made using the CFD-calculated flame
temperature analogue (FT-A).

Gas Temp. (K)
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Fig. 2
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The raceway region's temperature, species distributions, and total flow rates are mapped into the
furnace bosh's bottom boundary of the CFD shaft model. Industry partners contributed the
burden distributions for the base case, with changes to the O/C ratio made when the total mass
of injected fuel was changed for hydrogen injection scenarios. During development, each
component model and the integrated modelling technique were validated against real-world data
from industrial blast furnaces and published literature; the results are available in earlier
publications.

Grid sensitivity tests have also been carried out to investigate the effect of computational grid
sizing on model correctness. The specifics of earlier validation work won't be discussed here to
keep this short. In order to ensure appropriate forecasts of furnace operation, important
operating case parameters were evaluated against industry standards. Key values were aligned
to within 6% of industry records for this typical scenario when CFD model predictions for key
blast furnace operation parameters were compared against industrial data for the baseline
operating circumstances. The expected average top gas temperature was 116.5C (compared to
110C industrial), the predicted coke rate was 392 kg/thm (instead of 390 kg/thm industrial), and
the predicted raceway flame temperature was 1914C (instead of 1900C industrial).

Impact of hydrogen injection in blast furnace at Tata Steel

In this study, two important techniques for adding H2 to the blast furnace at the tuyere level
were examined: replacement and removal of natural gas using a single injection lance to inject
both natural gas and H2 simultaneously. 10 kg/thm, 20 kg/thm, 23.75 kg/thm, 30 kg/thm, and 35
kg/thm of pure H2 injection as well as a combination of 5 kg/thm, 10 kg/thm, 15 kg/thm, and 20
kg/thm of additional H2 injection with 95 kg/thm of NG infusion were the injection rates and
operating conditions that were investigated. Furnace burden weights were modified for each
scenario using a linear scale based on natural gas injection rates under commercial operating
conditions. Using the same methodology, burden weight changes were made for hydrogen
injection situations while taking into consideration the observed difference between the coke
replacement ratio for H2 injection and NG injection (1.75:1 for H2 and 1.1:1 for NG).
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Fig. 3

The instances chosen to test the effects of switching from natural gas injection to H2 injection
ranged in flow rate from 10 kg/th to 35 kg/th. In order to compare the effects on flame
temperature, cohesive zone location, and other properties, one case (23.75 kg/thm) was chosen
to provide a bosh gas chemistry that would retain a similar molar fraction of H2 and CO
reducing gases to the baseline conditions using NG injection at 95 kg/thm. In this case, coke
oxidation would provide the carbon that isn't provided by natural gas while direct injection into
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the tuyere would provide all hydrogen reducing gases. Comparing the combustion reactions and
gas temperature distributions in the tuyere region to the baseline of natural gas input, only small
variations were found. In order to reduce the effects of higher volumetric flow rates of H2
through the injection lance on tuyere wall injected fuel plume impingement, a larger diameter
injection lance was tested in the tuyere; however, the lower momentum of the H2 injection
plume (due to lower gas density) resulted in only minor shifts to plume location within the
tuyere itself, as shown in Fig. 3. The H2 that is injected into the tuyere burns to H20, which
quickly dissociates or undergoes the water gas reaction with the coke in the raceway to create
H2 and CO gas. Additionally, Figure 3 compares the gas temperature distributions on a centre
plane cross-section of the raceway region for the three H2 injection scenarios and the baseline
NG injection scenario. As the H2 injection rate is increased, it is evident that the temperatures
are falling. The effects of H2 injection are more immediately noticeable in the racetrack area.
For the scenarios with very low H2 injection levels and no additional injected fuel, the
simulations in this study maintained a consistent level of oxygen enrichment, leading to a
considerable increase in anticipated flame temperature analogue values in compared to the
baseline operating scenario. However, if the rate of H2 injection is increased, the flame
temperatures in the raceway rapidly decrease, and the inverse relationship seen is much more
pronounced than that seen when employing natural gas injection. Comparing the baseline
scenario with the H2 injection scenarios reveals a significant alteration in the gas species inside
the raceway envelope as well. Since the hot blast's O2 enrichment was unaltered and NG
combustion can no longer consume oxygen in the tuyere and raceway, the H2 and O2 volume
fractions are increased from the NG injection scenario to the H2 injection situations. Only once
oxygen from the tuyere jet meets the coke bed, leading to coke oxidation and the eventual
creation of CO reducing gas, does CO2 begin to be produced. In Figure 4, the location of the
raceway boundary is shown. It should be noted that this demarcation happens when the void
fraction drops below 70% during the changeover between the raceway and coke bed. For
comparison, the coke bed has a void fraction of approximately 50-55% while the interior of the
raceway has a void fraction of up to 95%.

With 14.2C FT-A per kg of provided H2 compared to 2.8C FT-A per kg of supplied NG,
modelling predicts that the quenching effects of H2 injection on raceway flame temperature will
be about 5 times greater than those of ordinary natural gas injection. Raceway flame
temperatures drop below 1914C of the baseline NG injection scenario at about the 35 kg/thm
range for H2 injection (1910C) in these situations when oxygen enrichment in the blast is
maintained constant at its greatest attainable levels for this furnace.
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Without mitigation measures, further increases in injection rate would cause flame temperatures
to quickly approach the lower limit of safe operating conditions (below 1800C). Pre-heating
injected gases above ambient temperature, as investigated with natural gas injection in earlier
articles, or raising the furnace's hot blast temperature are two examples of such mitigating
methods. Regarding the second aspect, even though many furnaces operate at the highest
possible hot blast temperature range, technologies like plasma heating or other comparable
electrical energy-based methods might be used to raise blast temperatures even higher.

According to established blast furnace rules of thumb, an increase in blast temperature of 100C
would raise the raceway flame temperature by 65C in a vacuum.2 It is anticipated that
increasing blast temperature will therefore help to mitigate the decreases in flame temperature
brought on by the use of H2 injection.

Significant effects were also seen in the furnace shaft area, where the effects of H2 led to lower
temperatures for the reducing gas and, consequently, lower cohesive zone heights inside the
furnace. As previously mentioned, at the lowest H2 injection rates investigated, a considerable
increase in flame temperature was seen without changing the oxygen enrichment from baseline
levels. This led to a greater cohesive zone and higher reducing gas temperatures throughout the
boiler. As H2 injection rates increase, these effects are soon reversed, as shown in Fig. 5. It is
noteworthy in particular that by the time the injection rate of H2 hits 23.75 kg/thm, the cohesive
zone starts to descend below the baseline height (along with decreasing burden and gas
temperatures throughout the shaft). The cohesive zone height and total gas temperatures within
the shaft have dramatically decreased at 35 kg/thm of H2 and a flame temperature similar to the
baseline condition. The enhancement of endothermic H2 indirect reduction events as opposed to
the exothermic CO reactions that predominate in the typical NG injection operation is
considered to be the cause of this phenomenon.

Table IV includes a comparison of the anticipated furnace performance data, including the
analogue flame temperature, top gas temperature, coke rate, and pressure drop across the shaft
region. According to the modelling results, hydrogen injection can effectively reduce CO2
emissions by 11% by replacing coke-based CO reducing gases with H2 supplied from the
injection lances at the tuyere level. An increase in hydrogen injection from 10 kg/thm to 35
kg/thm results in a reduction in coke rate of 60 kg/thm. These circumstances show a furnace
operating hotter and faster than would normally be desirable during normal operation, with
unnecessary coke consumption, because the input oxygen enrichment was left unaltered.
Although the effects of H2 injection on top gas temperature (TGT) are similar in that they
increase as the injection rate increases, the more severe effects on raceway and shaft
temperature pose the greatest challenges to achieving greater injection rates. It should be noted
that the cohesive zone flattens and lowers towards the bottom of the furnace shaft beyond the
maximum limit of H2 injection investigated in this study, as seen in Fig. 5d.

Due to this, the burden becomes more difficult for gas to pass through, with Case 6 forecasting a
pressure drop over the boiler shaft that is 16 kPa greater than the baseline operating condition. It
is also important to keep in mind that the temperature of the liquid iron in the furnace hearth and
below the cohesive zone will decrease along with the furnace's thermal energy and temperature.
The low cohesive zones seen in some situations would likely create stability difficulties from
this standpoint as well, necessitating further research to better understand the accompanying
implications, even though this phenomenon is not directly recorded using these models.

To some extent, burden distribution changes might be able to allay this worry, but injecting
hydrogen is probably not the best course of action.
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Fig. 5

RESULTS & DISCUSSION

Simulated scenarios support the hypothesis that H2 injection has a quenching effect on the
furnace's flame temperature and show that it is likely to encourage significant levels of
endothermic reactions in the furnace shaft, limiting the maximum injection rate in the absence
of mitigating measures. In an effort to improve the heat available for reduction reactions inside
the furnace, such steps may include modifications to burdening, oxygen enrichment, blast
temperature, and preheating of injected H2. With a 60-kg/thm reduction in coke consumption
expected between the 10-kg/thm H2 injection scenario and the 35-kg/thm H2 injection scenario,
studies of H2 injection performed in isolation appeared to have good potential for replacing
coke. This suggests that using H2 injection might significantly reduce carbon emissions. The
trial injection of hydrogen gas in a blast furnace at Tata Steel using 40 per cent of the injection
systems was continued for 4-5 days. According to the simulation study and the subsequent trial,
Tata Steel said the trial may cut the coke rate by 10%, which would result in a 7—10% reduction
in CO2 emissions per tonne of crude steel produced, which is an important milestone in the
journey towards net zero emissions and a leaner carbon future.
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ABSTRACT

The development of a Centralized Electronic Medical Record System (CEMRS) has been a
significant breakthrough in the healthcare industry, offering unprecedented benefits for patients
and healthcare providers. This research-based software aims to provide a comprehensive and
secure electronic medical record system that enables healthcare providers to access patient
medical records anytime and from anywhere.

The CEMRS is a desktop application that can be used by any medical hospital or clinic to
maintain the medical records of patients. It offers different types of forms like: admit form,
operation form, discharge form, consent form, declaration form. These forms are designed to
capture all the necessary details about a patient's medical history, diagnosis, treatment, and
medication, enabling healthcare providers to access this information whenever needed.

The CEMRS also allows patients to access their medical records, which can empower them to
make informed decisions about their healthcare. Moreover, the system provides an efficient way
of communication between healthcare providers, ensuring better coordination and
collaboration among them.

In terms of governance, the CEMRS is a significant tool for policymakers and healthcare
regulators. It provides them with accurate and timely data on healthcare utilization, disease
patterns, and healthcare outcomes, enabling them to make informed decisions about healthcare
policy and resource allocation.

The system uses advanced security measures to ensure the confidentiality, integrity, and
availability of patient data. All data is stored in a central database, which can be accessed
securely by authorized healthcare providers only.

In conclusion, the development of a Centralized Electronic Medical Record System has the
potential to revolutionize the healthcare industry in India, offering benefits for patients,
healthcare providers, and policymakers. The CEMRS developed in this research-based software
project provides an efficient, secure, and reliable solution for maintaining patient medical
records, ensuring continuity of care, and improving healthcare outcomes.

Keywords: Centralized Electronic Medical Record System, Healthcare, Governance, Medical
Records, Desktop Application, Coordination, Collaboration, Communication, Policy, Security.

L. INTRODUCTION

A. Background and significance of the study

The healthcare industry plays a vital role in the development of any nation. The primary goal of
healthcare is to provide effective medical treatment and ensure the well-being of individuals.
However, in recent times, the healthcare industry is faced with several challenges, including
fragmented health information systems, inefficient data management, and limited patient
engagement. These challenges have led to an increased need for a centralized electronic medical
record (CEMRS) system that can consolidate medical data and enable seamless communication
between patients and healthcare providers.

To address this challenge, this research paper presents the development of a desktop application
that will be used by all hospitals, clinics, and medical institutions for maintaining patient
records. The application will facilitate the management of patient medical history, medications,

Dr. Shraddha Prasad and Dr. Harmeet Kaur 119



Emerging Research in Science & Engineering ISBN: 978-81-19585-14-4

allergies, test reports, application forms, operation forms, discharge forms, and consent forms.
The system will offer a convenient and accessible platform for managing medical records,
which can be accessed by any doctor across the nation, facilitating comprehensive examination
of patients.

The development process involved several stages, including system design, database creation,
and implementation of security measures to ensure data confidentiality and integrity. The
application leverages modern technologies (like C#, .Net, AZURE) and follows industry
standards to provide a user-friendly interface, ensuring accessibility across multiple devices in a
single network.

The implementation of this centralized CEMRS system is expected to address several
challenges faced in healthcare and governance. The system aims to improve the overall quality
of healthcare services, enhance patient safety, and enable evidence-based decision-making.
Additionally, the system will provide a comprehensive platform for medical professionals to
coordinate care across different healthcare settings, resulting in a more efficient and effective
healthcare delivery system.

Overall, this research paper emphasizes the importance of a centralized CEMRS system in the
healthcare industry and presents a desktop application that addresses the challenges faced in
healthcare and governance. The system offers an innovative solution to consolidate medical data
and enable seamless communication between patients and healthcare providers, resulting in
improved healthcare outcomes and patient safety.

B. Problem Statement

The healthcare industry is confronted with significant challenges related to fragmented health
information systems, inefficient data management, and limited patient engagement. These
challenges hinder the seamless coordination of care, impede efficient healthcare delivery, and
limit the ability to make evidence-based decisions. Additionally, the absence of a centralized
electronic medical record (CEMRS) system further exacerbates these issues.

Existing healthcare institutions, including hospitals, clinics, and medical institutions, often rely
on disparate record-keeping methods that lack integration and accessibility. This results in
redundant data entry, potential data inaccuracies, and difficulties in retrieving comprehensive
patient information. Furthermore, the lack of a unified platform makes it challenging for doctors
to access patient records from different locations, impeding their ability to provide thorough and
well-informed medical assessments.

There is a pressing need for a centralized CEMRS system that can streamline the management
of patient records across various healthcare settings. Such a system should provide a user-
friendly interface for healthcare professionals to easily access and update patient information.
Additionally, it should enable patients to actively participate in their healthcare journey by
allowing them to view and track their medical history, test results, and other relevant
information.

The development of a desktop application that addresses these issues is crucial to overcome the
challenges faced in healthcare and governance. By providing a centralized CEMRS system,
healthcare institutions can ensure efficient data management, enhance coordination of care, and
improve patient safety and outcomes. This research aims to design and implement a
comprehensive solution that empowers healthcare professionals with nationwide accessibility to
patient records, resulting in enhanced healthcare delivery and governance.

C. Objectives of the Research
The primary objective of this research is to design and develop a desktop application that serves
as a centralized electronic medical record (CEMRS) system. The application aims to enhance
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the coordination of care, streamline data management, and improve patient outcomes by
providing healthcare professionals with efficient and timely access to patient information.

1. Develop a desktop application for a centralized electronic medical record (CEMRS)
system: The research aims to design and implement a robust desktop application that serves
as a centralized platform for storing and managing patient records. The application should
provide seamless integration of various types of medical data, including medical history, test
reports, medications, allergies, and consent forms.

2. Enhance accessibility and nationwide examination: The research seeks to create a user-
friendly interface that allows healthcare professionals, including doctors, to access patient
records from any location across the nation. This objective aims to facilitate comprehensive
examination and analysis of patient information, enabling doctors to make informed
decisions and provide efficient and accurate healthcare services.

3. Improve coordination of care and data management: The research aims to address the
challenges of fragmented health information systems by implementing a centralized CEMRS
system. The objective is to streamline data management, reduce redundancy, and enhance
the coordination of care among different healthcare settings. This will ensure that healthcare
providers have access to complete and up-to-date patient information, leading to improved
healthcare delivery and patient outcomes.

4. Empower patient engagement and participation: The research seeks to develop features
within the desktop application that allow patients to actively participate in their healthcare
journey. This includes providing patients with secure access to their medical records (in pdf
format), enabling them to track their medical history, appointments, and test results. The
objective is to promote patient engagement, enhance communication between patients and
healthcare providers, and empower individuals to make informed decisions about their
health.

5. Evaluate the impact and effectiveness of the developed system: The research aims to
assess the effectiveness and usability of the developed desktop application in real-world
healthcare settings. Through user feedback, data analysis, and evaluation, the objective is to
measure the impact of the centralized CEMRS system on healthcare delivery, patient
outcomes, and overall efficiency.

By achieving these objectives, the research aims to contribute to the advancement of healthcare
and governance by providing a comprehensive and user-friendly platform for managing patient
records. The developed system will address the limitations of existing systems, improve data
management, enhance coordination of care, and empower both healthcare professionals and
patients in their healthcare journey.

II. LITERATURE REVIEW

A. Overview of Electronic Medical Record Systems

Electronic Medical Record (CEMRS) systems have emerged as a critical tool in healthcare,
enabling healthcare providers to maintain complete and accurate records of patients' health
histories, medications, and treatments. CEMRS systems have also revolutionized healthcare by
streamlining data management, enhancing the coordination of care, and improving patient
outcomes.

Numerous studies have explored the benefits and challenges of implementing CEMRS systems
in healthcare settings. A study by Bates et al. (2003) found that CEMRS systems can
significantly reduce medication errors, improve preventive care, and enhance chronic disease
management. The study also highlighted the importance of user-friendly interfaces and
physician involvement in the development and implementation of CEMRS systems.
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Another study by Hsiao et al. (2018) examined the impact of CEMRS systems on patient
outcomes and found that CEMRS systems can improve patient safety, reduce hospital
readmissions, and enhance overall healthcare quality. The study also identified challenges in
integrating CEMRS systems into existing healthcare systems, including interoperability issues
and data standardization.

Several studies have also explored the role of CEMRS systems in patient engagement and
participation. A study by Coughlin et al. (2016) found that patients who have access to their
CEMRS data are more engaged in their healthcare and are more likely to adhere to treatment
plans. The study also highlighted the importance of patient privacy and security in CEMRS
systems.

Despite the benefits of CEMRS systems, several challenges persist in their implementation and
adoption. A study by Li et al. (2020) identified challenges in data quality, system usability, and
privacy and security concerns. The study emphasized the need for ongoing evaluation and
improvement of CEMRS systems to ensure their effectiveness and usability.

B. Previous Research and Development

Centralized Electronic Medical Record Systems (CEMRS) have gained significant attention in
recent years due to their potential to improve healthcare delivery and patient outcomes.
Numerous studies have explored the benefits and challenges of implementing CEMRS systems
in healthcare settings, as well as the latest developments in CEMRS systems.

One of the significant developments in CEMRS systems is the use of cloud-based platforms for
data storage and management. A study by Gong et al. (2018) explored the use of cloud-based
platforms for CEMRS systems and found that they offer several benefits, including enhanced
data security, accessibility, and scalability. The study also identified challenges in data
standardization and interoperability with existing healthcare systems.

Another significant development in CEMRS systems is the use of artificial intelligence (Al) and
machine learning (ML) algorithms for data analysis and prediction. A study by Xia et al. (2020)
examined the use of Al and ML algorithms for predicting patient outcomes and found that they
can improve diagnostic accuracy, enhance treatment planning, and reduce healthcare costs. The
study also highlighted the importance of data quality and privacy in Al and ML-based CEMRS
systems.

Several studies have also explored the role of CEMRS systems in healthcare governance and
policy. A study by Oh et al. (2019) examined the impact of CEMRS systems on healthcare
governance and found that they can enhance accountability, transparency, and collaboration
among healthcare providers. The study also identified challenges in data ownership and privacy
protection.

Despite the potential benefits of CEMRS systems, several challenges persist in their
implementation and adoption. A study by Zhang et al. (2019) identified challenges in data
standardization, interoperability, and user acceptance. The study emphasized the need for
standardization and interoperability protocols, as well as user-friendly interfaces and training
programs.

Overall, the literature highlights the potential benefits of CEMRS systems in improving
healthcare delivery and patient outcomes, as well as their role in healthcare governance and
policy. The latest developments in CEMRS systems, including cloud-based platforms and Al
and ML algorithms, offer new opportunities for data management and analysis. However,
challenges in data standardization, interoperability, and user acceptance must be addressed to
ensure the effectiveness and usability of CEMRS systems.
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III. METHODOLOGY
A. Description of the Desktop Application Development Process:

The development of the desktop application for the centralized electronic medical record
(CEMRS) system involved a systematic and iterative process. The methodology followed for
the development can be outlined as follows:

1. Requirement Analysis: The initial phase involved gathering and analysing the requirements
for the desktop application. This included conducting interviews and surveys with healthcare
professionals, administrators, and patients to understand their needs and expectations. The
requirements were documented and prioritized to form the foundation of the application
development process.

2. System Design: Based on the requirements, the system design phase commenced, where the
overall architecture and components of the desktop application were planned. This involved
determining the database structure, user interface design, security measures, and integration
of various modules such as medical history, test reports, medications, allergies, and consent
forms. The system design ensured scalability, flexibility, and ease of use.

3. Database Creation: The development process included creating a secure and robust
database to store and manage the patient records. The database design involved defining
tables, relationships, and data fields to accommodate different types of medical data.
Measures were taken to ensure data integrity, confidentiality, and compliance with privacy
regulations.

4. Development and Testing: The actual development of the desktop application was carried
out using appropriate programming languages, frameworks, and development tools. The
application was implemented based on the system design specifications, integrating the
database and user interface components. Throughout the development phase, rigorous testing
procedures were conducted to identify and rectify any bugs, errors, or vulnerabilities.

5. Security Implementation: Given the sensitive nature of medical records, implementing
strong security measures was crucial. The desktop application incorporated authentication
mechanisms, role-based access control, and encryption techniques to safeguard patient data.
Security testing was conducted to ensure the robustness and effectiveness of these measures.

6. User Interface Design: The user interface design phase focused on creating a user-friendly
and intuitive interface for healthcare professionals. The interface was designed to provide
easy navigation, clear presentation of medical data, and interactive features such as search
functionalities and data visualization. Usability testing and feedback from end-users were
incorporated to refine and optimize the user interface.

7. Deployment and Evaluation: Once the development and testing phases were completed,
the desktop application was deployed in real-world healthcare settings. The implementation
process involved training healthcare professionals on using the application effectively and
integrating it into their existing workflows. The application's performance, usability, and
impact on healthcare delivery and patient outcomes were evaluated through user feedback,
data analysis, and comparison with established benchmarks.

By following this methodology, the desktop application for the centralized CEMRS system was
developed, ensuring a comprehensive, secure, and user-friendly platform for managing patient
records.

B. System Design and Architecture:

The desktop application for the centralized electronic medical record system (CEMRS) was
designed to provide healthcare professionals with a comprehensive platform for managing
patient records. The architecture of the system comprised three tiers: Presentation, Application,
and Data.

Dr. Shraddha Prasad and Dr. Harmeet Kaur 123



Emerging Research in Science & Engineering ISBN: 978-81-19585-14-4

1.

Presentation Tier: The Presentation Tier provides the user interface for healthcare
professionals to interact with the system. The user interface was designed to be intuitive and
user-friendly, allowing healthcare professionals to navigate through different sections of the
system easily. It included features such as data visualization, search functionalities, and
interactive forms to facilitate data entry.

Application Tier: The Application Tier acts as the intermediary between the Presentation
and Data Tiers. It handles requests from the user interface and retrieves or stores data from
the database accordingly. It also includes modules for data validation, security, and user
authentication. The Application Tier was designed to be modular, allowing for easy
integration of new modules or updates.

. Data Tier: The Data Tier contains the database for storing and managing patient records.

The database was designed to be secure, scalable, and flexible, accommodating different
types of medical data such as medical history, test reports, medications, allergies, and
consent forms. The database was also designed to be compliant with privacy regulations and
to ensure data integrity and confidentiality.

Overall, the architecture of the CEMRS desktop application was designed to be scalable and
flexible, allowing for easy integration with different healthcare systems and accommodating
future updates and expansion. The modular design of the Application Tier and the flexibility of
the database structure enabled the system to adapt to changing healthcare requirements and to
provide a comprehensive platform for managing patient records.
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B. Database Creation and Management:

The database for the centralized electronic medical record system is a critical component that
stores and manages patient records, including medical history, test reports, medications,
allergies, application forms, operation forms, and consent forms. Here is a detailed explanation
of the process of creating and managing the database:

1.

Requirement Analysis: Before creating the database, it is essential to gather and analyse the
requirements for data storage and management. This involves understanding the types of
data to be stored, their relationships, and the specific functionalities required, such as data
retrieval, updating, and searching. Conduct interviews and discussions with stakeholders,
including healthcare professionals and administrators, to ensure comprehensive coverage of
requirements.

Database Design: Based on the requirements, the database design phase begins. This
involves defining the structure of the database, including tables, columns, and relationships.
Identify the main entities (e.g., patients, medications) and their attributes. Determine primary
keys, foreign keys, and any constraints necessary to maintain data integrity. Use appropriate
database modelling techniques, such as Entity-Relationship (ER) modelling, to visualize the
structure and relationships.

. Table Creation: Once the database design is finalized, tables are created to represent the

entities and their attributes. Each table corresponds to a specific entity, such as the Patient
table, Medication table, or Test Report table. Define the appropriate data types for each
attribute, such as VARCHAR for text, INT for integers, and DATE for dates. Set primary
keys and establish relationships between tables using foreign keys.

Data Population: After table creation, the next step is to populate the database with data.
This involves entering existing patient records and other relevant information into the
appropriate tables. Data can be entered manually, imported from existing systems or files, or
migrated from legacy databases. Ensure data accuracy and consistency during the population
process, and consider data validation mechanisms to enforce data quality.

. Indexing and Optimization: To improve the performance of data retrieval operations,

indexes can be created on frequently queried columns. Identify the columns that are
frequently used in search operations, such as PatientID or Date, and create indexes on those
columns. Additionally, consider implementing database optimization techniques, such as
query optimization and caching, to enhance system performance.

Security and Access Control: Implement robust security measures to protect patient data.
This includes defining user roles and permissions to restrict access to sensitive information.
Apply appropriate authentication mechanisms, such as providing only selected IP (internet
protocol) Address access, to ensure only authorized individuals can access the database.
Encrypt sensitive data, both in transit and at rest, to safeguard patient privacy.

. Backup and Recovery: Regularly backup the database to prevent data loss in case of

hardware failures, software issues, or other unforeseen events. Establish backup schedules
and mechanisms to create redundant copies of the database. Test the backup and recovery
procedures periodically to ensure data can be restored successfully if needed.

Maintenance and Monitoring: Ongoing maintenance and monitoring are crucial to ensure
the database's optimal performance and integrity. Regularly monitor database performance
metrics, such as CPU usage, memory consumption, and query response times, to identify and
address any performance bottlenecks. Perform routine maintenance tasks, such as database
optimization, index rebuilding, and data purging, to keep the database efficient and free from
unnecessary clutter.

Dr. Shraddha Prasad and Dr. Harmeet Kaur 126



Emerging Research in Science & Engineering ISBN: 978-81-19585-14-4

By following these steps, the database for the centralized electronic medical record system can
be effectively created and managed, providing a robust and secure foundation for storing and
accessing patient records.

IV. Features and Functionality of the Centralized CEMRS System

The key features and functionalities of the centralized electronic medical record system
(CEMRS) is the comprehensive management of patient records. The system provides various
tools and functionalities to efficiently organize and maintain patient information. Here are the
details of patient record management in the CEMRS system:

1. Patient Profile: The system allows the creation of individual patient profiles, which include
essential demographic information such as name, age, gender, contact details, and unique
identifiers like Patient ID. This profile serves as the central repository for all patient-related
data.

2. Medical History: The CEMRS system enables healthcare professionals to record and
manage detailed medical histories for each patient. This includes past illnesses, surgeries,
treatments, and any significant medical events. Medical history records provide valuable
insights into a patient's health status and aid in making informed medical decisions.

3. Test Reports: The system allows healthcare professionals to store and access various test
reports, including laboratory test results, radiology reports, and other diagnostic reports. Test
reports can be easily associated with the patient's profile, facilitating quick retrieval and
analysis for diagnosis and treatment planning.

4. Medications and Allergies: The CEMRS system facilitates the recording and management
of patient medications and allergies. Healthcare professionals can enter details about
prescribed medications, dosages, frequencies, and any known allergies or adverse reactions
to specific drugs. This information helps prevent medication errors and ensures patient
safety.

5. Application Forms: The system provides functionality to generate and manage application
forms, such as admission forms or consent forms. These forms can be customized based on
specific requirements and can be digitally filled, signed, and stored within the system. This
streamlines administrative processes and reduces paperwork.

6. Operation Forms: For surgical procedures, the CEMRS system allows the creation and
management of operation forms. Surgeons can input details about the surgery, including pre-
operative assessments, surgical techniques, post-operative care instructions, and follow-up
plans. This centralized documentation improves coordination and continuity of care.

7. Discharge Forms: Upon patient discharge, the system enables the generation of discharge
forms, which summarize the patient's stay, prescribed medications, follow-up appointments,
and post-discharge instructions. Discharge forms facilitate effective communication between
healthcare providers and patients, ensuring a smooth transition to post-hospital care.

8. Consent Forms: The CEMRS system includes functionality to generate and manage consent
forms, ensuring proper documentation of patient consent for procedures, treatments, and
sharing of medical information. These forms adhere to legal and ethical requirements and
enhance patient autonomy and decision-making.

9. Data Accessibility and Sharing: The CEMRS system allows authorized healthcare
professionals across the nation to access patient records securely. This enables seamless
collaboration, second opinions, and continuity of care, particularly in cases of patient
referrals or emergencies.
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10.Data Privacy and Security: The system prioritizes patient data privacy and security by
implementing robust access controls using IP address, encryption mechanisms, and audit
trails. It adheres to relevant privacy regulations, ensuring that patient records are protected
and accessed only by authorized individuals.

By incorporating these features and functionalities for patient record management, the
centralized electronic medical record system streamlines healthcare processes, enhances patient
care, and improves overall healthcare governance.

V. Benefits and Impacts

The development of a centralized electronic medical record system (CEMRS) brings numerous
benefits and impactful changes to healthcare and governance. This section provides a detailed
exploration of the benefits and impacts of implementing the CEMRS:

1. Improved Efficiency and Accuracy:
- The CEMRS eliminates the need for manual paper-based record-keeping, reducing
administrative burden and paperwork.

- Information can be entered, retrieved, and updated electronically, leading to faster and more
accurate data management.

- Automation of processes such as generating application forms, consent forms, and discharge
forms saves time and reduces human errors.

2. Enhanced Patient Care and Safety:
- The CEMRS provides healthcare professionals with instant access to complete and up-to-
date patient records, enabling more informed decision-making.

- Access to medical history, test reports, medications, and allergies facilitates accurate
diagnosis, treatment planning, and medication management, improving patient safety.

- Faster access to patient information during emergencies or referrals enables timely and
appropriate care.

- CEMRS can help identify potential drug interactions and alert healthcare providers to
potential allergies or other medical conditions that could impact treatment decisions.

3. Seamless Collaboration and Continuity of Care:
- The CEMRS enables healthcare professionals from different locations and organizations to
access and share patient records securely.

- It promotes seamless collaboration, allowing healthcare providers to work together, share
insights, and provide holistic care.

- Continuity of care is enhanced as patient information is readily available to any authorized
healthcare professional, reducing redundant tests and improving care coordination.

4. Data-Driven Decision Making and Research:
- The CEMRS accumulates a vast amount of patient data, which can be anonymized and
utilized for medical research, population health analysis, and healthcare policy development.

- Data analytics tools can be employed to identify trends, patterns, and risk factors, leading to
evidence-based decision making and improved healthcare outcomes.

- The system facilitates clinical audits and quality improvement initiatives, allowing
healthcare organizations to monitor and enhance their services.

5. Cost Savings and Resource Optimization:
The CEMRS reduces costs associated with paper-based record-keeping, storage, and
maintenance.
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- It minimizes the duplication of tests, procedures, and paperwork, leading to cost savings for
patients, healthcare providers, and insurance providers.

- Resource optimization is achieved through streamlined processes, reduced administrative
tasks, and improved efficiency in healthcare delivery.

=

. Strengthened Healthcare Governance:
- The CEMRS enhances healthcare governance by promoting standardized and comprehensive
record-keeping practices.

- Compliance with regulatory requirements and data privacy regulations is facilitated through
secure access controls and encryption mechanisms.

- The system supports audit trails and data tracking, enabling accountability and transparency
in healthcare operations.

- The risk of lost or misplaced records is reduced

- From a governance perspective, a CEMRS can help facilitate better healthcare policy
decisions. With access to comprehensive patient data, policymakers can better understand
healthcare trends and outcomes, and make more informed decisions about resource
allocation and policy development.

7. Patient Empowerment and Engagement:
- The CEMRS promotes patient engagement by providing individuals with access to their own
medical records, test results, and treatment plans in pdf format.

- Patients can actively participate in their healthcare decisions, leading to increased
empowerment, improved communication, and better health outcomes.

- The system facilitates secure communication channels between patients and healthcare
providers, supporting telemedicine and remote monitoring initiatives.

o]

. Scalability and Interoperability:
- The CEMRS is designed to be scalable, accommodating the growing volume of patient data
and expanding healthcare networks.

- Interoperability standards ensure compatibility and seamless integration with other
healthcare systems, enabling data exchange and interoperability across different healthcare
organizations and institutions.

The implementation of a centralized electronic medical record system brings significant benefits
and impacts, ranging from improved efficiency and patient care to data-driven decision making
and healthcare governance. These outcomes contribute to the advancement of healthcare
practices and the overall well-being of patients and healthcare providers.

VI. Case Study or Implementation Details

To provide a comprehensive understanding of the implementation of the centralized electronic
medical record system (CEMRS), a detailed case study highlighting the implementation process
and its outcomes is presented. This case study showcases the successful deployment of the
CEMRS in a healthcare institution and its impact on patient care, operational efficiency, and
healthcare governance.

A. Case Study: Implementation of CEMRS at “Shri Ganesh Eye Hospital”

1. Project Planning and Preparation:
- Shri Ganesh Eye Hospital recognized the need for a centralized electronic medical record
system to improve patient care, streamline processes, and enhance data management.
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Detailed project planning was conducted, including setting goals, defining requirements,
determining timelines, and allocating resources.

. System Customization and Integration:

The CEMRS was customized to meet the specific needs of Shri Ganesh Eye Hospital,
considering their workflows, specialties, and data management requirements.

Integration with existing hospital systems, such as laboratory information systems and
pharmacy systems, was ensured to enable seamless data exchange and interoperability.

. Training and Change Management:

Extensive training programs were conducted to familiarize healthcare professionals,
administrators, and staff with the CEMRS interface, functionalities, and best practices.

Change management strategies were employed to address any resistance to the adoption of
the new system and to ensure smooth transition and acceptance among users.

. Data Migration and Population:

Existing patient records, including medical histories, test reports, medications, and
application forms, were migrated from legacy systems and paper-based records to the
CEMRS.

Data validation and cleaning processes were implemented to ensure accuracy and
consistency of the migrated data.

Historical data entry was carried out for patients with incomplete or missing records,
ensuring a comprehensive and reliable database.

. Go-Live and System Stabilization:

The CEMRS was gradually rolled out in different departments and units of Shri Ganesh Eye
Hospital, allowing for thorough testing, bug fixing, and system stabilization.

Feedback and suggestions from users were collected and addressed promptly to improve
system performance and user experience.

. Impact and Benefits:

Improved Efficiency: The CEMRS eliminated manual paperwork, reducing administrative
tasks, and streamlining processes. The time required for data retrieval, documentation, and
report generation significantly decreased.

Enhanced Patient Care: Instant access to comprehensive patient records improved
diagnostic accuracy, treatment planning, and medication management. Healthcare
professionals could make informed decisions based on up-to-date patient information.

Collaboration and Continuity of Care: The system enabled seamless collaboration among
healthcare providers within Shri Ganesh Eye Hospital and facilitated communication with
external healthcare facilities. This improved care coordination and ensured continuity of care
for patients.

Data-Driven Decision Making: The CEMRS provided a wealth of data for research, quality
improvement initiatives, and healthcare policy development. Analytics tools and reporting
functionalities allowed for data analysis and insights, leading to evidence-based decision
making.

Cost Savings: The reduction in paperwork, duplication of tests, and improved operational
efficiency resulted in cost savings for the hospital and patients.

Governance and Compliance: The CEMRS strengthened healthcare governance by ensuring
standardized record-keeping practices, data privacy compliance, and accountability in data
access and usage.
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7. Continuous Improvement:
- Shri Ganesh Eye Hospital established a feedback mechanism to gather suggestions and
address any system-related issues or user concerns.

- Regular system updates, maintenance, and upgrades were performed to enhance
functionalities, address emerging needs, and ensure data security.

The implementation of the CEMRS at Shri Ganesh Eye Hospital demonstrated significant
improvements in patient care, operational efficiency, and healthcare governance. The successful
deployment of the system highlights the transformative impact of a centralized electronic
medical record system on healthcare organizations, emphasizing the importance of technology

B. User feedback and evaluation:

User feedback and evaluation play a crucial role in the development and improvement of any
software. In the case of the Centralized Electronic Medical Record System (CEMRS) software
developed for this research, user feedback and evaluation were critical in assessing the
effectiveness and usability of the system.

Several users, including doctors and administrative staff, were involved in the testing and
evaluation of the system. The feedback received from these users was overwhelmingly positive,
with many noting the system's ease of use and the benefits it provided for patient care.

One common comment from users was that the CEMRS system helped to streamline patient
record management, allowing doctors to access medical histories, test results, and other critical
information quickly and efficiently. This, in turn, allowed doctors to provide more accurate
diagnoses and treatment plans, resulting in better patient outcomes.

Another benefit noted by users was the system's ability to store and track patient consent forms,
which helped to ensure that all necessary forms were completed before treatment began. This, in
turn, helped to reduce the risk of medical errors and increased patient safety.

Overall, the user feedback and evaluation of the CEMRS system were positive, highlighting the
system's usefulness and effectiveness in improving patient care. This feedback will be used to
make further improvements to the system and ensure that it continues to meet the needs of
healthcare providers and patients alike.

VII. DISCUSSION

A. Analysis of the Results and Findings

After conducting the study and implementing the centralized electronic medical record system,
the results and findings were analysed. The analysis revealed several significant findings that
indicate the usefulness and potential impact of the system.

Firstly, the centralized electronic medical record system proved to be very effective in managing
patient records. The system allowed healthcare providers to access patient records from any
location and at any time, which increased efficiency and reduced the likelihood of errors due to
missing or incomplete information. The system also enabled doctors to make informed
decisions based on accurate and up-to-date patient data.

Secondly, the implementation of the system led to a significant reduction in the amount of
paperwork generated by medical facilities. By digitizing patient records, the need for physical
copies of medical documents was eliminated, which reduced paper waste and contributed to a
more environmentally friendly approach to healthcare.

Thirdly, the system was well-received by healthcare providers and patients alike. Feedback from
users indicated that the system was easy to use, and the benefits of the system were readily
apparent. Patients were pleased with the increased level of transparency and access to their
medical records, and healthcare providers appreciated the efficiency and accuracy of the system.

Dr. Shraddha Prasad and Dr. Harmeet Kaur 131



Emerging Research in Science & Engineering ISBN: 978-81-19585-14-4

Overall, the findings suggest that the implementation of a centralized electronic medical record
system can have a significant impact on the healthcare industry. The system can increase
efficiency, reduce errors, and improve patient outcomes, all while contributing to a more
environmentally sustainable approach to healthcare.

B. Comparison with existing EMR systems:
In comparison with existing EMR systems, our centralized electronic medical record system
(CEMRS) offers several advantages.

- System is designed to be easily accessible by doctors from any medical institution across the
nation. This is achieved by centralizing the patient records in a single database that can be
accessed securely through our web-based interface.

- System offers comprehensive patient record management features, including medical history,
medications, allergies, test reports, application forms, operation forms, discharge forms, and
consent forms. These records are updated in real-time, ensuring that doctors have the most
up-to-date information available to them.

- System offers streamlined data entry and retrieval processes, reducing the likelihood of
errors and inconsistencies in patient records. This is achieved through our intuitive user
interface and the use of standardized data fields and codes.

- System offers advanced data analytics and reporting capabilities, enabling doctors to identify
trends and patterns in patient data and make more informed decisions about patient care.

In comparison with existing EMR systems, our CEMRS has been found to be more user-
friendly, efficient, and effective. Doctors who have used our system have reported higher levels
of satisfaction with the system and have found it to be more useful in their daily practice.
Additionally, the system has been shown to improve patient outcomes and reduce medical
errors, leading to better overall healthcare outcomes for patients.

C. Limitations and challenges encountered during the development and implementation
During the development and implementation of the Centralized Electronic Medical Record
System (CEMRS), several limitations and challenges were encountered. These included:

1. Resistance to change: The implementation of CEMRS requires a significant shift from
traditional paper-based record-keeping to electronic record-keeping. Some healthcare
providers were resistant to this change and were reluctant to adopt the new system.

2. Technical challenges: The development of CEMRS was a complex process that required
significant technical expertise. Technical challenges such as software bugs and system
crashes were encountered during the development and implementation process.

3. Cost: The development and implementation of CEMRS required a significant investment of
time, resources, and funds. This posed a challenge for smaller healthcare providers who may
not have had the resources to implement the system.

4. User training: The successful implementation of CEMRS relied on the effective training of
healthcare providers on how to use the system. This was a time-consuming process that
required significant resources.

Despite these challenges, the benefits of CEMRS far outweighed the limitations. With effective
planning and management, these challenges can be overcome to ensure the successful
implementation and adoption of CEMRS.
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VIII. CONCLUSION

A. Summary of the Research Findings

The research presented in this paper focused on the development and implementation of a
Centralized Electronic Medical Record System (CEMRS) in healthcare and governance. A
desktop application was developed for hospitals, clinics, and medical institutions to maintain
patient records, including medical history, medications and allergies, various test reports,
application forms, operation forms, discharge forms, and consent forms. The system
architecture and design, database creation and management, patient record management, and
features and functionalities of the system were discussed in detail.

The benefits and impacts of the CEMRS system were also highlighted, including improved
patient care, reduced medical errors, increased efficiency, and cost savings. A case study was
presented to illustrate the successful implementation of the system at a hospital, and user
feedback and evaluation were discussed.

The analysis of the results and findings showed that the CEMRS system was effective in
improving the quality of healthcare and governance, and it outperformed existing EMR systems
in terms of its features and functionalities. However, there were some limitations and challenges
encountered during the development and implementation, such as resistance to change, training
and education, and data security concerns.

B. Future Directions and Recommendations for Further Improvement:
Based on the findings and limitations of this study, several recommendations for future research
and improvement of the CEMRS system can be made.

- Future research could focus on enhancing the security measures of the system to ensure the
confidentiality and privacy of patient data. This could include implementing stronger
encryption protocols, multi-factor authentication, and regular security audits.

- The system could be further improved by integrating artificial intelligence and machine
learning algorithms. These could be used to analyse patient data and provide insights for
doctors, improve diagnosis accuracy, and identify potential health risks before they become
serious.

- The system could be expanded to include more comprehensive patient data, such as genetic
information, lifestyle habits, and social determinants of health. This could provide doctors
with a more holistic view of the patient's health, leading to more personalized and effective
treatment plans.

- To ensure the successful adoption and implementation of the CEMRS system, it is
recommended that a thorough training program is developed for healthcare professionals.
This will help to ensure that the system is used effectively and efficiently, leading to better
patient outcomes.

In conclusion, the CEMRS system is a promising solution for improving healthcare and
governance, and it has the potential to revolutionize the healthcare industry. The system can be
further improved by addressing the limitations and challenges encountered during the
development and implementation. Overall, this research provides valuable insights into the
development and implementation of CEMRS systems and highlights the importance of
technology in improving healthcare and governance.
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ABSTRACT

The study of intrusion detection systems (IDSs) has drawn a lot of interest in the field of
computer science due to the rising network traffic and security concern. In addition to arbitrary
intrusion categories, current IDSs also require a lot of processing capacity. We provide the
taxonomy to delineate contemporary IDSs based on the large survey and sophisticated
organization. For every organization that usesa network, information system security is of utmost
importance. Attackers and hackers enjoy taking advantageof openings to break into distributed
networks. Organizations all around the world are aware of this, but because there is not a
reliable mechanism in place, they are still open to threats. Risk would be greatly decreased by
improving the current mechanism used to stop intrusions in a dispersed network. In distributed
intrusion detection systems that are currently in use, the issue of false positive and false
negative results is very common and needs to be addressed. Working on intrusion detection
systems in a dispersed network is urgently needed in order to increase efficiency, which can
only be accomplished by lowering the number of false positive and in distributed intrusion
detection systems currently in use, false negative results are a major problem that needs to be
addressed. our propose work on intrusion detection systems in a dispersed networkis urgently
needed in order to increase efficiency, which can only be achieved by lowering the number of
false positive and negative results. In distributed intrusion detection systems currently in use,
false negative results are a major problem that needs to be addressed. The research on
distributed intrusion detection systems is reviewed in-depth in this publication. It recognizes the
necessity of setting up a reliable distributed intrusiondetection system. By simulating, testing,
and modelling a system, we hope to create one that makes use of current designs for these
systems, old algorithms, and fuzzy logic theory.

Keywords: Intrusion Detection System, Security, Distributed Network System, False Positive
and False Negative.

I. INTRODUCTION

Every organization's network must prioritise security. Distributed networks have been targeted by
attackers for a while now. Despite this, many organisations lack a functional Distributed
Intrusion Detection System (DIDS). This is due to the lack of a system that is impenetrable and
uses an effective algorithm. Reducing organisational worries, attack risk, and system
vulnerability could all be helped by improving an existing Distributed Intrusion Detection System
model[1]. The issue of providing false positive and true negative results plagues the majority of
intrusion detection systems now in use, increasing their mistake rates. In order to increase
efficiency, it has become crucial to work on and improve these systems[2].
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Figure 1: A typical Intrusion Detection System.

The firewall security is covered by the intrusion detection system. An organisation is protected
by a firewall from malicious Internet attacks, and an intrusion detection system (IDS) detects
attempts to breach firewall security and gain access to any system within the organisation [3]. If
an IDS detects any suspicious activity inthe firewall, it notifies the system administrator. An
intrusion detection system (IDS) is a security system thatmonitors network traffic and computer
systems and analyses that traffic to search for potential hostile assaultscoming from the outside as
well as system abuse or attacks originating from within the company. [4].

II. TYPES OF INTRUSION DETECTION SYSTEM
A. There are two types of intrusion detection systems. These are, respectively, host-based and
network-basedintrusion detection systems.

B. System for Network-Based Intrusion Detection and Prevention

An organization's network segment's network traffic is monitored by a Network Based IDS (NIDS)
installedon a computer or other connected device while it searches for active assaults. Numerous
different hashingalgorithms, such as MD35, are used in networks to preserve file security. The
network-based IDS reacts by notifying administrators of an attack when conditions arise that
allow it to do so[5].

NIDSs are installed at a specific location in the network, such as a router, from which it is possible
to observethe traffic entering and exiting a particular network segment. They can also be used to
monitor only the traffic between a specific host computer on a network segment or the entire
network as a whole.

B. Host-Based Intrusion Detection System

An individual computer or server is designated as the host for a host based intrusion detection
system (HIDS), which is installed there and exclusively keeps track of activity on that system.
The two subcategories of host-based intrusion detection systems are anomaly-based and
signature-based (also known as abuse detection). Key system files are watched by HIDS, which
alerts the user when a file is created, modified, or deleted. Then, the HIDS sends out an alert if
one of the following things happens: new files are created, old files are deleted, or file attributes
are modified. The primary distinction between NIDS and HIDS is that the former can access
information that is encrypted while it is being transmitted via the network. something that
alternates)[6].
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III. COMPONENTS OF INTRUSION DETECTION

An IDS is made up of three main parts: the sensor (which includes an activity or packet capture
engine and abehavioural or signature recognition engine), the backend (which records events in
a database and alerts the engine), and the frontend (which includes a user interface and
command and control). The main element of an IDS for spotting intrusions on a computer or
network is a sensor. To carry out detecting operations, it captures a packet. It can use intrusion
detection methods that are anomaly-based or signature-based. The logging of events that are
discovered by the sensors is handled by the IDS's backend. In addition, it serves asan alerting
mechanism. The backend can notify the administrator in a variety of methods, including logging
events in the database, sending an e-mail, blocking, or resetting a TCP connection, and
displaying the alert on the administrator's console. The IDS user interface is formed by the
frontend. The user can monitor the events detected by the sensor, configure the IDS, and update
the signature database and behavioral detectionengine [7].

IV.I NTRUSION DETECTION TECHNIQUES
The components of an intrusion detection system work together to warn the administrator of an
intrusion [8].

i) Sensors:
A sensor has two interfaces. The capture network interface comes first, followed by the
management networkinterface.

Its primary functions are detection and reporting. The capture interface stores all captured data
in a buffer while the sensor listens to network traffic by tapping into the network. The detection
engine then inspects thebuffer contents and performs network protocol analysis. Signature-based
and anomaly-based intrusion detection were also used here[9].

ii) Command and control at the front end

The user can set up, configure, and update the IDS from the frontend. The frontend displays all
events collected by the backend. As a result, the frontend now provides a user-friendly interface
for managing theselogged events. To get the most out of an IDS, it must be fine-tuned to report
only significant occurrences. Asa result, the user can fine-tune an IDS's detection and reaction
using this console. If implemented correctly, the IDS will provide the user with enough early
warning of any intrusion[10].

iii) Backend

The backend is also known as the primary function of an IDS. Its primary functions are to
gather and alert. The sensor's detected events are saved in the event repository database system.
The backend then defines howeach event must be handled. E-mails, displays, and blocking are
utilized to handle key events.

V. FUNCTIONS OF INTRUSION DETECTION SYSTEM

e Data collection: This module sends data to IDS as input. The data is saved in a file and
subsequently analyzed. Network-based intrusion detection systems capture and modify data
packets, whereas host- based intrusion detection systems collect information such as disc
usage and system processes [11].

e Feature Selection: To pick a certain feature, enormous amounts of data are available in the
network, and they are typically analyzed for intrusion. The Internet Protocol (IP) address of
the source and destination systems, protocol type, header length and size, and so on could all
be used as keys for intrusion detection [12]

e Analysis: The data is examined to determine its accuracy. Rule-based intrusion detection
systems (IDS) examine data by comparing incoming traffic to a specified signature or
pattern. Another way isanomaly-based intrusion detection, which studies system behaviour
and applies mathematical modelsto it[13].
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e Action: It describes the system's reaction and attack. It can either notify the system
administrator withthe necessary data by email/alarm icons, or it can actively participate in
the system by discarding packets so that they do not enter the system or closing the ports.

VI. APIDS (APPLICATION BASED IDS)

APIDS will examine the protocol's functional behaviour and events. The system or agent is
installed between a process and a collection of servers and is responsible for monitoring and
analysing the application protocol between devices. Intentional assaults are hostile attacks
carried out by disgruntled employees with the goal of causing harm to the organisation, whereas
unintentional attacks bring financial harm to the organisation by deleting a critical data file [14].

There have been various attacks on the OSI layer.

DOS (Denial-of-Service) Attacks: DOS stands for Denial-of-Service and is best characterized
as an attempt to make a computer(s)or network(s) unavailable to its intended users. A Denial-of-
Service attack occurs when an attacker generates more traffic than your resources can handle.

DOS and DDOS attacks: In a DOS attack, one computer and one internet connection are used
to overwhelm a server or network with data packets, with the sole purpose of overwhelming the
victim's bandwidth and available resources. A Distributed Denial of Service (DDOS) assault is
similar, but it is more powerful. A DDOS is more than just one computer and one internet
connection; it frequently involves millions of computers working together in a distributed
fashion.

Peer-to-peer attacks: A peer-to-peer (P2P) network is a distributed network in which
individual network nodes known as "peers" act as both suppliers (seeds) and consumers
(leeches) of resources, as opposed to the centralised client-server model in which clientserver or
operating system nodes request access to resources provided by central servers [15].

Ping of Death: A sort of DOS attack in which the attacker makes a ping request that is larger
than the maximum size that IP allows onto the network, which is 65,536 bytes. While a ping
bigger than 65,536 bytes cannot be broadcast in a single packet, TCP/IP permits a packet to be
fragmented, basically separating it into smaller segments that are rejoined at the end. Attackers
exploited this weakness by fragmenting packets so that when received, the packet totaled more
than the allowable number of bytes, essentially causing a buffer overload on the operating
system at the receiving end, causing the system to crash.

Eavesdropping Attack: The attacker's scheme of interfering with communication. This assault
can be carried out over phone lines,instant messaging, or email.

Identity Spoofing (IP Address Spoofing): Most operating systems and networks use a
computer's [P address to identify a legitimate entity on the network. In some situations, an IP
address may be mistakenly considered to be faking identity. An attacker may also use special
programmes to generate IP packets from legal IP addresses within the company intranet. After
establishing network access with a genuine IP address, the attacker can edit, reroute, or delete
your data.

Man-in-the-Middle Attack: A man-in-the-middle attack occurs when someone stands between
you and the person with whom youare interacting and actively monitors, captures, and controls
your communication in real time. An adversary, for example, can reroute a data transaction.
When computers communicate at the lowest layers of the network layer, such as the physical
layer, they may be unable to determine with whom they are sharing data. Man-in-the-middle
attacks are like someone impersonating you in order to read your message. The person on the
other end may believe it is you since the attacker is actively responding as you to continue
exchanging information.

This attack can cause the same amount of harm as an application layer attack.
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Figure 2: Applications of IDS

VII. DETECTION OF INTRUSION TOOLS
Today's intrusion detection products address a variety of organisational security objectives. The
security equipment.

Snort is a lightweight, open-source firewall.

Snort describes traffic from an IP address using a flexible rule-based language; it records the
packet in human-readable form using protocol analysis, content searching, and other pre-
processors. Snort detects thousands of worms, vulnerability exploit attempts, port scans, and
other potentially harmful activity.

OSSEC-HIDS: OSSEC (open-source security) is open-source software that is free to use. It will
run on major operating systems and will have a Client/Server architecture. OSSEC has the
capability of sending OSlogs to the server for analysis and data storage.

Many powerful log analysis engines, ISPs, universities, and data centres use it. Firewalls,
authentication logs

KISMET is a WIDS (Wireless intrusion detection system) guideline. WIDS compromises with
packet payload and WIDS occurrences. It will locate the burglar access point.
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VIII. CONCLUSION

After putting firewall technologies at the network perimeter, intrusion detection systems (IDS)
have becomethe mainstay for many organisations. Where traffic does not pass through the firewall,
IDS can provide securityfrom both external and internal attackers.

However, the following points must always be remembered.

An IDS implementation combined with a firewall cannot create a highly secure architecture
unless all of these points are connected.

1. Authentication and identification: An intrusion detection system (IDS) uses very
sophisticated signatureanalysis algorithms to detect intrusions or potential misuse; however,
organisations must still have strong user identity and authentication mechanisms in place.

2. Intrusion Detection Systems (IDS) are not a panacea for all security issues: IDS do a
great job of monitoring and reporting intruder attempts. Furthermore, in order to reduce the
risks of breaches, businesses must adopt a process of system testing, employee education,
and the formulation of and adherence to a sound security policy.

3. Anintrusion detection system (IDS) is not a replacement for a strong security policy: An
IDS function,like effective security and monitoring solutions, is one component of a corporate
security policy. A well- defined policy must be followed to guarantee that vulnerabilities,
intrusions, and virus outbreaks, among other things, are addressed in accordance with
corporate security policy requirements.

4. Human intervention is necessary: The attack must be investigated once by the security
administrator ornetwork management. It is identified and reported, the cause is determined,
the problem is corrected, and the appropriate steps are taken to prevent future instances of the
same attacks.
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